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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 3
82. 145, 221. 237 Eur ope 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 3
76.114.170. 22 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
78.187. 175. 100 Tur key 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2
71.6.135. 131 Lhited Sates 147. 237. 76. 201 eatal.idf.il Block Np Al Net drop 1
122. 150. 183. 36 Australia 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 1
173. 52. 245. 163 Lhited Sates 147.237.0. 19 nedimatal.idf.il  |Block Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address tacker Qountry |Target Address |Site |9 gnat ure Devi ce Action ‘Oount |
31.168. 82. 105 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 14
79.181. 51. 90 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 12
109. 65. 32. 109 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
46. 19. 86. 10 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
176.13.2.18 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
79.181.242.166  |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
37.26.148. 133 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
37.26.149. 146 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38.241. 106  |Chi na 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241. 106  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46.13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
85. 250. 148. 136 |l srael 147.237.72.167 |ishurimaka.idf.il |13840: TLS QpenSSL Heartbeat Packet B ock 1
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38.241. 106  |Chi na 147.237.77.176 |nmat pash.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93.27 [147.237.72.167 |Wited Sates  |i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
213.136.91.26 |[147.237. 76. 148 |Ger many ggcenter. aka. i of il ET SCAN Potential SSH Scan 1
70.178.113.83 |147. 237 76. 86 |1 st ael ey, i df il ET DOS Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
59.45.79.117 |147.237.77.19 [China lawforumidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.39 [China nobi le.neitav.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72.217|Chi na eidf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
218.57.11. 7 147. 237. 76. 196 [Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76.86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
213.136.91.26 |147.237. 77. 205 |Ger many prisha.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.31 [China nakchal . i df . il ET SCAN Potential SSH Scan 1




03-04-2016-15:04:04 to 03-04-2016-16:04:04

|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret ransni ssi on

Packet dropped.

62.219. 47.251 |Israel 147. 237. 76. 200 [ei tan. aka. i df .i 2 dro 195
Ret r ansn ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
79.181.51.90 |Israel 147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 42
Ret r ansn ssi on Packet dr opped.
62. 219. 225. 151 |I srael 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SN retransmt with i fferent moni tor |30
w ndow scal e
- o SYNHAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence wi nclow scal e noni t or 9
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover . i dof . i | Bad TCP sequence I'nval i d ACK nunber noni t or
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192.243.55.137 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINGAK retransmt with different | oo |
w ndow scal e
46.19.85.161 |Israel 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.79  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 98 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
80. 246. 137. 166 |l srael 147. 237. 72. 156 [anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
79.182. 142. 219 |I srael 147.237.72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
79. 183. 201. 150 |I sr el 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
79.182. 142. 219 |Israel 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
176.13. 23.158 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover. i dof .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
79.182. 142. 219 |I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or
192.243.55.133 |[Domnica  |147.237. 77. 216 |dover. i f il Bad TCP sequence SIHAK retransmt with different o0 |5
W ndow scal e
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber aert
46.19.85.230 [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.131 |Domnica  |147.237.77. 216 |dover. i f il Bad TCP sequence SINWAK retransmt with different oo s
w ndow scal e
R SWNretransnmit wth different .
62. 219. 225. 151 |I srael 147.237.77. 233 |atal .idf il Bad TCP sequence vi ndow scal & noni t or 4
reaming BEngine: TCP Invali i i ssi
87.69.193. 248 | srael 147. 237 72. 167 | shurimaka i o i | | S N9 Engi ne: TQP aid Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84. 250. 115. 252 |Fi nl and 147. 237. 77. 216 |dover i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansn ssi on Packet dr opped.
46.19.85.230 [Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval id ACK nunber aert
192. 243. 55. 131 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
reaming BEngine: TCP Invali i i ssi
213.57.183. 111 I srael 147, 237, 76. 200 |ei tan. aka i o1 || S2M NG Engi ne: TCP aid Inval i d segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
212.143. 172. 86 |l srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46.19.85.138  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover . i dof .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TCP Invalid i i ssi
79.178.213.1 |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansnm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 64. 165. 113 |I srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.1.101 |israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
5.22.130.92  |[israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
87.68.41.115 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
31.168.186.19 [Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.175.2 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
109. 64. 209. 98 |I'srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.52.133 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
62.219. 47. 251 |lsrael 147.237.76.200|eitan. aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.183.63.82 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
5.102.254.44  |lIsrael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
185.3.144.37 |Israel 147. 237. 77. 216 |dover . i dof .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.181. 179. 224 I srael 147. 237.72. 166 |aka. i of .11 9 =g vl i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 103. 121 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
5.28.158.38  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segent retransmssion. drop 3
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At acker
Gountry

Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

79.177.190.52 |Israel 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.

drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
31.154.151.25 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 287
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 13
m ny- kosher - kr avi _ _
79.179. 23. 197 | srael 147.237.0. 17 idf il Miltiple Illegal Paraneter Encodi ng from79. 179. 23. 197 None 8
213.57.208. 133 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
85. 64. 20. 251 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 196. 103l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
77.127.15.83 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from77.127.15.83 Bl ock 3
37.236. 8. 80 Irag 147.237.77.216|dover.idf .l Mil tipl e Unaut horized URL Access from 37.236. 8. 80 B ock 3
87.70. 82. 58 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
176.13.20.176 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.142.68.129 [Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
66. 249. 64. 233 g‘;tt:: 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
199. 30. 25. 19 ;q;:ee: 147.237.77. 216 |dover.i df . i D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 2
77.127.15. 83 I srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 2

Unaut hori zed URL Access to
wawv aka. i df . i |/ mai n/ gi yus/ &sa=u&ed=0ahukew kOoi f I gf | ahxckq8khq6od5

95.86.96.4 | srael 147.237.72. 166 [aka. i df . i | 4qf ggi maa&si g2=f uj 7hj | kqo4t ri 34eczyr wAusg=af gj cnhcvyyg7wlcg- yhd5_a B ock 2
mmezoyodt wa
207. 46. 13. 107 gﬁ;ttg: 147.237.77.216|dover.idf . il Distributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
197. 115. 237. 171|A geria 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwidf.il/ar/adnin B ock 1
74.82.47.2 g‘iatt:: 147.237.0.19 [madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ Bl ock 1
60.242.192.67 |Australia |147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
169. 229. 3. 91 g‘;:ﬁ 147.237.76.31 |nakchal .idf.il Illegal Byte Gode Character in URL B ock 1
37.60.47.78 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co Bl ock 1
212.227.81.200 |Germany |147.237.72. 166 |aka. i df il ?ﬂ;g&ﬂ_ﬁgﬁ&?ﬁiﬂﬂi&%? 81.200 (Protocol violation |\ .o |
212.227.81.200 |Germany |147.237.72.166|aka.idf.il Aonornal |y Long Header Line request header nane B ock 1
64. 39. 109. 20 ;q;tee: 147.237.72. 166 [aka. i df . i | S Uhtraceabl e Gonnection - sigal gs DoS Attack None 1
192. 243.55. 137 |Dominica [147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to waw i df.il/newsite/english B ock 1
169. 229. 3. 91 g“iatt:s 147.237.72.167|i shurimaka. i df.i| |[Dstributed I11egal Byte Qode Character in Method B ock 1
46.19. 85. 230 I srael 147.237.77.216|dover.idf.il Unknown HTTP Request Met hod y045ohaygb45 in URL B ock 1
213.8.204.18 [ srael 147.237.77. 234|hal ag. i df . i | ?;T rz'?’?u;‘;d2?47?;:(;';3'872‘:]{1%/&??2? fr;i . Bock |1
5.29.240.117  |israel 147.237. 72. 166 |aka. i df . i | m”;’k“; I'Z"’f‘r?T‘;tn;r Ncégfﬁic/tgaggffﬁ';ﬁ;fcphsaChar$°t' SLin None |1
212.227.81.200 |Germany [147.237.72.166|aka.idf .il LIEI i%\azlyzt\?agii,?arad er in LR Tk [sx([#16]] —. [ [#29] ] Bl ock 1
84.111. 80. 75 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
199. 30. 24. 95 g‘;tt:: 147.237.77.216|dover.i df . il Distributed Unaut hori zed URL Access on waw idf.il/error. htm B ock 1

. . . Uhaut hori zed URL Access to
62.219.47.251 |Israel 147.237.76.200|ei tan. aka. i df . i | vaww i tan. aka. i of . i |/t enpl at es/ honepage/ homepage. aspx B ock 1

169. 229. 3. 91 g‘;tt:: 147.237.77.235|sviva.i df . il Abnornal |y Long Request et hod B ock 1

NLLL Character in Header Nanme at
KK- &1 [ [ #8] ] EEo[ [ #24] ] bCog i 8™ AEQ [#0] ] ¥E & &SI SxEC[ [#5]]' k(@ [[#2
31T ¥E{ N[ [#28]]) [ [#12]] ¢FEW EMAGRGAT .. MY! ¥4 [ [ #28] ] Y™ f QEAS

212.227.81.200 |Germany |147.237.72.166aka.idf.il @ 1p- PG [ #14] ] di 1" &(5 X2[ [ #24] ] 4 [ #20] | 654G0) CI6] [ #28] ] ¢« 4 & 6A[ [ # Bock |1
2711 ¢x [#12] ] b sy9du-a[ [#16] ] O yI, ~—F[#16] ] [[#18] 1 F. SK' T[[#21]] &, "
N 6D
156. 198. 49. 91 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to wawidf.il/error. htm B ock 1
79.182.131.166 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
212.227.81.200 |Germany [147.237.72.166|aka.idf.il Distributed Abnornal |y Long Request B ock 1
197. 115. 237. 171|A geria 147.237.77.216|dover.idf .l Admin Bl ocki ng B ock 1
169. 229. 3. 91 g‘;tt:: 147.237.76.31 |nakchal .idf.il Abnornal |y Long Request met hod B ock 1
46.19. 86. 77 I srael 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unknown Par anet er ct| 00$ct | 00$cphMai n$cphSachar $ct 199 in
5.29. 240. 117 I srael 147.237.72. 166 [aka. i df . i | vown aka. i df i |/ mai v sachar/ pays i ps. aspx None 1
212.227.81.200 |Germany [147.237.72.166|aka.idf.il I11egal HITP \ersion Bl ock 1
62.219.225. 151 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
169. 229. 3. 91 g"att:: 147.237.77.235|sviva.i df . il Illegal Byte Qde Character in Mthod B ock 1
156. 198. 83. 97 147.237.77.216|dover.i df .i | Distributed Unhaut hori zed URL Access on waw idf.il/error. htm B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
212.227.81.200 |Germany [147.237.72.166|aka.idf.il (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
79.183. 201. 150 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/giuys B ock 1
212.227.81.200 |Germany [147.237.72.166|aka.idf .il Dstributed I11egal Byte Gode Character in Mt hod B ock 1
197.115. 237. 171|A geria 147.237.77. 216 |dover.i df . il Mil tipl e Admin B ocking from 197. 115. 237. 171 B ock 1
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