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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il{network flood | Pv4 UDP drop 1200237
201. 84. 28. 208 B azi | 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 41246
160. 246. 202. 240 Japan 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 41038
117. 31. 68. 105 Chi na 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 39317
38. 30. 154. 106 Lhited Sates 147.237.77. 216 dover. i df.il|TCP handshake viol ation, first packet not syn drop 37147
59. 155. 69. 159 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36262
155. 172. 227. 228 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 36061
15.167. 11. 129 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35961
118. 75. 183. 57 Chi na 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35712
157.218.110. 138 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 35703
159. 54. 100. 242 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35630
248. 224. 238. 101 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35380
76.233. 198. 156 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35329
0. 54. 120. 236 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35150
134. 184. 150. 226 Bel gi um 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 34840
212.117. 243. 46 Eur ope 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 34634
206. 154. 154. 198 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34297
10.174.32.5 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34204
57.208. 12. 50 Eur ope 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34092
111. 155. 113. 39 Chi na 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33933
6. 255. 244. 130 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33932
157.227.5. 18 Indi a 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33923
105. 100. 58. 10 Ageria 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33909
128.199. 129. 168 S ngapor e 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33880
20. 70. 149. 197 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33864
99. 19. 46. 66 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33715
81.11.221. 249 Bel gi um 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33674
207.95.174. 2 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 33662
139. 129. 236. 47 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33609
146. 224. 239. 90 Nor way 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33547
84. 110. 50. 250 | srael 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33518
45.57.42. 142 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33518
60. 209. 13. 132 Chi na 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33381
218. 156. 89. 231 Korea, Republic of 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 33368
101. 241.107. 70 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33315
251.132. 226. 34 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33278
134.238. 219. 104 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33207
101. 152. 87. 87 Chi na 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33204
12.133. 151. 55 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33124
202. 60. 199. 135 Thai | and 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33103
71.92.91.70 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 32998
47.119. 226. 138 Canada 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 32967
9.27.166. 184 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 32963
75.133.188. 138 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 32931
7.174.174. 15 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 32925
249. 7. 45. 60 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 32848
32.209. 183. 169 Lhited Sates 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 32831
38. 28. 49. 39 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 32680
203. 158. 85. 14 I ndi a 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 32666
51. 50. 94. 206 Uni ted Ki ngdom 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 32592
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S’gnature Devi ce Action |Oount |
5.9.111.70 Ger many 147.237.77.216 |dover.idf.il |Cl000074: HITP. najestic bot B ock 5
87.68. 251. 254 I srael 147.237.0. 34 tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 4
5.9.111.70 Ger many 147.237.0. 34 tikshuv. i df.il|Cl000074: HTTP. najestic bot B ock 3
5.9.111.70 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
245. 51. 89. 207 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 189. 27. 23 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
242.74.8.94 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
246.134. 229. 68 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.104. 158. 95 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
248.15. 125. 127 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
245, 243.10. 213 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
249. 163.238.9 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
251. 35, 241. 214 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241. 123. 198. 241 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
242.235. 42. 45 147.237.77.216 |dover.idf.il |[0055: IP Source | P Address Spoofed (Reserved for Testing) B ock 1
252.177. 215. 54 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
243.17.21.57 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
254.70.0. 69 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247. 65. 153. 29 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
255. 199. 204. 236 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
248. 214. 36. 54 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
250. 97. 200. 79 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 24. 228. 229 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
251.229. 229. 234 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241.158.131. 131 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
253. 114. 227. 117 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.184. 30. 218 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
255. 3. 226. 123 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
245.68.127.181 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 204. 109. 233 147.237.77.216 |dover.idf.il |[0055: 1P Source | P Address Spoofed (Reserved for Testing) B ock 1
242.92.45.176 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
246. 156. 104. 226 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.126. 116. 221 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
248. 33. 125. 153 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
246. 8. 50. 105 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
249. 182. 237. 148 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
251. 55, 252. 176 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241. 143. 113. 140 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.2.70. 162 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
252.194. 124. 14 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
243.37.232.74 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
254.90. 149. 78 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.86. 4. 44 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
244. 162. 130. 247 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
255. 219. 175. 40 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
248.234.11. 241 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
250. 114. 203. 112 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 46. 191. 89 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
251. 249. 218. 44 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241.174. 35. 201 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249.66. 184 |147.237.0.34 |Wwited Sates |tikshuv.idi.il |ET SCAN NVAP -sA (2) 2
64.233.172.171 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
200. 116. 116. 86 |147.237.76.31 |Col onbi a nakchal . i df .| Flit Sﬁﬂ\l aJBegz‘:nogfj BLS:JZUE‘]O: Zef ast inbound Tel net Connecti ons, 1
20,177 59,150 |147. 237 77 2331 5r ael atal il ET DO5 Large amount of TGP Zer oVndow - Possible Nkiller2 DDos 1
att ack
193. 106. 206. 10 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
45. 35, 64. 142 147.237.77. 216 dover.idf.il portscan: TCQP D stributed Portscan 1
167.28.10.178 |147.237.77.216|Qile dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
150. 126. 128. 130(147. 237. 77. 216 |Lhited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
147.50.193.71 |147.237.77.216|lhited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
106. 38, 241 106|147, 237. 72. 166 i na akaLidh il SER\/ER APAO—E.Apache nod_ssl non-SSL connection to SSL port 1
deni al of service attenpt
209. 126. 116. 147|147.237.77.19 |Wited Sates [lanforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.130. 155. 126 [147.237. 77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
208. 115.113. 89 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
79.182. 115. 156 |[147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
196. 120. 172. 129|147. 237. 72. 156 aman. i of .| ET SCAN NVAP -sS w ndow 1024 1
68. 180.228. 112 |147.237.77.216|Wiited Sates |dover.idf.il portscan: TCP DO stributed Portscan 1
193. 234. 247.50 |147.237.77. 216 |Eur ope dover.idf.il portscan: TP D stributed Portscan 1
192. 243. 55. 133 |147. 237. 77. 216 |Doni ni ca dover.idf.il portscan: TCP D stributed Portscan 1
5.29. 107. 46 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
157. 231. 104. 250|147, 237. 77. 216 |Lhited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
148, 248. 84. 244 |147.237. 77. 216 |Mexi co dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
122. 53. 69. 99 147.237.8.28  |Philippines e.nobi le-ks.idf.il Egt SOmA:\IaIBegz‘:nO;?I B’LS:JZUI?OII’ Zef ast inbound Tel net Connecti ons, 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCQP D stributed Portscan 1
99.191.30. 154  |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147|147.237.72. 217 |Uhited Sates |e.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218.226. 189 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
49, 246. 230. 40 Chi na 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 77
Russi an C e .
141.8.132.78 eration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 72
93.158. 152, 52 |Ussian 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop 62
Federation
141.8.184.13  |RSSIan 147.237.77. 216 |dover.idf.il  |drop First packet ism't SWN drop 62
. 8. . ration . L T7. Lidf.
93.158. 152. 68 | USSIan 147.237.77. 216 |dover.idf.il  |drop First packet isn't SWN drop 52
Federation
S SWNretransmt wth different .
213.57.155. 171 |[Israel 147.237.77. 234 |hal ag.idf .il Bad TCP sequence wi ndow scal e noni t or 39
105. 67. 0. 206 Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 22
78.109. 28.237 |kraine 147.237.77.227|e.hanaz.idf.il |[Geo-1 ocati on enf or cenent Geo- | ocation i nbound enf or cenent |drop 18
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
41.77.138. 90 Egypt 147.237.77. 227 |e.hamaz.idf.il |Geo-| ocati on enf or cenent Geo- | ocation i nbound enf or cerment |drop 14
- s SYNPAK retransnit with different .
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 13
192. 243.55. 134 |Donini ca 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINHAK retransmt with different | oo 13
wi ndow scal e
- C o SYNPAK retransnit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 13
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid - i Ssi
79.177.194.19  |israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. -y 12
Ret r ansni ssi on Packet dr opped.
104. 131. 240. 186|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
108.59.253.71 |Uhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
109. 200. 30. 168 |United Kingdom|147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 12
192. 243.55. 133 |Donini ca 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINAK retransmt with different oo |12
wi ndow scal e
5.9.111. 70 Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 11
5.144. 60. 33 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
192.243.55.133 |Dominica 147.237.77.74 |lawidf il Bad TCP sequence SINHAK retransmt with different | oniior |11
wi ndow scal e
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
192. 243.55.138 |Donini ca 147.237.77. 216 |dover.idf.il  |Bad TOP sequence SINAK retransmt with different oo 11
wi ndow scal e
46.120. 129. 248 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
Sreamng Engine: TQP Invalid i i ssi
124. 189. 102. 209|Austral i a 147. 237. 77. 216 |dover . i of . i | 9 =g Invalid segent retransmssion. drop 10
Ret r ansni ssi on Packet dr opped.
- C o SYNPAK retransnit with different .
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 10
192.243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
192. 243. 55. 133 |Donmi ni ca 147.237.77.74 |(lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243.55. 133 [Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243.55. 134 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINHAK retransmt with different | oo 10
wi ndow scal e
- s SYNPAK retransnit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 10
46.120.65.15  |[israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SIHAK retransmt with different | oo o
wi ndow scal e
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 9
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
2.54.42.34 | srael 147.237.0.19 madi matal .idf.i |[SYN At tack SYN -> SYN-ACK -> RST rej ect 8
37.26.148.242 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192. 243.55. 135 |Domi ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber rmoni t or 8
- C o SYNPAK retransnit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 8
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SIHAK retransmt with different | oo g
wi ndow scal e
5. 144. 60. 33 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SWN drop 7
46. 120. 65. 15 | srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
107.6.123.226 |9 ngapore 147.237.77.227 |e.hanaz.i df .il |Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enf orcenent |drop 7
192. 243.55. 131 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
192. 243. 55. 134 |Domi ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber rmoni t or 7
192. 243.55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243.55.136 |Doni ni ca 147.237.77. 216 |dover.idf il |Bad TCP sequence SINAK retransmt with different | o vor |7

w ndow scal e
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At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.42.34 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 265
213.57. 208. 133 [l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 50
37.26.146. 129 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
176.13.16.31 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
95.86.64.175 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
. . Mil tiple Lhtraceabl e SS. Sessions from79.179. 164. 151 (Prot ocol
79. 179. 164. 151 |l srael 147.237.77. 216 |dover.i df . i | viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 3
212. 143. 148. 25 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
149.88.78.36 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
2.54.42.134 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
. . DO stributed Uhaut hori zed URL Access on
87.71.103. 105 |[Israel 147.237.72. 166 |aka. i df . i | v aka. i of i1/ mai v sachar/ undefi ned Bl ock 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 192. 243, 55. 138 B ock 2
. . Unaut hori zed URL Access to
46.120.27.99 |[lIsrael 147.237.76.42 |refuah.idf.il wwvrefua aial i df.il/resourcel userfol | on esourcel or eat of Bl ock 2
2.52.14. 61 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
2.54.182.118 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
) www. chanat z. aka. i d .
169. 229. 3. 91 Lhited Sates |147.237.77.226 £ NULL Character in Method B ock 1
37.236. 8. 80 Iraq 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 37.236. 8. 80 B ock 1
. . DO stributed Unhaut hori zed URL Access on
213.57.155. 171 |I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unaut hori zed Met hod HEAD for
84.109.9. 72 I 'srael 147.237.72. 166 |aka. i df . i | voww aka. i df i |/ nai v gj yus/ general . aspx B ock 1
62.219.47. 251 |[lsrael 147.237.76.200(ei tan. aka. i df . i | thaut hori zed LR Access to Bl ock 1
wa ei tan. aka. i df.il/tenpl at es/ honepage/ honepage. aspx
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .il Ml ti pl e Unaut horized URL Access from 192. 243, 55. 135 B ock 1
5.102.254. 174 |Israel 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in widf.il/1065-he/dover. aspx B ock 1
169.229.3.91 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Mil tiple NLLL Character in Method from 169. 229. 3. 91 B ock 1
. . Unaut hori zed URL Access to
93.173.239.73 |lsrael 147.237.77. 234 |hal ag. i of . i | www | ogistics. atal.idf.il/tenpl ates/shared/ usercontrol s/trajector/ B ock !
. . Unaut hori zed URL Access to
79.178.1. 34 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
207.46.13.107 |thited Sates [147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
37.236.8.80 Irag 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
156. 199. 92. 100 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
85.64.84.183 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm B ock 1
66.249. 64. 233 |Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.i|/894-19355-ar B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df . i | Unhaut hori zed URL Access to waw i df.il/hebrew an. .. Bl ock 1
169.229.3.91 |thited Sates [147.237.77.19 |l awforumidf.il Abnormal |y Long Request net hod B ock 1
208.115.113.89 [Lhited Sates [147.237.77.216|dover.idf .il Paraneter Type Molation SortOr in wwidf.il/1283-en/ dover.aspx B ock 1
190. 236. 158. 98 |Feru 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
46.19. 86. 81 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
. . S Untraceabl e Gonnection - Protocol violation
2.54.135.174 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT FELLO) None 1
169.229.3.91 |Whited Sates [147.237.76.39 |nobile.neitav.idf.il [IIlega Byte Qde Character in Mthod B ock 1
. . Unknown Paranmeter VI EASTATEENCRYPTED i n
213.151.51.30 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ i 1V gi yus/ f ac, aspx None 1
68. 180. 228. 112 |Lhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed URL Access to ww i df.il/newsite/french/nahal .stm B ock 1
169.229.3.91 |Lhited Sates [147.237.77.19 |l awforumidf.il Illegal Byte Qode Character in Mt hod B ock 1
37.26. 146. 255 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . ] Uhtraceabl e S3. Sessions: Protocol viol ation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
208. 115. 113. 89 |Lhited Sates [147.237.77. 216 |dover.idf.i | Unaut hori zed URL Access to waw i df . il/894-he B ock 1
. . S Untraceabl e Gonnection - Protocol violation
79. 179. 164. 151 |l srael 147.237.77. 216 |dover . i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
192. 243. 55. 133 |Doni ni ca 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww i df.il/894-ar B ock 1
2.54.135.174 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df .i | Abnornal |y Long Request net hod B ock 1
93.160. 60.22 |Denmark 147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 93.160. 60. 22 B ock 1
) . - Unaut hori zed URL Access to
68. 180. 228. 175 |Lhited Sates |147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 8898- he/ r ef uah. aspx Bl ock 1
194. 74. 238. 137 LKJ?';:gom 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to ww i df.il/aman Bl ock 1
, www. chanmat z. aka. i d .
169. 229.3.91 Lhited Sates |147.237.77.226 £l Illegal Byte Gode Character in Mthod B ock 1
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