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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
222. 33. 254. 102 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 40791
142. 134. 240. 56 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 38449
137.50. 19. 131 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 37944
208. 116. 216. 180 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 37893
212.121.213.170 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 37874
69. 227. 253. 235 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 37807
145. 123. 253. 203 Net her | ands 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35130
10.191. 18. 34 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 34958
122.198.39. 111 Chi na 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 34387
34.165. 221. 1 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 34157
92.142.71. 44 Fance 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34008
239. 8. 209. 40 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33872
246. 193. 156. 219 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33822
164. 95. 183. 241 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 33817
39.120.30.171 Korea, Republic of 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33807
33. 224. 233. 28 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33749
79. 218. 89. 56 Cer many 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 33741
254. 3. 40. 164 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33738
146. 128. 154. 117 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33735
193. 90. 47. 24 Nor way 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 33708
177. 42. 156. 105 Brazil 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33684
157. 129. 20. 38 H nl and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33682
178. 121. 31. 27 Bel arus 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33665
229.63.121. 117 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33659
198. 136. 204. 132 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33643
63. 179. 220. 98 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 33635
12.173. 95. 65 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33627
139. 113. 42. 69 Nor way 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33618
55. 106. 225. 181 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33606
53. 136. 223. 232 Cer many 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 33601
182. 160. 114. 22 Bangl adesh 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33571
149. 11. 220. 232 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 33549
44.103. 92. 54 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33538
147.180.51. 117 Sweden 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33530
101. 35. 215. 203 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33526
85. 158. 204. 138 Net her | ands 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 33520
181. 228. 142. 225 Argentina 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33520
149. 53. 88. 150 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 33519
237.146. 3. 251 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33503
6. 225. 253. 192 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33500
167. 48. 91. 196 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33488
58.87.133.91 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33479
222.241.81. 105 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33478
211.43.135. 104 Korea, Republic of 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 33464
250. 141.179. 72 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33436
202. 9. 82. 236 Hong Kong 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33390
112.115. 196. 96 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33365
122.150. 71. 201 Australia 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33345
218. 80. 127. 226 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33303
229.12.208. 134 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 33296
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address

|Site

| Sgnature

Devi ce Action |Oount |

87. 68. 251. 254 I srael 147.237.0. 34 tikshuv.idf.il[C1000138: HITP. prefix 1.01 in the LR B ock 4
144.76.12.75 Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot B ock 2
2.54.23.38 | srael 147.237.0. 34 tikshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 2
248.25.7.188 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 2
69. 30. 198. 186 Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot B ock 2
253. 221. 57. 100 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
255. 175. 229. 52 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 120. 165. 172 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.22.58. 227 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
245, 215. 227. 200 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247. 164. 249. 229 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
241.92. 36. 211 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
242.84.8.109 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
249. 115. 149. 30 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
251. 83.242. 41 147.237.77.216 |dover.idf.il |[0055: IP Source | P Address Spoofed (Reserved for Testing) B ock 1
253.22.71. 243 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
244.248.114. 87 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
246.178.7.77 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
254.227.124.18 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
248. 146. 137. 137 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.58.36.75 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
250. 90. 173. 47 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
252.42.181.192 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
253.245. 113. 243 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
255. 207. 133. 179 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 143. 109. 141 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.43.248.8 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
245. 244.113. 66 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.190. 166. 241 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
241.115. 98. 31 147.237.77.216 |dover.idf.il |[0055: 1P Source | P Address Spoofed (Reserved for Testing) B ock 1
242.107.103. 86 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
249. 142. 158. 238 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
251.103. 223. 82 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
253. 43, 125. 112 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
245.12. 65. 92 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
246. 205. 92. 196 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
254. 252. 55. 24 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
248. 166. 218. 177 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.75. 253. 43 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
250. 111. 198. 50 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
252.70.17. 241 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
254.11. 195. 138 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
255.229.71. 84 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 164. 80. 20 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244.70.103.57 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
246. 15. 167. 186 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.214.187.26 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
241.138. 40. 121 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
242.131.12. 47 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
249.164. 6.8 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
37.8.118.211  |147.237.77.216 chis;ii;ijan Territorys  Noover.idf il ET SCAN NVAP -sA (2) 2
41.78.73.30 147. 237. 76. 200 |Sonal i a eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
41.78.73.30 147. 237. 76. 200 |Sonal i a eitan aka. idf.il ET SCAN NVAP -f -sS 1
192.243.55. 136 |147.237. 77. 216 |Doni ni ca dover.idf.il portscan: TCQP D stributed Portscan 1
37.139.27.231 |147.237. 72. 166 |Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.13. 8. 68 147.237.76.86 |[lIsrael navy.idf.il EI' DOS Large anount of TGP ZeroWndow - Possi bl e 1
Nki |l er2 Dos attack
36.37.226.117 |147.237. 76. 200 |Canbodi a eitan aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 45.210. 69 |147.237.0.33 |lhited Sates idf.il ET SCAN NMAP -sS wi ndow 4096 1
36.37.226.117 |147.237. 76. 200 |Canbodi a eitan aka idf.il ET SCAN NVAP -f -sS 1
104. 44. 133. 108 |147.237.76. 200 |Lhited Sates eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
70.97.186. 107 |147.237.76.198|Lhited Sates e yohal an.idf.il ET SCAN NVAP -sS wi ndow 4096 1
70.97.186.107 [147.237.76.198|thited Sates e.yohal an.idf.il ET SCAN NVAP -f -sS 1
209. 126. 116. 147(147.237. 76. 31 |Lited Sates nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
46.19. 85. 138 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
209.126. 116. 147(147.237.0.15 |lLhited Sates kosher -kravi .i df .i | ET SCAN NMAP -sS wi ndow 1024 1
41.78.73.30 147. 237. 76. 200 |Sonal i a eitan aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
192. 243. 55. 138 [147.237. 77. 216 |Doni ni ca dover.idf.il portscan: TCQP D stributed Portscan 1
40.76. 80. 17 147.237.76. 147 |Lhited Sates chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
177.158. 19. 243 |147.237.76. 177 |Brazi ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
114.119.5.2 147.237.0. 200 |China mu.idf.il ET SCAN Potential SSH Scan 1
36.37.226.117 |147.237. 76. 200 |Canbodi a eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 45.210. 69 |147.237.0.33 |Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 44. 133. 108 |147.237.76.200 |Lhited Sates eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
70.97.186.107 [147.237.76.198|lnited Sates e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
211.149. 156. 87 |147.237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
68.180.228. 112 |147.237.77.216|Lhited Sates dover.idf.il portscan: TQP D stributed Portscan 1
209.126. 116. 147(147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
Sreaning Engine: TCP Invalid i i ssi
109. 253. 141. 148 srael 147. 237. 77. 243 |nobi | e.i df . i 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
109. 160. 170. 228|l srael 147.237.76.42 |refuah.idf.i|dr op First packet isn't SYN drop 18
192. 243.55. 132 |Donini ca 147.237.77.74 |lawidf.il |[Bad TCP sequence SNAK retransmt with different oo vor |15
w ndow scal e
. . . SYN+AXK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .il|Bad TCP sequence i nddow scal e noni t or 14
81.137.99.54 zlnt:gom 147.237.77. 216 |dover.idf.i1|Bad TCP sequence Invalid sequence nunber noni t or 13
94.174. 130. 83 z';g’gom 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TQP Invalid i i ssi
176.13.1. 26 I sr ael 147.237.77. 243 |nobi | e.i df . i g =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dr opped.
. . . SYN+AXK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il|Bad TCP sequence i nddow scal e noni t or 12
192. 243.55. 137 |Donini ca 147.237.77.74 |lawidf.il |Bad TCP sequence SINCAC retransmt with different — Joonitor |12
w ndow scal e
. . . SYN+AXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il|Bad TCP sequence i ndow scal & noni t or 10
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55, 137 |Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence Invalid ACK nunber moni t or
192. 243.55. 137 |Donini ca 147.237.77. 216 |dover.i df .i 1 [Bad TCP sequence SIAK retransmt with different oo o
w ndow scal e
91.219.237. 125 |Hungary 147.237.72. 166 [aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaning Engine: TGP Invalid i i ssi
157.55.39.67  |Wited Sates |147.237.72. 166 |aka idf.il 9 =g Invalid segment retransmission. drop 8
Ret r ansmi ssi on Packet dropped.
192. 243.55. 132 [Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 8
81.218.55.253 |lsrael 147.237.77.74 |lawidf.il |[drop Frst packet isn't SN drop 7
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |[dover.idf.il[Bad TCP sequence Invalid ACK nunber moni t or 7
192. 243.55. 136 |Donini ca 147.237.77.74 |lawidi.il |Bad TCP sequence SINHAK retransmt with different o0
w ndow scal e
. . . SYN+AXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il|Bad TCP sequence i nddow scal e noni t or 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Invalid ACK nunber alert 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 7
5.102.242.201 [Israel 147.237.72. 166 |aka.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
79.182.168. 186 |l srael 147.237.76. 42 |refuah.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TGP Invalid i i ssi
109. 253. 219. 1761 sr ael 147. 237, 77. 243 |mobi l e. i df . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.22.31  |Israel 147. 237.77. 243 |nobi l e.i f . i 9 =g Invalid segment retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 6
- s SYNVAK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il|Bad TCP sequence i ndow scal @ noni t or 6
192.243.55.134 |Cominica 147.237.77.74 |lawidf.il |Bad TCP sequence SINAK retransmt with different  opyivor o
w ndow scal e
192. 243.55. 135 [Doni ni ca 147.237.77.74 |lawidf.il |[SYN Atack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192. 243.55. 135 |Donini ca 147.237.77.74 |lawidf.il |Bad TCP sequence SINAQC retransmt with different — Joonitor 6
w ndow scal e
192. 243.55. 136 |Doni ni ca 147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 6
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lanidf.il |Bad TCP sequence noni t or 6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.i1|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
79.177.206. 134 |l srael 147.237.72.166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
171. 96. 168. 9 Thai | and 147.237.77. 216 |dover.idf.i1|Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf .il|Bad TCP sequence Invalid ACK nunber alert 5
192. 243.55. 132 [Doni ni ca 147.237.77. 216 |dover.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.i df . il [dr op Frst packet isn't SYN drop 5
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .il|Bad TCP sequence Invalid ACK nunber alert 5
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
192. 243. 55. 138 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
192.243.55.138 |Cominica 147.237.77.74 |lawidf.il |Bad TCP sequence SINAK retransmt with different  opyivor s
w ndow scal e
60.52.14.179  |Miaysia 147.237.77. 216 |dover. i df .i1|Bad TCOP sequence Ws.'n]dﬁﬁlfsggansm wthdifferent | o itor  |a
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Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46. 19. 86. 37 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 157
213.57.208.133 |[Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 9
Russi an . . .
46.161.9. 12 Fedor at i on 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt Bl ock 6
109. 253. 141. 148|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
31.210.188.70 |[lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka.idf.il/main/sachar/undefined |B ock
46.161. 9. 12 RJSS::{} o 147. 237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 46.161. 9. 12 B ock 5
2.54. 34,233 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
2.54. 34,233 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
2.54.129. 129 I srael 147.237.0.19 |nadimatal .idf.i| [Dstributed Suspicious Response Code B ock 2
84.94. 33. 117 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 2
66. 249. 64. 233 Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
. . . Uhaut hori zed URL Access to
80.178.157. 116 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1071 Bl ock 2
176.13.1. 26 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66.249.66.182 |[Wnited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
176.13.22. 31 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php B ock 1
194. 90. 39. 41 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
46.161.9. 12 stﬁ::ﬂ on 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/index. php [B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hi nush.idf.il I11egal Byte Gode Character in Mthod B ock 1
78.40.177.35 Lebanon 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawidf.il/error.htm Bl ock 1
185. 118. 27. 12 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on wwidf.il/error. htm Bl ock 1
149. 88. 238. 116 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 149. 88. 238. 116 B ock 1
85. 64. 207. 162 |l srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/mai n/ sahar Bl ock 1
. . D stributed Unhaut hori zed URL Access on
212.150. 252. 47 |[lIsrael 147.237.72. 166 |aka. i df . i | wan aka, i df i1/ i r sachar/ undef | ned Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.30 |hinush.idf.il NULL Character in Method B ock 1
2.52.55.223 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
109. 253. 219. 176|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
185. 118. 27. 14 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 1
: . ] Unaut hori zed URL Access to
157.55.39.40  [lhited Sates  |147.237.77.216|dover.idf .i | v i df i 1/1133- 19667- he/ i df gdover . aspx) Bl ock 1
104. 46. 236. 214 |Uhited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to wwu | aw i df.il/589-he/ pat zar. aspx=  |B ock 1
66.249.64.234 |wnited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1233-he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |8 ock 1
117.239. 40. 146 |India 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: Cpen Mde None 1
81.44.132.230 |Spain 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
192. 243. 55, 137 |Doni ni ca 147.237.77. 216 |dover . i df . i | Ml tiple Uhauthorized URL Access from 192. 243, 55. 137 B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.i|lllegal Byte Gode Character in Mthod B ock 1
105. 38. 218. 180 |Egypt 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt Bl ock 1
66.249.64.239 |[Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1400- he/ at al . aspx B ock 1
130. 185. 155. 74 |Sweden 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 1
81.44.132.230 |Spain 147.237.77.216|dover. i df .i | Unaut hori zed LRL Access to ww i df.il/xmrpc. php B ock 1
. . . Unaut hori zed URL Access to
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 20187- he/ dover . aspx) Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.34 |tikshuv.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  [B ock 1
105. 38. 218. 180 |Egypt 147.237.77. 176 |nat pash. i df . i | D stributed Lhaut horized URL Access on B ock 1

W cogat . i df . i |/ xnb rpe. php
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