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|Top Attackers | n DDoS- Def ence |

03-04-2016-12:04:07 to 03-04-2016-13:04:07

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 4
168. 235. 197. 82 Lhited Sates 147.237.77. 216 dover.idf.il JIMPurple Con Limt _Htp dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al Nets drop 3
81.218. 65. 210 I srael 147.237.77. 216 dover. i df.il Block Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al Net drop 2
168. 235. 197. 82 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 2
204. 42. 253. 2 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.77.212 e.dover.idf.il [Bock Np All Net dr op 2
185.94.111.1 147.237.0. 35 akaws. i df.i | ock Wp Al Nets drop 1
208. 85. 244. 2 Lhited Sates 147.237.77. 216 dover.idf.il Block Udp All Nets dr op 1
179. 43. 144. 33 Sii t zerl and 147.237.72. 217 eidf.il B ock Np Al Net drop 1
124.111.175. 185 Korea, Republic of 147.237. 0. 200 ndu.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 247. 231 Lhited Sates 147.237.77.121 e navy.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address Devi ce Action |Count
89. 138. 94. 248 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 6
109. 64. 252. 190 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 6
79. 181. 149. 106 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
163. 172. 13. 244 Lhi ted Ki ngdom 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 1
86.34.138. 111 Ronani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
109. 66. 15. 155 | srael 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address ount ry Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
112.33.3.69 147. 237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
104. 215. 89. 20 |147.237.76.196|lhited Sates |e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
40.117.92.242 |147.237.72.217|Wited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 3072 1
40.117.92.242 |147.237.72.217|Whited Sates |e.idf.il ET SCAN NVAP -f -sS 1
180. 97.215.33 [147.237.0.17 |China mny-kosher-kravi.idf.il1 |ET SCAN Potential SSH Scan 1
112.33. 3. 69 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
112.33.3.69 147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
112.33.3.69 147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
104. 215. 89. 20 [147.237.76.196 |Liited Sates |e. sviva.idf.il ET SCAN NVAP -sS wi ndow 3072 1
40.117.92.242 |147.237.72.217 |lhited Sates |e.idf.il ET SCAN NVAP -sS wi ndow 2048 1
14,43 239. 114 |147 237 8 27 |Korea Remublicf oo i i ET SDAN Behavi oral Wusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
180. 97. 215. 33 |147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
171 250. 13, 235 |147. 237 76. 30 |\ et nam hrush i il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112.33. 3. 69 147.237. 72. 167 [Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address |[Ste Signature Action ‘Count
168. 235. 197. 82 |Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 31
s SWNretransnmit wth different .
109.65.169.9  |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |25
79.176. 215. 115 |I srael 147.237.77. 234 |hal ag.i of . Bad TCP sequence SNretransmt wth i fferent moni tor (18
W ndow scal e
s SWNretransnmit wth different .
84. 108. 187. 248 |l srael 147.237.77. 233 |ata .idf.il Bad TCP sequence i ndow scal e noni t or 18
reaming Engine: TCP Invali i i ssi
2.54.33.138  |Israel 147.237. 72. 167 |i surimaka icr.i1 | @M NG Engi ne: TCP Invalid Jinvalid segnent retransnissi on. drop 15
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
204.12.251.37 |Wited Qates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dr opped.
84.108. 187. 248 || srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 11
84. 108. 187. 248 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
202.77.111.56 [l ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
Sreaning BEngine: TQP Invalid i i ssi
80.178.17.14 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dropped.
. s SYNWACK retransmt with .
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.idf il Bad TCP sequence di fferent vi ndow scal @ noni t or 9
Sreaning BEngine: TQP Invalid i i ssi
2.52.49.252  |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dropped.
37.26.146. 180 |lIsrael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 56 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85.5 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber alert 6
37.26.146. 249 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.5 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
. R SYN+ACK retransmt wth .
192, 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different vindow scal e noni t or 6
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19.85.138 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert
Russi an D -
141.8.132. 78 Federati on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46.19.85.200 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
Russi an D -
93. 158. 152. 52 Federati on 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19.85.138 |Israel 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber aert 5
5.102.195. 244 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |5
Russi an D -
141.8.184. 13 Federati on 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
46.19.85.11 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
5.22.131.39 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 11 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 4
92.241.52.87  |Jordan 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |4
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 4
192. 243. 55. 137 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence monitor |4
46.19. 85. 11 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
109. 65. 161. 105 |I sral 147. 237. 72. 166 |aka. i o . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85. 3 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =9 Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.43.216  |isradl 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 133. 67 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
176.13.17.135 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 3
R SYN+ACK retransmt with .
149. 88. 199. 242 |I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence different vindow scal e noni t or 3
185. 3. 144, 115 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.47  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
84.95.59.162 |l srael 147. 237. 77. 226 ‘A;AIWCha”atz'aka"df drop First packet ismt SWN drop 3
Sreaning Engine: TCP Invalid i i ssi
109. 253. 213. 10 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segrent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
79.177. 206. 134 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
46.117.9. 67 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 37 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 145
46.19.85.3 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 109
2.52.151.108 |lsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
46.19.85.252 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 42
176.13. 2. 17 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
37.26.149. 167 |lsrael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.7.195 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.13.93 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
149. 88. 238. 116 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 149. 88. 238. 116 B ock 3
89. 139. 136. 159 |l srael 147.237. 76. 147 [chi nuch. aka. i df . i|Uhaut hori zed LRL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock 3
2.52.138.60 [l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt eh °|rd'f2?‘|j | t’;egpgrcyef:mj;esn <t ohi | ddocunent </ 1302 Bl ock 2
155.94.195. 17 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwy i df.il/894-en/i df gdover. aspx B ock
77.126. 151. 206 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/val tam B ock
2.52.181. 4 I srael 147.237.77.243|nobi l e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock
213.8.204.2  |Israel 147.237.72. 166 |aka. i df . i | pstributed tadthor| o0 /Libiict‘;‘fjiso‘r’lcu. o Bl ock 2
185. 3. 147. 110 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 2
2.52.138. 60 I srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unaut horized URL Access from 2.52.138. 60 B ock 2
92.85.90.162 |Rormani a 147.237.77. 176 |mat pash. i df . i | PHP Att enpt B ock 1
213.8.204.2 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagelfil es/5/ B ock 1
185. 3. 147. 110 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to nakhal .idf.il/sip_storagelfiles/2/ B ock 1
66.249.66. 182 |Uited Sates [147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77.74/ si p_storage/fil es/ 2/ 242. doc |B ock 1
169.229.3.91 |lhited Sates |147.237.76.200(eitan. aka.idf.il [Il1egal Byte Qode Character in Mthod B ock 1
109. 66. 15. 155 |l srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ B ock 1
207.46.13.98 |Uited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv.idf.il/site/links. aspx B ock 1
81.218.204. 97 |lsrael 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to waw i df.il/aman/sitel/ spotting/ spotting. asp |B ock 1
37.26.146.172 |Israel 147.237.77. 234 |hal ag. i df . i | ?4? r2'3t7’“t7‘;dZﬁﬁ?mggsfiiaglﬁﬁi 1‘_’2]i . Bl ock 1
92.85.90.162 |Romani a 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . idf.il/xnrpc. php Bl ock 1
213.57.155. 171 |l srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul l et 1. gi f  |B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df . il Mil tipl e Unhaut hori zed URL Access from 192. 243, 55, 137 B ock 1
68.180.228. 112 |Wnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin w i df.il/1395-en/ dover. aspx Bl ock 1
169.229.3.91 |lhited Sates |147.237.76.200|ei tan. aka.idf.il| |NLL Character in Method B ock 1
46.19.85.3 I srael 147.237.0.19 |nadi matal .idf.il Eﬁ'ﬂﬁe; .Tiyd‘fi\lﬁl‘:mzﬂ o) g;i' r?oi%;m ent A acefbl der 18t xt Capt cha i n Bl ock 1
109. 67. 188. 201 [l srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207.46.13.102 [Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
84. 108. 187. 248 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
66.249. 64.230 |Lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
184. 105. 139. 67 |Lhited Sates |147.237.77.216|dover.idf.i | Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
149. 88. 238. 116 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ sachar/ defaul t.aspx |[B ock 1
95. 86. 110. 3 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 95. 86. 110. 3 B ock 1
213.57.200. 23 |lsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from213.57.200. 23 B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 [dover . i df . i | mult 2? r: lszlgi‘ hgfggj:r'tgspx?searcht ext 25" 50m B ock 1
68. 180. 229. 239 |Lhited Sates |147.237.72.166|aka.idf.il Ml ti pl e Uhaut hori zed URL Access from 68. 180. 229. 239 B ock 1
169.229.3.91 |[lhited Sates [147.237.77.234|hal ag.idf.il I11egal Byte Gode Character in Mthod B ock 1
46.19.85.219 |lsrael 147.237.77.216|dover. i df . il Distributed Unknown HTTP Request Met hod B ock 1
2.52.152.248 |lsrael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
130. 185. 155. 74 |Sweden 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock 1
207.46.13.171 |Uited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66.249. 64.233 |lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
185. 3. 147. 110 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 185. 3. 147. 110 B ock 1
37.142.68.18 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
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