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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
184. 105. 139. 69 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |B ock Wp All Nets drop 1
85. 10. 203. 133 Ger nany 147. 237. 8. 46 e.chinuch.idf.il |B ock Np Al Net drop 1
45.210. 181. 48 U uguay 147.237. 76. 86 navy.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 147.237. 8. 28 e.nobil e-ks.idf.il|Block Udp Al _Nets drop 1
85. 10. 203. 133 Ger many 147.237. 0. 33 idf.il B ock Np Al Net drop 1
85. 10. 203. 133 Ger nany 147.237.77. 178 e.natpash.idf.il |Block Np All Net drop 1
74. 208. 153. 47 Lhited Sates 147.237. 8. 45 eeitanidf.il JLMPurple Gon Linit _Tcp drop 1
185.94.111. 1 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets drop 1
85. 10. 203. 133 Ger nany 147.237.0. 35 akaws. i df.il B ock Np Al _Net drop 1
86. 99. 187. 46 Lhited Arab Emrates 147.237.72. 167 ishurimaka. idf.il |B ock Udp All _Nets drop 1
74.208. 153. 47 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il |JLMPurple Gon_Limt_Tcp drop 1
85. 10. 203. 133 Ger nany 147.237. 0. 200 mdu. i df i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

get Address |Site Devi ce Action |Oount |

37.142.233.109 |[Israel 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.01 in the UR B ock 10
213.57.220.233 [israel 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 3
79.178.149.181 |lIsrael 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LRL B ock 2
46.19. 86. 116 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.01 in the UR B ock 2
213.57.75.70 I srael 147.237.0. 34 tikshuv.idf.il |[Cl1000138: HTTP. prefix 1.01 in the LRL B ock 2
51. 254. 32. 6 United Kingdom [147.237.77.74 [lawidf.il C1000074: HTTP. maj estic bot B ock 2
144.76.29.162  |Germany 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
51.254.32.6 Lhited Kingdom [147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
62.210. 148. 247 |France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
46. 19. 85. 231 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HTTP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106  |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
79.215.196. 195 |Ger many 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |matpash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
185. 106. 92. 164 147.237.76.200 |eitan. aka.idf.il|20085 HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
106. 38. 241. 106  |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
185. 106. 92. 164 147.237.76.200 |eitan. aka.idf.il|20086: HITP. Mui ebl ackcat Security Scanner Bl ock 1
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|Top Attackers In |D|

Attacker Address
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185.32.179.90 |[147.237.0.19 |[lIsrael madimatal .idf.il |ET SCAN Possible SSL Brute Force attack or Ste Gaw 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
109, 203.35. 237 |147. 237, 77. 176 |1 sr el nat pash. i i ET DO5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
185. 106. 92. 164 |147.237. 76. 200 eitan.aka idf.il [ET WEB_SERVER Mii ebl ackcat scanner 1
183.3.202. 115 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
176.13. 17, 135 |147. 237 77. 233 |1 1 2l atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
162. 250. 125. 26 |147.237.76.176|Lhited Sates  |[test.ncore.idf.il [ET SCAN NVAP -f -sS 1
128.127. 0. 45 147.237.76. 197 [Italy e hinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
112.196. 49. 101 |147.237.76.86 |India navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.8.27 |Uhited Sates |e.nadimatal .idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.77.179|Wited Sates  |e.mazi.idf.il ET DRCP DBshield B ock Listed Source 1
187.132.6.6 147. 237. 76. 177 [Mexi co ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
183.3.202. 115 [147.237.0.19 |China madimatal .idf.il |ET SCAN Potential SSH Scan 1
162. 250. 125. 26 |147.237.76. 176 |Wited Sates  |test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
128.127.0. 45 147.237.76.197 |Italy e.himsh.idf.il |ET SCAN NVAP -sS w ndow 4096 1
115.28.218. 77 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 126. 116. 147|147.237. 77. 178 |Whited Sates |e.matpash.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
37.26.146.225 |lIsrael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 36
46. 19. 85. 208 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
192. 243.55. 131 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |15
192. 243.55.131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINGAK retransmt with moni tor |13
di fferent w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
176.13.1.101  [israel 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
41.33.231.90 Egypt 147. 237. 77. 216 |dover.idf .i | dr op SAMrule drop 12
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 12
Sreaning Engine: TCP Invalid i i ssi
79.180.53.220 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
- . . SYNtACXK retransmt wth .
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence different vindow scal e monitor |11
192. 243. 55. 131 |Doni ni ca 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
192. 243.55. 131 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert
Sreaning Engine: TGP Invalid i i ssi
89.139. 137. 241 |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 6
Sreanming Engine: TCP Invalid i i SSi
109.67.3.132  [israel 147, 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence nonitor |6
46.19. 85. 138 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
5.22.135. 189 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 85. 138 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |5
88.253.1.211 Tur key 147.237.77.74 |lawidf.il drop SAMrul e drop 5
176.13.17.135 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
80.246.139.20 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
91.200.12.7 Lkr ai ne 147.237.77. 233 |atal .idf.il drop SAMrul e drop 4
91.200. 12. 141  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
91.200.12. 136 |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
91.200. 12. 143 |lkrai ne 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
37.26.146.225 |Israel 147.237.77. 226 ‘“f"lw chanatz. aka. 1df ey At t ack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.136 |lkrai ne 147.237. 77. 170 |n@arachot . i df . i drop SAMrul e drop 4
91. 200. 12. 143  |krai ne 147.237.77. 170 |naar achot . i df . i | dr op SAMrul e drop 4
91.200.12.7 kr ai ne 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 4
91.200.12.136 |Uraine 147.237.77. 233 |atal .idf.il dr op SAMrule drop 4
91.200.12. 143 |Uraine 147.237.77. 233 |atal .idf.il dr op SAMrule drop 4
91.200.12.7 kr ai ne 147.237.77. 170 |n@ar achot . i df .i | dr op SAMrul e drop 4
91.200.12.141  |lkrai ne 147.237. 77. 176 |nat pash. i df .i | drop SAMrul e drop 4
5.102. 195. 10 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber nonitor |4
Sreaning Engine: TGP Invalid ' i ssi
109. 253. 200. 85 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i ssi
84.228.177.20 | srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181. 110. 193 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65.60. 131 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185. 120. 125. 88 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5.22.130. 225 I srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |3
Sreamng Engine: TCP Invalid i i ssi
82.80.154.28  |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 210. 132|i srael 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
84.228.179. 112 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
185.3.144.28  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.141  |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 65.186.87 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
185.32.179.90 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 170
109. 67. 3. 132 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 158
109. 65. 39. 94 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 24
109. 253.136.3  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
213.57.200.23 |[Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from 213.57. 200. 23 B ock 8
109. 253. 133. 14 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 5
87.69. 238. 36 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.14.119 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unauthori zed URL Access from2.54.14. 119 B ock 3
. . . Unaut hori zed URL Access to
2.54.14.119 |lsrael 147.237.77.243|mobi L €. i df . 1| 07 o i of i1/ cat egoryt enpl at es i st chi | ddocunent s/ 1362 Bock |2
87.68.78. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
213.57.180.221 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
131. 253. 25. 179 g‘;tt:: 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waw idf.il/error.htm B ock 2
37.26.146.225 |Israel 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
66. 249. 64. 233 g];::: 147.237.77. 216 |dover.i df .i | Distributed Waut horized URL Access on waw idf.il/error.htm B ock 2
85. 64.222. 252  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/nain/sachar/registrationw zard/ |B ock 2
169. 229. 3. 91 ;h;:ee: 147.237.72. 156 [aman. i df . i | Illegal Byte Qode Character in URL B ock 1
46. 19. 86. 44 I srael 147.237.77.74 |lawidf.il Distributed Lhaut hori zed URL Access on Bock |1
www | aw i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
169. 229. 3. 91 ;h;:ee: 147.237.77.216|dover. i df .i | Illegal Byte Qde Character in Mt hod B ock 1
169. 229. 3. 91 g;g: 147.237.0.19 |[madimatal .idf.i|lllegal Bte Gode Character in URL B ock 1
108. 30. 243. 178 ;h;:ee: 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
207. 46. 13. 98 gﬁ;ttg: 147.237.0.34 [tikshuv.idf.il [Paraneter Type Mol ation catld in v tikshuv.idf.il/sitel contactus. aspx B ock 1
68. 180. 228. 112 ;h;:ee: 147.237.77.216|dover. i df . i | Pararmeter Type M ol ati on PageNumin v i df .il/1393-en/ dover. aspx B ock 1
169. 229. 3. 91 g;g: 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Qode Character in Mthod from169. 229. 3. 91 B ock 1
5. 28. 156. 62 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
119. 63. 142. 14  |Paki stan 147.237.77.74 [lawidf.il Paraneter Type Mol ation pos in ww | awidf.il/163-6958-en/ pat zar. aspx Bl ock 1
50. 19. 40. 148 LSthlatt:sd 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod HEAD for waw aka. i df.il/brothers/skiraldefaul t.asp Bl ock 1
i ted O stributed Whaut hori zed URL Access on
178.252.114. 116 g - 147.237.0.34 |tikshuv.idf.il [wwtikshuv.idf.il/sip storagelfiles/5/ 1595. pdf &usg=af g cnf 7zcvav4- pkzOl | |Bl ock 1
6i obdoyOt kj hw&si g2=7t f ywn2e736- 1dncb3zbca
169. 229. 3. 91 g‘;tt:: 147.237.0.19 |nadimatal .idf.i|Mitiple Illegal Byte Code Character in Mthod from169. 229. 3. 91 B ock 1
68. 180. 229. 239 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/tiznoret/klali B ock 1
169. 229. 3. 91 g‘;tt:: 147. 237.72. 156 |anan. i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
37.26.146.151 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
89.139. 137. 241 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
Lhi ted . . D stributed Unaut hori zed Method for Known URL on
54.90.169.176 [o 147.237.72. 166 |aka. i df . i | ww aka i o i1/ brot her s/ ski ral def aul t. asp B ock 1
i ted Unhaut hori zed URL Access to
178.252.122. 119|g - o 147.237.0.34 |tikshuv.idf.il [wwtikshuv.idf.il/sip storagelfiles/5/ 1595. pdf &usg=af qj cnf 7zcvav4- pkzOl | |Bl ock 1
6i obdoyOt kj hw&si g2=7t f ywn2e736- 1dncb3zbca
169. 229. 3. 91 g"alt:g 147.237.0.19 |nadimatal .idf.i|NLL Character in LR B ock 1
2.52.51.60 | srael 147.237.77.216|dover. i df . i | Paranet er Type M ol ation SearchText in wwwidf.il/1065- he/ dover. aspx Bl ock 1
213.57.200.23 | srael 147.237.72.166 |aka. i df . i | Illegal Byte Cbde Character in URL /mai v kapatz//res#012 Bock |1
our ces/ i nages/ i nner page/ goback. gi f
82.166. 148. 177 |l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in ww aka. i df.il/mai n/ sachar/ paysl i ps. aspx None 1
169. 229. 3. 91 ;“;tteeg 147.237.77.74 |lawidf.il Illegal Byte (de Character in Mthod B ock 1
157. 55. 39. 40 g‘;tt:: 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to i df.il/navy/htm/unitfs. asp B ock 1
95.77.235.216 |Romani a 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock
176.228.70.99 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/main/sachar/ DNONQA B ock
169.229. 3. 91 g;g: 147.237.0.19 [madi matal .idf.i|Unknown HTTP Request Method &cNA[[#29]] @>++, Ag in URL B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod Bl ock 1
38.111.147.88 g;g: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wa i df.il/894-he B ock 1
Lhited . . Unaut hori zed URL Access to
157.85.39. 58 Sates 147.237.72. 166 [aka. i df . i | ww aka. i df . il /i brary/ nanage/ resour ce/ getfil econtent. hh. asp Bl ock !
95.77.235.216 |Romani a 147.237.77.216|dover.i df . i | Uhaut hori zed LRL Access to waw i df.il/xmrpc. php B ock 1
66. 249. 64. 234 ;“;tteeg 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1397- he/ at al . aspx B ock 1
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