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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 93. 154. 198 Lhited Sates 147.237.77. 243 nobi | e.idf.il TAP Scan (vertical) drop 183
79.182.134. 79 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 30
82. 145. 222. 24 Eur ope 147.237.77. 216 dover.idf.il ock Ip Wb In drop 4
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.77. 178 e. nat pash. i df .i | Block Np All Net drop 2
49. 151. 33. 169 Phi | i ppi nes 147.237. 0. 200 mdu. i df . i | JLM Under At tack_Con_Tcp drop 2
85. 10. 203. 133 Ger many 147.237.0. 34 tikshuv.idf.il Bl ock Np Al _Net drop 1
85. 10. 203. 133 Ger many 147.237.77. 226 v chanat z. aka. i df . i | B ock Np Al _Net dr op 1
85. 10. 203. 133 Ger nany 147.237.8. 14 e.orchot.idf.il Block Np All Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al Net drop 1
85. 10. 203. 133 Ger nany 147.237.77. 19 lawforumidf.il B ock Np Al Net drop 1
184.105. 139. 114 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il Block Np Al _Net drop 1
85. 10. 203. 133 Ger many 147.237.77.176 nat pash. i df . il Bl ock Np Al _Net drop 1
184. 105. 247. 239 Lhited Sates 147.237.72. 167 i shurimaka.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Sgnat ure Devi ce Action |Count
85. 64. 4. 23 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 8
87.68. 251. 254 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LRL B ock 4
109. 65. 36. 9 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
213. 8. 204. 18 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
212.129. 26. 132 France 147.237.77.216 |dover.idf.il Cl000016: HITP. adninistrator in R B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

198. 180. 198. 185(147. 237. 77. 170 |Wited Sates |maarachot.idf.il[ET SCAN NVAP -sS w ndow 2048 1

222.186.42.206 |[147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1

209. 126. 116. 147(147. 237. 77. 233 |Wnited Sates |atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1

002 112, 51. 113|147, 237, 76. 201 |chi na o atal idh il ET SCAN Behavi pral Lhusual |y fast Ternminal Server Traffic, Potential 1

Scan or Infection

198. 180. 198. 185(147. 237. 77. 170 |Lhited Sates |nmarachot.idf.il[ET SCAN NVAP -f -sS 1

62.210. 69. 71 147.237.8.50 |France e tikshuv.idf.iI[ET SCAN Potential SSH Scan 1

218. 246. 0. 97 147.237.77. 61 |China e.cogat.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
1

208. 80. 155. 214 |147.237.77.216|lhited Sates |dover.idf.il Tehila - Perl LW with fake user agent
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Devi ce

CGountry

SWNretransmt wth different

Action

‘Count

5.29.212.105 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 139
w ndow scal e
R SWNretransmit wth different .
84.109. 204. 64 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 111
83.14. 142. 130 |Pol and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 57
83.14.142.130 [Pol and 147.237.77. 216 |dover.idf .il drop SAMrule drop 57
R SYNretransmt wth different .
82.80.17.162 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence . noni t or 38
W ndow scal e
100. 127. 18. 162 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 21
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence SINACK retransmt wth different o4 o 16
W ndow scal e
Sreaning Engine: TCP Invalid i i SSi
82.80.196.44 |Israel 147. 237. 72. 156 |anan. i df . | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
213.55.184. 206 [Snitzerland  |147. 237.77. 216 |dover. i df .i g =g nval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence SINAK retransmt with different | onitor  [12
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147, 237.77. 216 |dover. i df .| Bad TCP sequence SINAK retransmt with different oo |11
W ndow scal e
46.19.86.197 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243. 55. 134 |Domi ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf. il Bad TOP sequence SINAK retransmt with different oo g
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval id AGK nunber noni t or 8
- S SYNHAK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal noni t or 8
Sreaning Engine: TQP Invalid i i SSi
192. 116. 89. 158 |I srael 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
46.19.86.201 |Israel 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 131 |Dom ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or
L . . SYNHAK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
85. 64. 80. 50 I srael 147.237.72. 167 [i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 134 |Domi ni ca 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different | oo |7
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.54.36.73 | srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 133 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
. s SYNHAK retransmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover . i df il Bad TCP sequence vi ndow scal @ noni t or 6
46.19.86.152 |[Israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval id ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
85.250.46.99 |Israel 147. 237, 77. 243 |robi 1 e. i of . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 63 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert
192. 243. 55. 134 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i SSi
176.13.1.101 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 63 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber noni t or
88.161.117.91 |France 147.237. 72. 166 |aka.i df . i1 SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreamng Engine: TCP Invalid i i ssi
79.182. 221. 235 |l sr ael 147. 237.72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 65. 164. 170 |I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
84.228. 156. 123 |I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
2.54.175.75  |israel 147.237.72. 166 |aka. i df . g =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
. s SYNHAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence vi ndow scal & noni t or 5
192. 243. 55. 138 |Domi i ca 147. 237. 77. 216 |dover i f i Bad TCP sequence SINWAK retransmt with different Jooniior s
w ndow scal e
192. 243. 55. 134 |Domi ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or
79. 180. 231. 202 |I srael 147. 237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or
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Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
79.182.221.235 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 122
149.78.22. 214 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 20
2.54.129. 129 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
46.120. 147. 234 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 8
87.68.240.156 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 8
109. 67. 3. 132 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.115.184.42  |Wkraine 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/nazi/ B ock 4
85.250.46.99 I srael 147.237.77. 243 |nobi l e. i df . i | mgult:cl’rd'leeld/ ;Ilegﬁf;te:’;plta?es”istch”dsubcategories/ . Bl ock 4
82.102.169. 113 [Israel 147.237.77.216|dover . i df .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 4
46.118. 230. 187 |lkrai ne 147.237.77. 216 |dover. i df . i | O stributed Unauthorized URL Access on waw idf.il/nazi/ B ock 3
77.126. 69. 46 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.119.122. 177 |Wkraine 147.237.77.216|dover . i df .i | D stributed Unaut horized URL Access on wa i df.il/nazi/ Bl ock 3
46.19. 85. 18 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176.13. 8. 43 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
85.64.222.252 I srael 147. 237.72. 166 |aka. i df . i | chaut hor] zec :fsze;;;‘r’egi et omi gar dl Bl ock 2
80.179.9.7 I srael 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed URL Access on wvwwvidf.il/error.htm B ock 2
79.178.39.37  [israel 147.237. 72. 166 |aka. i df . i | D stributed thauthori zed /':/fg@gy;ﬁrpg%")‘(” R on Bl ock 2
131.253.25.240 |lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed UR. Access on wwwv idf.il/error. htm B ock 2
79.178. 39. 37 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 79. 178. 39. 37 B ock 2
2.54.49. 89 I srael 147.237.77. 216 |dover . i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on wanidf.il/error. htm B ock 2
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/irag/ english/ B ock 1
180. 76. 15. 153  |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
169. 229.3.91 Lhited Sates |147.237.76.86 |navy.idf.il Mal formed URL "1% B ock 1
31.168. 21. 81 I srael 147.237.77. 216 |dover.idf .i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 1
207. 46. 13. 38 Uited Sates |147.237.76.31 [nakchal .idf.il |Uauthorized URL Access to ww nakhal .idf.il/page. asp Bl ock 1
169. 229.3.91 Lhited Sates |147.237.77.176|natpash.idf.il [Dstributed Miforned UR B ock 1
Unhaut hori zed URL Access to
66. 249. 66. 69 Lhited Sates [147.237.77.176 |nat pash.idf.il  |wwu cogat.idf.il/usefulinformation/idkoni nipages/ 01092010r ant akhevr o B ock 1
n. aspx
40.77.167. 92 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
157. 55. 39. 58 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Whaut horized URL Access from 157.55. 39. 58 B ock 1
5.22.135. 224 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/ishurim B ock 1
213.55.184. 206 [Swtzerland 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
185.99.32.3 147.237.77.216|dover. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91  [thited Sates [147.237.76.86 [navy.idf.il Unknown HTTP Request Method KBYF in URL “1% B ock 1
109. 253. 206. 86 |l srael 147.237.77.243|nobi [ e.i df . i | Distributed Whaut hori zed URL Access on nobi | e. i df . i/ nekudot /i ndex B ock 1
207.241.229. 224|hited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to ww i df.il/nazi B ock 1
Uhaut hori zed URL Access to
66. 249. 66. 75 Lhited Sates |147.237.77.176|mat pash.idf.il |wwv cogat.idf.il/usefulinfornation/ speaker of mat pash/ pages/ kenes2009. a Bl ock 1
spx
169.229.3.91  [thited Sates |147.237.77. 176 matpash.idf.il |Dstributed Unknown HTTP Request Met hod Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Illegal Byte Qode Character in Mthod Bl ock 1
5.29.212.105  [Israel 147.237.77.233atal . i df .il e Lot or zed W .A;’;’;fs on B ock 1
192.243.55. 133 |Domini ca 147.237.77.74 |law i df il multg\c,)ur: éfe_di I%():;flejfcgfe/ doc. nur/ doc._mur . asp Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.176 |nat pash. i df.il Distributed Abnornal |y Long Request B ock 1
37.142. 64. 88 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/miain/giyus B ock 1
208.115.113.89 [lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation SortDr in wawidf.il/1381-he/ dover.aspx Bl ock 1
82.80. 17. 162 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css Bl ock 1
66.249.75.157 |[United Sates |147.237.77.243|nobile.idf.il m;ﬂt :?rd'fzf’? /tz‘egpgf;zm;es“ tehi | ddocunent </ 1892 Bl ock 1
174.129. 237. 157|Wnited Sates [147.237.77.74 |lawidf.il \?w;\flrlaau: Z?Pﬁléto:zgl Z‘ioi;diccc_izsr/zgc_ngr.asp Bl ock 1
46.19. 85. 177 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77.234/ i mages/ shared/ bul l et 1. gi f  [Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il Illegal Byte Qode Character in Method KRYF Bl ock
17.142.156. 109 |Uhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to ww i df.il/appl e-app-site-association B ock
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