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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82.145. 222. 3 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 7
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
204. 42. 253. 2 Lhited Sates 147. 237.72. 156 anan. i df il Block Np Al Net drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
121. 82. 152. 155 Japan 147.237.77. 61 e.cogat.idf.il Bl ock_Ulp Al _Nets drop 1
184.105. 139. 114 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
179. 43. 144, 33 Sn tzerl and 147.237.8. 28 e nobil e-ks.idf.il ock Np Al Net drop 1
184. 105. 139. 122 Lhited Sates 147.237.77. 176 nat pash. i df .i | Block Np Al Net drop 1
184. 105. 139. 82 Lhited Sates 147.237.0. 33 idf.il Block Np Al Net drop 1
184. 105. 139. 102 Lhited Sates 147.237.77. 121 e navy.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker O)untry|Target Addr ess |Site Sgnature

217.132.131. 244l srael 147.237.0.34 [tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
144.76. 8. 132 Ger many 147.237.76.86 |[navy.idf.il C1000074: HITP. naj estic bot B ock 2
144.76. 8. 132 Ger many 147.237.77.74 |lawidf.il C1000074: HITP. naj estic bot Bl ock 2
159. 122. 222. 119 |Net her | ands 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 2
144.76. 8. 132 Ger many 147.237.77.216 |dover.idf .il C1000074: HITP. naj estic bot B ock 2
46.19. 86. 96 | srael 147.237.0.34 |tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
159. 122. 222. 119 |Net her | ands 147.237.0.19 |nadi matal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 2
159. 122. 222. 119 |Net her | ands 147.237.0.15 |kosher-kravi.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 2
159. 122. 222. 119 |Net her | ands 147.237.0.17 |mny-kosher-kravi .idf.i| [20085: HITP. Mi ebl ackcat Security Scanner Initial Request [Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77. 176 |nat pash. i df . i | Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf .i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
159. 122. 222. 119 |Net her| ands 147.237.0.19 |nadimatal .idf.il 20085; HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.233|atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
159. 122. 222. 119 |Net her | ands 147.237.0.15 |kosher-kravi.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
123.126.113.80 [China 147.237.72.166 |aka. i df . i | C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212.224.109. 175 147.237.77. 74 Ger many lawidf.il ET SCAN Potential SSH Scan 1
159. 122. 222. 119 147.237.0. 19 Net her | ands madi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
159. 122. 222. 119 147.237.0. 15 Net her | ands kosher-kravi.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
59. 45. 79. 117 147.237.77.19 Chi na I awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 0. 200 Chi na mu.idf.il ET SCAN Potential SSH Scan 1
159. 122. 222. 119 147.237.0. 17 Net her | ands mny- kosher -kravi .idf.il ET WEB SEFRVER Mii ebl ackcat scanner 1
59. 45. 79. 117 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

SYNFAK retransmit with different

Action

‘Count

192. 243. 55, 136 |Doni ni ca 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence . noni t or 19
w ndow scal e
R SYNretransmt wth different .
109. 253. 156. 221 |l srael 147.237.77. 234 |hal ag.i df . i1 Bad TCP sequence vi ndow scal e rmoni t or 19
Sreaning Engine: TCP Invalid i i SSi
213.57.100. 139 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
- s SYNWACK retransmit wth different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal e rmoni t or 16
192.243.55.135 |Comnica  [147.237.77.74 [lawidf.il Bad TCP sequence SINAK retransmt with different Jopniior |14
w ndow scal e
- s SYNWAK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 14
192.243.55.135 |Comnica  |147.237.77.216|dover.icf.il  |Bad TCP sequence SINAK retransmt with different opniior |13
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 12
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINWAK retransmt with different oo |12
W ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192.243.55.137 |Comnica  |147.237.77.216|dover.icf.il  |Bad TCP sequence SINAK retransmt with different opniior |12
w ndow scal e
- s SYNWVACK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 11
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
L R SYNHAK retransnmit with different )
192. 243. 55. 130 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence i ndow scal e noni t or 11
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAK retransmt with different ooiior |10
W ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 10
192. 243.55. 138 |Donini ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SAK retransmt with different oo |10
W ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaming Engine: TCP Invalid i i ssi
2.52.24.3 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
192.243.55.136 |Domnica  [147.237.77.74 [lawidf.il Bad TCP sequence SINHAK retransmt with different Jopnitor o
w ndow scal e
192. 243. 55. 132 |Donmi ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 9
192. 243.55. 133 |Donini ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAK retransmt with different oo o
W ndow scal e
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
83.14.142.130 |Pol and 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d sequence nunber noni t or 8
2.52.184. 35 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 138 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
192. 243.55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 7
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invali d ACK nunber noni t or 7
192. 243. 55. 133 [Doni ni ca 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 132 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 7
192. 243. 55. 133 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192.243.55.134 |Comnica  |147.237.77.216[dover.icf.il  |Bad TCP sequence SINHAK retransmt with different opnitor 6
w ndow scal e
37.26.147.186 |lsrael 147.237. 77. 170 |maar achot . i of . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SN drop
192. 243. 55. 132 |Doni ni ca 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence noni t or
- s SYNWAK retransmit wth different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal e mmoni t or 6
88.253. 1. 211 Tur key 147. 237. 77. 216 |dover.i df . i1 drop SAMrul e drop 6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
2.54.41.95 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 103
109. 67.52.5 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 101
46.19. 86. 82 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 71
79.181. 220. 182 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
46. 19. 86. 13 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
2.52.23. 201 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
50. 62. 160. 145 Lhited Sates [147.237.72. 166 |aka. i df . i | Mil tipl e Whaut horized URL Access from 50. 62. 160. 145 B ock 5
79.178. 39. 37 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 79.178.39. 37 B ock 4
2.52.150. 236 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
83.14.142.130 |Pol and 147.237.77.216|dover. i df . il Mitiple Il1legal Byte Gode Character in Method from83. 14. 142. 130 B ock 3
80.178.121. 120 |[Israel 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock 3
83.14.142.130 |Pol and 147.237.77. 216 |dover.idf.il Mitiple I1legal Byte Qode Character in Header Nane from 83. 14. 142. 130 B ock 2
46. 19. 86. 15 | srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
83.14.142.130 |Pol and 147.237.77. 216 |dover.i df . il Mitiple Illegal Bte Qode Character in Header Val ue from83. 14. 142. 130 B ock 2
80.178.121.119 [israel 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
84.109. 214. 228 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
83.14.142.130 |Pol and 147.237.77. 216 |dover.i df . il Mil tipl e Abnormal Iy Long Header Line from 83.14. 142. 130 B ock 2
176.228. 44. 128 |Israel 147.237.72.166 |aka. i df . i | \;Trwagi;eirm%??/?mﬂﬁ/\gafhiiﬁlgii;ratiOnw yordl e ster. aspx None 2
83.14.142.130 |Poland 147.237.77.216|dover.i df . il Mil tiple Malformed URL from 83.14. 142. 130 Bl ock
83.14.142.130 |Pol and 147.237.77. 216 |dover.idf .l Mil tiple Abnormal Iy Long Request from 83.14.142. 130 B ock
183. 5. 117. 46 Chi na 147.237.77.216|dover . i df . i Dstributed PH> A tenpt B ock
79.178.39.37  |israel 147.237.72. 166 |aka. i df . i | mt ;L:lftdic_'iwi;t :/Osr;czrfa? /“ﬁmgy;ﬂrp.?s%\?(n WL on Bok |2
83.14.142.130 |Pol and 147.237.77. 216 |dover.idf.il Mil tipl e Unknown HTTP Request Method from 83. 14. 142. 130 B ock 2
83.14.142.130 |Poland 147.237.77.216|dover. i df . il Illegal HITP \ersion B ock
Illegal Byte Gode Character in URL di[ [#27]] "[[ Y %d/A1 #1Y] ]
1. 55. 96. 48 M et nam 147.237.76.86 |navy.idf.il u[ [#16] ] hQE6z; ! [[#4]] 15[ [ ¢+ #23u2] | nO[ [ 13#] ] ...U-X [ [ #14] ] [ [#8] ] %< B ock 1
[ k7l « 009 B gcapn6Y4 [ #28] ] »v<va
192.243.55.130 |Dominica  |147.237.77.216|dover. i df .i| m“it;o_ri'lzﬁim:fgﬁ; ;3/ user cont ol s/ header Upper Bock |1
109. 253.197. 71 |Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bl ock 1
79.182.135.87 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
83.14.142.130 |Poland 147.237.77.216|dover. i df . il Unknown HTTP Request Met hod i 31 gULS0[ [#23]]d" . _>tk Bl ock 1
50. 62. 160. 145 |lhited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 1
194.98.70.141 |France 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
183.5.117. 46 Chi na 147.237.77. 216 |dover.idf.il D stributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
83.14.142.130 |Pol and 147.237.77.216|dover. i df . il Aonornal |y Long Header Line request header nane B ock 1
83.14.142.130 |Pol and 147.237.77. 216 |dover . i df . i | ?ﬂ;g&%ﬁﬁgﬁ'&ﬁﬁfﬁﬂi&°:|m58|33' 514')142' 130 (Protocol violation —f, o 1
83.14.142.130 |Poland 147.237.77. 216 |dover . i df .i | Mal fornmed HITP Header Line 3 B ock 1
Mal formed URL d[ [#27]]" [ [ %c/ae #18] ] u[ [ #16] ] hGE6zj ! [[#4]] "
1. 55. 96. 48 M et nam 147.237.76.86 |navy.idf.il Se o[ [#23] 1 2 [ Un#31U...] ] & Igiie | ~K[ ] ] 8#[1]41#{ [ 2” cg-E: A B ock 1
pn6Y4 [ #28] ] »v<va
Unhaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.77.74 [lawidf.il waw | aw i df.il/tenpl ates/getfil el getfil e aspx?fil enane=xgf 5b3nol w vy3ncdgh |Bl ock 1
pa2f cdhphdm t xdcOns5kb2me& nf ocent eri t en¥t r ue
157.55.39.58  |Lhited States [147. 237.72. 166 |aka. i df . i | m“;‘gi' jfe_U: |L/Fc15n/:;i75cotrgl doc. ot/ general . asp Bock |1
80.82.65.82  [Netherlands |147.237.77.176|mat pash. i df .i muégggtilziﬁ.%Sﬁ;cgzlsuégcomol o header upper Bock |1
83.43.157.237 [Spain 147.237.77. 216 |dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.64.190 [lnited Sates |147.237.72.166|aka.idf.il Unknown Paranet er pa in www aka. i df.il/giyus/foruniasp/ showforumasp [None
2.54.35.245  [Israel 147.237.77. 234 |hal ag. i df . i | o ;gg“;‘;dZg;‘;":’tn:‘;re';‘;ﬂag/ﬁfﬁsef fgi . Bock |1
207. 241. 229. 224|Uni ted Sates [147. 237. 77. 170 |mmar achot i df i | Il_;rl;axul_t1 hori zed URL Access to maarachot.idf.il/pdf/files/5/ 109335. pdf n- Nax B ock 1
183.5.117. 46 Chi na 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to waw i df.il/wp-1ogin. php Bl ock 1
83.14.142.130 |Pol and 147.237.77. 216 |dover.idf .il Abnormal |y Long Request net hod B ock 1
79.178.39. 37 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/kl al i . aspx Bl ock 1
109.67.52.5 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
83.14.142.130 |Pol and 147.237.77. 216 |dover. i df . il NULL Character in Header Nane at B ock 1
83.14.142.130 |Poland 147.237.77. 216 |dover . i df .i | Mal formed LRL B ock 1
NULL Character in Method
1. 55. 96. 48 M et nam 147.237.76.86 |navy.idf.il J[HOITLI#OTT[[#0]] 11 AEe PUARRI} ~r x0«[ 2 8+ [ #0] ] +¥4qY+TP[ #28] ] [[#15] ]+~ |B ock 1
Yy e x»ET "
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