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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 6
82. 145. 222. 16 Eur ope 147.237.77.216 dover.idf.il Bl ock | p_ V¢b_In drop 4
204. 42. 253. 2 Lhited Sates 147.237.77.121 e.navy.idf.il Block Np All Net drop 1
185.94.111.1 147.237.77. 235 sviva.idf.il Block Udp All Nets drop 1
188. 253. 52. 29 Iran, |slanmc Republic of 147.237.72. 14 dover.idf.il(old) |Block Udp All Nets drop 1
82.222.223.221 Tur key 147.237.72. 14 dover.idf.il(old) |Bock Udp All Nets drop 1
193. 222. 63. 122 Romani a 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
181.211. 160. 195 Ecuador 147.237.72. 156 anan.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address Devi ce Action |Oount
31. 154, 154. 214 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
85. 250. 86. 43 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
89. 137. 220. 110 Romani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 2
69. 30. 198. 178 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
173.234.153.122 |wited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
195. 154. 187. 115  |France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
80. 246. 133. 146 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
79.179. 130. 103 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

185.99. 32. 3 147.237.77. 170 naarachot.idf.il  |ET SCAN NVAP -sA (2) 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
218. 246. 0. 97 147.237.8.46 |China e.chinuch.idf.il [ET SCAN NMAP -sS w ndow 1024 1
209. 126. 116. 147(147.237. 77. 170 |United Sates |[maarachot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 [147.237.0.33 |Qte Dlvoire |idf.il ET SCAN NVAP -sS wi ndow 3072 1
104. 232.98.38 |147.237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.149.84.99 |147.237.76.38 |China e.enmeitav.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 77. 216 |Lnited Sates |[dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196.47.173.21 |147.237.0.33 |te Dlvoire [idf.il ET SCAN NMAP -sS wi ndow 4096 1
104.232.98.38 |147.237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
97 4. 195, 28 147 237.76.39 |india obi | e tav.idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
2.52.32.14 | srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 36
79.177.217.184 |israel 147.237.76.42 |refuahidf.il [Bad TOP sequence S retransmt with different wndow) ooivor |33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
109. 253. 156. 221 I srael 147.237.77. 234 |nal ag.idf.i1  |Bad TOP sequence S retransmt weh different wndow)oivor |17
185. 130. 5. 193 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreaming Engine: TP Invalid i i ssi
79.181.36.239 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
212.179. 155. 129 |1 srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
192.243.55. 131 |Cominica 147.237.77.74 |lawidf.il  |Bad TOP sequence SINAK retransmt with different foonor |11
w ndow scal e
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINWAK retransmt wth different ooy o 10
W ndow scal e
192.243.55. 131 |Cominica 147.237.77. 216 |dover.idf.i1 |Bad TOP sequence SINHAK retransmt with different foonior o
w ndow scal e
93.173. 164. 2 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
Sreaning Engine: TP Invalid i i ssi
149.78.26.20 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I nval i d ACK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi
84.228.12.55  |israel 147. 237.77. 243 |nobi l e. i f . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243.55. 131 |Domi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 253. 210. 185|I srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
2.54.19.13 I'srael 147.237.77. 243 |mbile.i o i1 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
157.55.39.58  |Uited Sates |147.237.76.200 [eitan aka idf. i 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i sSi
109. 253. 134. 197|l srael 147.237.77. 243 |nobil e.i df i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.179. 179. 149 | srael 147, 237.76. 200 |ei tan. aka. i df .| 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
217. 194. 206. 108|l srael 147.237.72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 5
192. 243, 55. 130 |Domi ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence SINHAK retransmt wth different o0 |5
) s ) T ) ) a w ndow scal e
192. 243. 55. 131 |Donini ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
46. 19. 85. 10 I sr ael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
192. 243.55. 131 |Donmi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 85. 10 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243.55. 131 |Donini ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
192. 243.55. 137 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAC retransmt with different Jooniior  |a
W ndow scal e
192. 243. 55. 132 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
37.26.147.151 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 4
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
2.54.,33. 250 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 4
37.26.147.151 |lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
216.145.11.94 |United Qates |147.237.77.176 |matpash.idf.il [Header Rejection szgz;re’ec“on pattern found in-— fonitor  |a
Sreaming Engine: TGP Invalid i i ssi
2.54.135.114  |Israel 147.237.72. 166 |aka. i df .1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 3
Sreaming Engine: TP Invalid i i sSi
79.181.58.158 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.172. 65 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i sSi
176.12.160.1  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.156  |Israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 206. 10 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185.3.144.41  |Israel 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
2.54.6.116 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19. 85. 95 I'srael 147. 237.72. 166 |aka i of . i 9 =9 nval i d segrent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
109. 67.99. 225 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.147.139 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 64
109. 253. 206. 183|l srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Code B ock 24
2.54.10. 65 I srael 147.237.77.243|nobi | e.i df . i | Ml tipl e Unaut horized URL Access from 2. 54. 10. 65 Bl ock 19
79.177.222.182 |lsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
- - - Unaut hori zed URL Access to
2.54.10. 65 I srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1362 B ock 3
85. 65. 43. 21 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Gode Bl ock 3
46.119.122. 177 |lkraine 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www i df.il/mazi/ B ock 3
109. 253. 142. 253]I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from109. 253. 142. 253 Bl ock 2
66.249.64.233 |lhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 233 Bl ock 2
. . Unaut hori zed Met hod HEAD for
46. 19. 86. 81 I srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i |/ nai v sachar/ vi ewpaysl i p. aspx B ock 2
95.86.101. 117 [Israel 147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 95. 86. 101. 117 Bl ock 2
83.177.230.79 |Latvia 147.237.77. 216 |dover. i df .i | PHP At enpt B ock 2
83.177.230.79 |[Latvia 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwidf.il/xmrpc. php B ock 2
87.68.248.116 |[Israel 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
46.121.232.50 |[Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
207.46.13.136 |tnited Sates [147.237.77.176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
. . D stributed Lhaut hori zed URL Access on
37.26.148.154 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
109. 253. 134. 197|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
84.228.12.55 I srael 147.237.77. 243 |nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
’ . . Unaut hori zed URL Access to
66.249.66. 182 [Lhited Sates [147.237.77.74 [lawidf.il 147. 237. 77741 si p._stor age/ i | es/ 6/ 1066, pdf B ock 1
151. 236. 162. 125[Iraq 147.237.77. 216 |dover . i df . i | O stributed Whaut hori zed URL Access on ww idf.il/arr/ B ock 1
46.19. 85. 67 I srael 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 85. 67 Bl ock 1
93.91.194. 25 Iraq 147.237.72. 166 |aka. i df . i | Lt raceabl e SSL Sessi ons: pen Mde None 1
. . . Unaut hori zed URL Access to
79.179.179. 149 |[Israel 147.237.76.200|ei tan. aka. i df .i | v ei tan. aka. i o . i |/t enpl at es/ honepage/ honepage. aspx B ock 1
’ . . Unaut hori zed URL Access to
66.249.64. 101 |lhited Sates |[147.237.76.31 |nakchal .idf.il nakhal i df .11/t enpl at es/ shar ed user cont ol s/ navienu/ B ock 1
Russi an - . Paraneter Type Molation f in
217.172.29.53 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
37.26.148.171 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.66.184 |[Lhited Sates [147.237.0.34 |tikshuv.idf.il Wnaut hori zed URL Access to . Bock |1
wan ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
181. 209. 167. 129|Guat emal a 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 67 | srael 147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed LRL Access to maarachot.idf.il/pdf/files/1/109621. pdf  |B ock 1
2.54.19.13 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . il/1503-en/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
79.179.216.27 |Israel 147.237.76.42 |refuah.idf.il wwvrefua aial i df.il/resourcel userfol | o esourcel or eat of B ock 1
Russi an . . Paraneter Type Molation| in
217.172.29.53 Federati on 147.237.77. 216 [dover . i df . i | wan i df . i1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
40.77.167. 94 Uhited Sates |[147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
85.130.211.93 |[Israel 147.237.77. 216 |dover . i df . i | Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
. . Unaut hori zed Met hod HEAD f or
77.125. 6. 20 I srael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai v sachar /i dkunpr at i mi shi yi m aspx B ock 1
185. 89. 101. 37 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to ww idf.il/mazi B ock 1
66. 249. 66. 64 Uited Sates |[147.237.77.170 |naar achot . i df . il Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 5/ 110475. pdf |B ock
129. 215. 203. 127 zlnt:gom 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
45,55, 67. 78 147.237.77. 74 |lawidf.il Mil ti pl e Unaut hori zed URL Access from 45, 55, 67. 78 B ock 1
87.68.248.116 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 87. 68. 248. 116 Bl ock 1
79.177.217.184 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
185, 112. 232. 94 147.237.77. 216 |dover . i df . i | O stributed Uhaut hori zed URL Access on wawnidf.il/arr/ B ock 1
37.26.147.139 [Israel 147.237.0.19 |madimatal .idf.il |Untraceable SSL Sessions: (pen Mbde None 1
Unaut hori zed URL Access to
95.86.101. 117 |[Israel 147.237.77.233|atal .idf.il atal.idf.il/1440-he/ atal . aspx&a=u8ved=Oahukewi f 47_j ugbl ahuj rrokhb [B ock 1
cycyi gf ggi naa&usg=af gj cnewy2ykdt pnx1lbua- b4wxbopwi bl g
Unaut hori zed URL Access to
66. 249. 66. 69 Lhited Sates |147.237.77.176|nat pash.idf.il W cogat . i df . i |/ useful i nformation/i dkoni ni pages/ 081210gazal4l. as |[B ock 1
px
nobi | e. nei tav. i df. i , .
138.36.0.3 147.237.76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ i ndex. php B ock 1
45.55. 67. 78 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
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