03-04-2016-07:04:03 to 03-04-2016-08:04:03

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M nadi matal .idf.il

Wiawid.il

MW aka.idf.il
Numoer M nobi le.idf.il
Att(z\cks M tikshuv.idf.il

I nakchal . idf.il
M ishurimaka.idf.i
nat pash. i df . il
M chinuch. aka. i df . i

Top Tar get

[Top Attackers |

W 192. 243.55. 131

46. 19. 85. 89
[ 192. 243.55. 134
41. 33.231. 90
N”Z,ber Il 46. 19. 85. 74
At t acks M 37.26. 147. 151

[ 107. 167. 96. 207

W 141.0. 15. 105
80. 246. 139. 81

M 42. 203. 50. 219

Top Attackers



03-04-2016-07:04:03 to 03-04-2016-08:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Count

Device Action
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Site Signature

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
1.196. 50. 110 Chi na 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets dr op 1
216. 218. 206. 91 Lhited Sates 147.237.77. 227 e hanaz.idf.il Bl ock Udp All Nets drop 1
179. 43. 144, 33 Sntzerl and 147.237.77.176 nat pash. i df .i | Block Np All _Net drop 1
213.238.176. 44 Tur key 147.237.76. 34 yohal an.idf.il Block Np All _Net drop 1
27.154. 48. 235 Chi na 147.237.72. 167 i shurimaka.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 68 Lhited Sates 147.237. 77. 227 e hanaz.idf.il Block Np Al Net dr op 1
213.238.176. 44 Tur key 147.237.76. 38 eeneitav.idf.il B ock Np Al _Net dr op 1
81.214.126. 75 Tur key 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.8. 27 e.nadimatal .idf.il B ock Np Al Net dr op 1
213.238.176. 44 Tur key 147.237.76.176 test.ncore.idf.il Block Np All _Net drop 1
213. 238. 176. 44 Tur key 147.237. 76. 31 nakchal .idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
46. 19. 86. 245 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
31.154. 154. 214 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
46.117.78. 47 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
79.176.27.53 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
79.181.234.126 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
93. 158. 205. 89 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. majestic bot B ock 1
109. 253.211. 231 |Israel 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |matpash.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
42.203. 50. 219 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 2
42.203.50. 219 147. 237.77. 61 Chi na e.cogat.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.203. 50. 219 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
42.203. 50. 219 147. 237. 72. 156 Chi na anan. i df.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 147. 237. 76. 39 Tur key nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
82.118.233.119 147.237.77.176 Bul gari a nmat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1
42.203. 50. 219 147.237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
42.203.50. 219 147. 237. 77. 205 Chi na prisha.idf.il ET SCAN Potential SSH Scan 1
42.203. 50. 219 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
42.203. 50. 219 147. 237. 76. 202 Chi na e halag idf.il ET SCAN Potential SSH Scan 1
42.203. 50. 219 147. 237. 76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147.237. 76. 147 Lhited Sates chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
42.203. 50. 219 147. 237. 76. 148 Chi na ggcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147.237.77. 179 Net her | ands e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
42.203. 50. 219 147.237.72.14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
82.118. 233. 119 147. 237.77. 176 Bul garia mat pash. i df .i | ET SCAN Potential SSH Scan 1
82.118.233.119 147.237.76. 176 Bul gari a test.ncore.idf.il ET SCAN Potential SSH Scan 1
42.203. 50. 219 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
42.203.50. 219 147. 237.77. 176 Chi na mat pash. i df .i | ET SCAN Potential SSH Scan 1
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Ret ransm ssi on

Packet dropped.

‘Country Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
107. 167. 96. 207 |Wited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
141.0.15.105 |Europe 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
Sreaning Engine: TCP Invalid i i SSi
80.246. 139. 81 |Israel 147.237.77. 243 |nobi l e.i df . | 9 =g nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence SNWAK retransmt with different oo, o 14
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 11
192.243.55.131 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINACK retransmt with different oo |11
w ndow scal e
L . . SYNtAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 11
46.19. 85. 74 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert
46.19. 85. 74 I srael 147.237.77. 216 |dover.i df i Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
37.26.147.231 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 9
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber alert 7
46.19. 85. 74 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACGK nunber alert 7
46.19. 85. 74 I srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or 7
37.26.147. 151 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SIN drop 6
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 6
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 243. 55. 134 | Do ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or 5
37.26.147. 151 |lsrael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 234 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreaming Engine: TCP Invalid i i ssi
131.253. 25. 141 |United Sates |147.237.76. 200 |eitan aka idf. il 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
37.26.147.151 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SINCAQC retransmt with different Jooniior |4
w ndow scal e
192. 243. 55. 134 | Do ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 4
37.26.147. 151 |lsrael 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
37.26.147.151 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid sequence nunber noni t or 4
192. 243. 55. 131 |Dom ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence noni t or 4
37.26.147.151 |israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TCP Invalid i i ssi
62.219. 194. 63 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
77.125.123. 221 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 65. 22. 235 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
81.218. 164. 14 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
46.19.85.234  [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 3
Sreaning Engine: TQP Invalid i i ssi
79.176.62.31 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d AGK nunber alert 3
Sreanming Engine: TGP Invalid i i ssi
109. 65.82.90  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
84.110.7.194 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.151.21  [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
46.19.85.142 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACGK nunber alert 3
Sreaming Engine: TCP Invalid i i ssi
109. 67. 235.31 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
85.64.14.211 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192.243.55.134 |ominica  |147.237.77.74 |lawidf.il Bad TCP sequence SINCAQC retransmt with different oo |3
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
79.183.66. 110 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
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46. 19. 85. 89 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 59
66.249.64.233 |Wnited Sates [147.237.77. 216 |dover.idf.il Ml tiple Uhauthorized URL Access from 66. 249. 64. 233 B ock 4
176.13.20.174  |Israel 147.237.77. 243 |nobi | e. i df . i | %;”Itg ?rczfz‘f? , t‘;‘egpgfy‘:sem s/ 1 st chi | ddocunent s/ 1302 Bl ock 3
87.68.240.156 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.20. 174  |Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut hori zed URL Access from 176. 13. 20. 174 B ock 3
208.80.155.217 [Wnited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed LRL Access from 208. 80. 155. 217 B ock 1
66.249. 66.182 |lLhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/sip_storagel files/ 9/729. pdf  |B ock 1
Unknown Par anet er
2.54.2.21 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphvai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
188. 165. 208. 29 |France 147.237.77. 176 [mat pash. i df . i | Uhaut hori zed URL Access to 147.237.77.176/ robot s. txt Bl ock 1
112.215.63.11 |l ndonesi a 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 1
208. 80. 155. 217 |lhited Sates [147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to waw i df . i |/ hi mush/ si te/ he/ hi nush. asp B ock
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df . i mngnfnﬁ_a:ke;ﬁrdf'_i'lr;tenpl at o5/ sendt of i end sendt of f end. a5px None 1
79.181.123.67 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df . i1/ mai n/ sachar/ f ag. aspx B ock 1
37.237.128.110 |[iraqg 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to v idf.il/1283-19142-en/ dover &el lip B ock 1
113.88.27.151 |China 147.237.77.216|dover.idf .i | Mitiple URL is Above Root Directory from113.88.27. 151 B ock 1
66. 249. 66. 64 Lhited Sates [147.237.77. 170 |maar achot . i df . i | |Wnhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 6/ 110326. pdf B ock 1
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | mti?fr.' o 7 1%-'6;8;;2};;/kkkkkkk=c44bc6dakkkkkkk_c44bc6da Bl ock !
79.182.115. 156 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
40.77.167. 20 Uhited Sates [147.237. 77. 216 |dover. i df . i | Unaut hori zed URL Access to www i df . il/1133-23092- he/ dover . aspx B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 192. 243. 55, 134 Bl ock 1
131.253. 25. 146 |Uhited Sates [147. 237. 77. 216 |dover. i df . i | Lhaut hori zed URL Access to wanidf.il/error.htm B ock 1
66.249.66.126 |Lnited Sates [147.237.77. 170 |mmar achot . i df . i | [Waut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 5/ 108455. pdf Bl ock 1
185.99.32.3 147.237.77.216|dover. i df . i | Mil tiple Untraceabl e SSL Sessions from185.99.32.3 (CQpen Mde) None 1
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to v i df .il/aman/ Bl ock 1
66.249.66.179 |Lnited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77.74/ si p_storage/ fil es/ 6/ 1096. pdf |Bl ock 1
Unknown Par anet er
2.54.2.21 I srael 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenP! aceHol der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
185. 112. 248. 32 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
109. 253. 156. 221l srael 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul et 1. gif  |B ock 1
66.102. 9. 81 Uhited Sates [147.237. 77. 216 |dover . i df . i | Uhaut hori zed URL Access to v i df.il/1294-en/ v i df.il/english B ock 1
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