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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
184. 105. 139. 80 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il|B ock Np Al _Net dr op 1
213.238.176. 44 Tur key 147.237.77. 179 e nazi.idf.il Bock Np Al Net drop 1
67.169. 173. 142 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 35. 62. 79 Sni t zerl and 147.237.77.176 nat pash. i df .i | B ock_Udp Al Nets drop 1
213. 238. 176. 44 Tur key 147.237.77. 227 e hanaz.idf.il B ock Np Al _Net drop 1
69. 64.57. 170 Lhited Sates 147.237.77. 235 sviva.idf.il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 147.237.77. 227 e hanaz.idf.il B ock_Udp Al _Nets dr op 1
213.238.176. 44 Tur key 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Gountry

arget Address

|Site

Devi ce Action |Oount

2.54.188.192 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 3
185. 106. 92. 164 147.237.77.235 |sviva.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 2
37.142.210. 27 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
51. 255, 162. 167 United Kingdom |147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |nmatpash.idf.il [Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
193.111. 140. 106  |Ger many 147.237.77.176  |natpash.idf.il |Cl1000074: HITP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
85. 14. 244. 113 Ger many 147.237.77.176  |natpash.idf.il |Cl1000074: HITP. naj estic bot B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
42.203.50.219 |147.237.0.15 |[China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
122.141.236. 69 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
122.141. 236. 69 |147.237. 76. 148 [Chi na ggcenter. aka. i df.il ET SCAN Potential SSH Scan 1
94.102.48.193  [147.237. 76. 199 [Net her | ands e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201. 236. 113 [147.237.77. 227 |krai ne e. hanaz. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
42.203.50.219 |147.237.0.16 |China ny-kosher-kravi .idf.il [ET SCAN Potential SSH Scan 1
222.186.21.181 |[147.237.0.35 |[China akaws. i df i ET SCAN Potential WNC Scan 5900- 5920 1
195. 216. 176. 244|147. 237. 76. 200 |Lat vi a eitan aka. idf.il ET SCAN NMAP -sS wi ndow 1024 1
177 23.168. 183|147 237 76.31 |mrasil nekehal i df i1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

122. 141. 236. 69 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
122.141. 236. 69 |147.237.76.34 |China yohal an. i df .i| ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237. 77. 227 |krai ne e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
66.249. 64. 253  |147.237.72.166 |lhited Sates |aka.idf.il SERVER APACHE Apache mod_ssl non-SSL connection to S8 port 1

deni al of service attenpt
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
173. 208. 136. 170|lhited Sates 147. 237. 77. 216 |dover.i df . i1 drop SAMrule drop 41
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi
66.249.64.190 |lited Sates  |147.237.72. 166 |aka i df.il 9 =g Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dr opped.
- . . SYNFACXK retransnmit with .
192. 243.55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 7
. C e SYN+ACXK retransmt with .
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal nonitor |7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.i df . i1 drop First packet isn't SWN drop 7
. s SYN+ACK retransmt wth .
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence different vindow scal e monitor |6
136. 243. 5. 87 Ger many 147. 237. 77. 216 |dover.i df . i1 drop SAMrule drop 6
- R SYNWACK retransnmt with .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence di fferent vi ndow scal @ monitor |6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
109. 65. 235. 241 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
80. 246. 137. 187 |Israel 147.237.77. 243 |nobil e.i of .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 234 I srael 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 234 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
65.55.210. 110 |Wnited Sates  [147.237.76. 200 |eitan. aka idf. il g =g Invalid segnent retransmssion. |y 4
Ret ransni ssi on Packet dr opped.
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
192. 243.55. 133 |Domi ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nurber monitor |4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
122.201.19.22 |Mngolia 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
Sreamng Engine: TCP Invalid i i ssi
109.64.62.12  |israel 147.237.77. 243 |mbi le.i o i1 9 =g Inval i d segnent retransmssion. |, ) 3
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |3
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor 3
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 3
136. 243. 5. 87 Ger many 147.237.72. 166 |aka. i df .i | drop SAMrule drop 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 2
37.142.182.168 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
192. 243. 55. 134 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |2
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
5.102. 242. 54 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |2
192. 243. 55. 134 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 2
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence monitor |2
37.142.182. 168 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 2
74.82.47.23 Lhited Sates 147.237.77. 234 |hal ag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 92. 164 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
95.38. 61. 109 IF;_SEH 1o 1147, 237.77. 216 |dover. i df | Bad TCP sequence Inval i d AGK nunber alert 1
50. 138. 246. 215 |[Lhited Sates 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid ACK nurber noni t or 1
216.218.206.90 |lWhited Sates  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
121.54.32.147  |Phili ppines 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.32 Lhited Sates 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 106. 94. 49 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
95. 38. 61. 109 'F;zz'bl 1S |147. 237. 77. 216 |dover. i of i Bad TCP sequence I'nval i d AGK nunber monitor |1
184.105. 139. 112|wnited Sates  [147.237. 76. 197 [e. hi nush.i df . i1 Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
216.218. 206. 115|Whited Sates  |147.237.77. 226 V‘l"‘l”“ chanatz. aka. 1df oy At t ack SYN -> SYN-ACK -> RST rej ect 1
’ sl . Geo- | ocati on i nbound
74.82.47. 44 Lhited Sates 147.237.72. 217 |e.i df il Geo- 1 ocation enf or cenent onf or cenent drop 1
46.19. 85. 234 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count

46. 19. 85. 89 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 18
109.64.62.12 [l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :cl’r(;fz'f? , g;eggrcﬁim;es” < ohi | ddocunent o/ 1362 Bl ock 5
66.249.64.190 |[lhited Sates [147.237.72.166aka.idf.il Ml tipl e Unauthori zed URL Access from 66. 249. 64. 190 Bl ock

80. 246. 137. 187 |l srael 147.237.0.19 |nadimatal . i df.i||Suspicious Response Code B ock
72.9.148.10  |Uhited Sates [147.237.76.86 |navy.idf.il m“:;s;' e e o navy. aspx. aspx Bl ock 2
66.249.64.233 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/english/ history/ Bl ock 2
207.46.13.70 |lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
93.160. 60.22  |Denmark 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df . il/1503-en/ dover. aspx. Bl ock

66.249. 64. 253 |Wnited Sates |147.237.72. 166 |aka. i df .i | i‘sgﬁﬁ&ﬁfgfg Rrotocol violation None 1
185. 120. 126. 82 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xmrpc. php Bl ock 1
66.249. 75. 143 |lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i|aut hori zed URL Access to waw chi nuch. aka. i df . il/894-he B ock 1
66.249.66.67 [lLhited Sates [147.237.77.170|nmarachot.i df.i| [Wauthorized UR. Access to 147.237.77.170/ robots. t xt B ock 1
185. 120. 126. 82 147.237.76.86 [navy.idf.il Ml tipl e Unaut horized URL Access from 185.120. 126. 82 Bl ock 1
68.180.230.29 |United Sates  [147.237. 77. 176 [nat pash. i of .i | \;P:rwa'gz;z: vpe Mo e on /Tf;atm.”;;gx Bl ock 1
180. 76. 15. 156 |Chi na 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/shared/clientscripts/{1} B ock 1
66.249.66. 126 |Lhited Sates |147.237.77.170|maarachot.idf.il |Uauthorized URL Access to 147.237.77.170/ pdf/files/ 7/ 109397. pdf  |B ock 1
185. 120. 126. 82 147.237.76.86 |navy.idf.il PHP Attenpt B ock 1
66.249.64.190 |Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docld in ww aka. i df.il/shalishut/sitelfaqg. aspx None 1
185.99.32. 3 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 66. 176 |Wnited Sates [147.237.77.74 |lawidf.il ﬂ?&;g?;ﬁ%ﬁpﬁﬁsjg;ﬁi | s 61 976, pck Bl ock 1
188.138. 1. 218 |Ger many 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ Bl ock

185. 120. 126. 82 147.237.76.42 |refuah.idf.il PHP At t enpt Bl ock
66.249.75.143 |lWited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Mil ti pl e Uaut hori zed URL Access from 66. 249. 75. 143 B ock 1
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