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M 192. 243. 55. 135
[ 192. 243.55. 130
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|Top Attackers | n DDoS- Def ence |
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Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.77. 74 lawidf.il B ock Np Al Net dr op 2
213.238.176. 44 Tur key 147.237. 76. 200 eitan. aka.idf.il Bock Np All Net drop 1
179. 43. 144, 33 Sntzerl and 147.237.77. 121 e navy.idf.il Bock Np All _Net drop 1
207.141.11. 146 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
213.238.176. 44 Tur key 147. 237. 76. 202 e halag.idf.il B ock Np Al _Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 216 dover.idf.il B ock Np Al Net dr op 1
213.238.176. 44 Tur key 147.237.0. 15 kasher-kravi .idf.il Bock Np All Net drop 1
213.238.176. 44 Tur key 147.237.77.19 lawforumidf.il Bock Np All _Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.77. 234 hal ag.idf.il B ock Np Al _Net dr op 1
213. 238. 176. 44 Tur key 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
161. 202. 165. 6 Net her | ands 147.237.8. 24 elifestyle.idf.il ock Wp Al _Nets drop 1
213.238.176. 44 Tur key 147.237.77. 212 e.dover.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
51. 255, 162. 167 United Ki ngdom 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
94.23.19.178 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
27.251.94. 30 Indi a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
61.160.195.5 Chi na 147.237.77.176  |matpash.idf.il [22280: HITP. Jooma Qbject Injection Mulnerability B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
82. 80. 25. 144 147.237.77. 227 [I srael e hamaz.idf.il ET SCAN Potential SSH Scan 2
82. 80. 25. 144 147.237.76.31 |Israel nakchal . i df .i | ET SCAN Potential SSH Scan 2
82. 80. 25. 144 147.237.0. 200 |[lIsrael . i df i | ET SCAN Potential SSH Scan 2
82. 80. 25. 144 147.237.0.17 |Israel mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237.77. 170 |I srael naar achot . i of . i | ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147.237.77.19 |[Israel I awforumidf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237. 76. 198 |I srael e.yohal an.idf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237. 72. 166 |I srael aka.idf.il ET SCAN Potential SSH Scan 1
115. 214. 65. 23  |147.237.8.27 [China e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
82. 80. 25. 144 147.237.8.27 |[Israel e.madi matal .idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 44 |Canada e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
82. 80. 25. 144 147.237.0.35 |[Israel akaws. i df i | ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237.77. 234 |I srael hal ag.idf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147.237.77. 178l srael e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147.237.77. 74 |Israel lawidf.il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237. 76. 199 |l srael e. nakchal .idf il ET SCAN Potential SSH Scan 1
82. 80. 25. 144 147. 237. 76. 197 |I srael e. himush. i df . il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 80. 25. 144 147. 237. 72. 167 I srael ishurimaka.idf.il ET SCAN Potential SSH Scan 1
116. 110, 166. 150|147, 237 76. 30 I\t et nam hivushi il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

82. 80. 25. 144 147. 237.72. 156 |I srael aman.idf.il ET SCAN Potential SSH Scan 1
115.214.65.23 |147.237.8.27 [China e nadimatal .idf.il ET SCAN NVAP -f -sS 1
94.102.48.193 [147.237.76.176|Netherlands  |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
173.208. 136. 170|lhited Sates  |147.237.76.86 |navy.idf.il drop SAMrul e drop 40
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.190 |lnited Sates  |147.237.72. 166 |aka i df.il 9 =9 Invalid segment retransmssion. drop 24
Ret r ansni ssi on Packet dr opped.
- . . SYNPAXK retransmit with different .
192. 243.55. 133 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 12
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 11
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
Russi an ) .. |Streaning BEngi ne: TCP Invalid Invalid segnent retransnission.
178. 140. 233. 18 ration 147.237.76. 200 |ei tan. aka.idf .il Ret 1 ansni ssi on Packet dr opped. drop 9
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
. s SYN+AXK retransmit with different .
192. 243.55. 133 |Doni ni ca 147. 237. 77. 216 |dover..i df . i | Bad TCP sequence wi ndow scal 6 noni t or 7
Russi an : . |Streaming Engine: TCP Invalid Invalid segnent retransnmssion.
176. 77. 41. 134 eration 147. 237. 76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 6
Russi an . ... |Sreamng Engine: TCP Invalid Invalid segnent retransnission.
37.110. 70. 96 eration 147.237.76. 200 |eitan. aka.idf.il Ret 1 ansmi ssi on Packet dr opped. drop 6
Russi an : . |Streaming Engine: TCP Invalid Invalid segnent retransnmssion.
176. 77. 67. 96 Fedor at i on 147. 237. 76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 6
192. 243.55. 132 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence noni t or 6
192. 243.55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 6
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
192. 243.55. 132 |Donini ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAXK retransmt with different | oo |5
w ndow scal e
. . . SYN+AXK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 5
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf.il  [Bad TCP sequence SINAXK retransmt with different | oo |5
w ndow scal e
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5
185. 32.179. 218 |l srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243.55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55. 135 [Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243.55.130 |Donini ca 147.237.77. 216 |dover.icf.il  [Bad TCP sequence SINHAK retransmt with different oo g
w ndow scal e
- . . SYNPAXK retransmt with different .
192. 243.55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243.55. 130 |Donini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
91.200.12.136 |kraine 147.237. 77. 170 |naar achot . i df . i I|dr op SAMrule drop 4
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243.55. 132 |Donini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
192. 243.55. 132 [Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TGP Invalid i i ssi
2.54.157.189  |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segment retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
- . . SYNPAXK retransmit with different .
192. 243.55. 130 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence Inval id ACK nunber alert 3
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 3
192. 243. 55. 132 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 3
192. 243.55. 130 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
192. 243.55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
. . . SYN+AXK retransmit with different .
192. 243.55. 138 |Doni ni ca 147. 237. 77. 216 |dover..i df . i Bad TCP sequence i ndow scal e noni t or 3
Sreaning Engine: TQP Invalid i i ssi
46.210. 159. 115 |Israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
192. 243. 55. 130 |Doni ni ca 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243. 55, 130 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence noni t or 2
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence noni t or 2
192.243.55. 137 |Cominica 147.237.77.74 |lawidf il Bad TCP sequence SINAK retransmt with different Jooyivor |2
w ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
192. 243.55. 130 |Doni ni ca 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.64.190 |Wited Sates |[147.237.72.166aka.idf.il Mil tipl e Unhaut horized URL Access from 66. 249. 64. 190 B ock 11
177.38.192.3 Brazil 147.237.77.216|dover.idf.i| |Untraceable SSL Sessions: (pen Mde None 2
207.46.13.107 |[hited Sates [147.237.77.216|dover.idf.il |Wauthorized URL Access to waw idf.il/error. htm B ock 2
112. 207. 248. 232|Phi | i ppi nes 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 2
198. 20. 69. 74 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66. 249. 66. 72 Lhited Sates  |147.237.77.176 |mat pash. i df . i I|unaut hori zed URL Access to ww cogat . i df . il/1039- he/ cogat B ock 1
37.203.214.2 Sweden 147.237.77.216|dover.idf .i| |[PHP Attenpt B ock 1
66.249.64.190 |[Lhited Sates [147.237.72.166|aka.idf .il Uhknown Paraneter doc in vww aka.idf.il/kanhar/klali/default.asp None 1
66.249.66.184 |Unted Sates  [147.237.0.34  [ti kshuv. i df i I| "% .hﬁéhﬁfd. s L e/ or uns/ f or um s Bl ock 1
37.203.214.2 Sweden 147.237.77.216|dover. i df .i| |Unauthorized URL Access to wmu i df.il/wp-Iogin. php Bl ock 1
185. 106. 94. 30 147.237.76.42 [refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ xni rpc. php B ock 1
66.249.64.190 |lnited Sates |[147.237.72.166|aka.idf.il Unknown Paraneter docld in ww aka. i df.il/shalishut/sitellist.aspx None 1
207.241.229.223|lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1240- he/ at al . aspx Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf.i| |Wauthorized URL Access to www i df.il/1503-en/ dover. aspx. B ock 1
66.249.64.171 |Wited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal .idf.il/894-he B ock 1
192. 243. 55. 135 |Doni ni ca 147.237.77.216|dover. i df .i| [Uauthorized URL Access to v idf.il/english/ history/history/stm Bl ock 1
66.249.64.190 |Lnited Sates |147.237.72.166|aka.idf.il mngkm; i?_?’ﬁtk%;f’g;dl (i;rny/ showpi ct ure. asp None 1
192. 243.55. 138 |Doni ni ca 147.237.77.216|dover.idf .i| [Unauthorized URL Access to waw idf.il/newsite/ english/ nain. asp B ock 1
66.249.66. 72  |Lnited Sates |147.237.77.176 [nat pash. i df . i |[Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 72 B ock 1
157. 55. 39. 67 Lhited Sates |147.237.72.166|aka. i df. il Unaut hori zed URL Access to waw aka. i df . i | /forgot passwor d. aspx B ock 1
66.249.64.190 |lhited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter a.. in ww aka.idf.il/giyus/general/ None 1
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