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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

Count

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 14
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
204. 42. 253. 2 Lhited Sates 147.237. 8. 46 e. chinuch.idf.il Bock Np All Net drop 2
213.238. 176. 44 Tur key 147.237.8. 24 elifestyle.idf.il Bock Np Al _Net drop 1
61. 234. 74. 242 Chi na 147.237.77. 226 ww chanat z. aka. i df . i | Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Count |
88. 198. 230. 79 Ger many 147.237.76.86 |navy.idf.il CL000074: HTTP. maj estic bot B ock 2
162. 210. 196. 100 |Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP: naj estic bot B ock 2
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |[(hina 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
159. 122. 220. 108 |Net herl ands 147.237.0.15 kosher -kravi . i df . i1]|20086: HITP. Mi ebl ackcat Security Scanner B ock 1
106. 38. 241. 106 |Chi na 147.237.77.176 |mat pash. i df.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
159. 122. 220. 108 [Net her| ands 147.237.0. 19 nadimatal .idf.il [20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 153  |147.237.77.226|W0ited Sates  |www chamatz. aka.idf.il [ET SCAN NVAP -sA (2) 2
187.132.6.6 147.237. 77. 233 |Mexi co aal .idf.il ET SCAN NMAP -sS wi ndow 2048 1

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
Potential Scan or Brute Force

159. 122. 220. 108(147. 237.0. 19  |Nether| ands nadi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

186.136. 106. 10 |147.237.76. 176 |Argentina test.ncore.idf.il

220.128.119. 14 |(147.237.76. 197 [Tai wan e. hi nush. i df .i | ) 1
Potential Scan or Brute Force
187.132.6.6 147. 237. 77. 233 |Mexi co atal.idf.il ET SCAN NVAP -f -sS 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
186. 115. 35. 137 |147.237.76.30 |Col onbi a hi nush. i df .i | ) 1
Potential Scan or Brute Force
66.249. 64.190 |147.237.72.166|Wited Sates [akaidf.il SERVER | | S asp-dot att enpt 1
62. 210. 69. 71 147. 237. 77. 243 |France nobi | e. i df il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
203.128. 213. 113|147, 237. 0. 16 [FO"8® FPUBIIC |0 | her-kravi.idf.il y 1

of Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Devi ce

ount ry Target Address ‘Ste ‘Signature Acti on ‘Count
66. 249, 64,190 |Uited Sates |147. 237, 72. 166 |aka if. 1 [ €M NG ENgine: TCP Invalid Invalid segnent retransmssion. Packet | 36
Ret r ansm ssi on dr opped.
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.i df .i [dr op SAMrul e drop 31
192. 243. 55. 130 |Coni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence mﬁsgf‘sm wthdifferent — opnitor |19
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence SILACK retransmt wehdifferent — Joonitor |14
192. 243. 55. 137 |Coni ni ca 147. 237.77. 216 |dover. i f .1 |Bad TCP sequence mﬁsgf‘sm wthdifferent | oonitor |13
192. 243. 55. 130 [Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 13
192. 243. 55. 132 |Coni ni ca 147. 237.77. 216 |dover . i f .1 |Bad TCP sequence mﬁf,]v(src‘;j;a”s"“ wthdifferent  Joonitor |13
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber monitor |13
192. 243. 55, 132 |Doni ni ca 147.237.77.74 |lawidi.il [Bad TCP sequence mﬁggfmm wthdifferent — Joonitor |12
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover.idf .i[Bad TCP sequence Inval i d ACK nunber monitor |11
192. 243. 55. 130 [Doni ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence I'nvalid ACK nunber noni t or 11
208.115. 111. 68 [ ted Sates |147.237.77.74 [lawidf.il |dr op SAMrule drop 11
192. 243. 55. 135 |Dom ni ca 147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 10
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence monitor |10
192. 243. 55. 130 |Coni ni ca 147.237.77.74 |lawidf.il [SYN Attack SYN -> SYN-ACK - > Ti meout rej ect 10
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df .i[Bad TCP sequence mﬁsrczfnsm wehdifferent — Jopnitor |10
192. 243. 55. 136 |Domi ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243. 55. 137 |Coni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence mﬁsgreansmt wthditferent — opnitor |8
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 [dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243. 55. 129 [Doni ni ca 147. 237.77. 216 |dover. i of .1 |Bad TCP sequence Inval i d ACK nunber moni tor |8
192. 243. 55. 135 [Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 8
192. 243. 55. 136 |Coni ni ca 147. 237.77. 216 |dover . i f .1 |Bad TCP sequence mﬁf,]v(src‘;j;a”s"“ wthdifferent — Joonitor s
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence AT reransmt wehdifferent — Jopnitor |7
192. 243. 55. 135 |Coni ni ca 147. 237.77. 216 |dover . i f .1 |Bad TCP sequence mﬁf,]v(src‘;j;a”s"“ wthdifferent — oonitor |7
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber aert 7
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidi.il [Bad TCP sequence mﬁggfmm wthdifferent — oonitor |7
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawid.il |SYN Attack SYN -> SYN-ACK - > Ti meout rej ect 7
192. 243. 55. 132 [Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I'nvalid ACK nunber alert 7
212. 143.142.56 |l srael 147.237. 77. 216 |dover. i df .i [dr op Frst packet isn't SYN drop 7
192. 243. 55. 130 [Doni ni ca 147.237.77.74 |lawid.il |Bad TCP sequence Invalid ACK nunber aert 7
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence I'nvalid ACK nunber noni t or 7
192. 243. 55. 130 |Doni ni ca 147.237. 77. 216 |dover. i df .i [dr op Frst packet isn't SYN drop 6
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawid.il |SYN Attack SYN -> SYN-ACK - > Ti meout rej ect 6
192. 243. 55. 130 [Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I'nval i d ACK nunber alert 6
192. 243. 55. 134 |Coni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence mﬁ;c‘;j;ansmt wthdifferent — Joonitor s
192. 243. 55. 132 [Doni ni ca 147. 237.77. 216 |dover. i of .1 |Bad TCP sequence monitor |6
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidi.il [Bad TCP sequence mﬁggfmmt wehdifferent — oonitor |6
192. 243. 55. 130 [Doni ni ca 147.237.77.74 |lawid.il |Bad TCP sequence monitor |6
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 [dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 136 |Doni ni ca 147.237.77.74 [lawidf.il [drop Frst packet isn't SYN drop 6
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawid.il |Bad TCP sequence Invalid ACK nunber dert 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 [dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 129 [Doni ni ca 147. 237.77. 216 |dover i of .1 |SYN At t ack SYN -> SYN-ACK - > Ti meout rej ect 5
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover.i df . i [dr op First packet isn't SYN drop 5
192. 243. 55. 135 |Coni ni ca 147. 237.77. 216 |dover.i of .1 |SYN At t ack SYN -> SYN-ACK - > Ti meout rej ect 5
192. 243. 55. 136 [Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK - > Ti meout rej ect 5
192. 243. 55. 136 [Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I'nval i d ACK nunber noni t or 5
192. 243. 55. 138 |Doni ni ca 147.237.77.74 [lawidf.il [drop Frst packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
66. 249. 64. 190 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Whaut horized URL Access from 66. 249. 64. 190 B ock 3
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover.i df . i | Uhaut hori zed URL Access to wwvidf.il/en Bl ock

69. 206. 160. 215 [lnited Sates [147.237.77.216|dover.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None

31.154. 161.186 |Israel 147.237.72. 166 |aka. i df . i | mn;’k":i Z?rﬁrﬁ:lr n/;;/'hmﬂfmm in None 1
185. 25. 151. 159 |Pol and 147.237.77.235|sviva. i df .i | Uhaut hori zed LRL Access to testp2. czar. bi el awa. pl / t est proxy. php Bl ock 1
66.249.64.190 |lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter doc.. in ww aka.idf.il/giyus/forns/ None 1
207.241.229.223|hited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. Bl ock 1
37.238.120.44 |iraqg 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed URL Access from 192. 243. 55. 129 B ock 1
66.249.64.233 |wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vwwuidf.il/sip_storage/ Bl ock 1
208.115.113.89 |lhited Sates [147.237.77.216|dover.idf.il D stributed Wnauthori zed URL Access on www i df . i1/894-he B ock 1

Uhknown Paraneter catld in
99. 237. 94. 39 Canada 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ mast er/ f avi con. g [None 1
i f

40.77.167. 20 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwwvidf.il/error. htm Bl ock 1
192.243.55. 130 |Domini ca 147.237.77.74 |law i df .i chaut 23\:: f‘f‘_ji %Zﬁfizjzattiar_ aSpXZpagenum2 Bl ock 1
66.249.66.176 |lLited Sates |147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ sip_storage/ fil es/ 0/ 880. pdf |B ock 1
141.212.122. 193|United Sates [147.237.72.167|i shuri maka. i df . i[SSL Wntraceabl e Connection - Cpen Mde None 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .il Mil tipl e Unaut hori zed URL Access from 192. 243, 55, 137 Bl ock 1
66. 249. 66. 182 Lhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
2.87.182.132 G eece 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157. 55. 39. 58 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter tmin wuw aka. i df.il/main/giyus/ None 1
66.249.64.190 |lLited Sates |147.237.72.166|aka.idf.il Unknown Paraneter Do.. in ww aka.idf.il/giyus/kadatz/ None 1
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