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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 219. 106 Eur ope 147.237. 72. 166 aka.idf.il Bl ock_Ip Véb In drop 10
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 4
89. 248. 172. 207 Net her | ands 147.237.76. 147 chi nuch. aka.idf.il Block Np All _Net drop 1
184. 105. 247. 242 Lhited Sates 147.237.77. 121 e navy.idf.il Bl ock_ Udp All _Nets drop 1
219. 81. 226. 236 Tai wan 147.237. 8. 50 e tikshuv.idf.il Bl ock_Ulp Al _Nets drop 1
89. 248. 172. 207 Net her | ands 147.237.76.176 test.ncore.idf.il Bl ock Np Al _Net drop 1
185.94.111. 1 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
179.111. 228. 183 Brazil 147.237.77.121 e navy.idf.il ock Wdp Al Nets drop 1
54.72.182. 187 Irel and 147. 237.77. 216 dover. i df.il Block Udp All Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237.8. 24 elifestyle.idf.il Block Np Al _Net drop 1
89. 248. 172. 207 Net her | ands 147.237.0. 16 ny-kosher-kravi .idf.il Block Np Al _Net drop 1
181. 196. 17. 34 Ecuador 147.237.0. 200 nu.idf.il Bl ock_Ulp Al _Nets drop 1
60. 186. 204. 10 Chi na 147.237. 76. 202 e halag.idf.il Bl ock_Udp All _Nets drop 1
213.238.176. 44 Tur key 147.237.77. 243 nobi le.idf.il ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
195. 154. 200. 93 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
207. 46.13. 70 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
40. 76. 34. 233 147.237.76. 196 Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
40. 76. 34. 233 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
41.169. 77. 218 147. 237.77. 170 South Africa naar achot . i df . i | ET SCAN NMAP -sS wi ndow 4096 1
40. 76. 34. 233 147.237.76. 199 Lhited Sates e.nakchal .idf.il ET SCAN Potential SSH Scan 1
40. 76. 34. 233 147. 237.76. 38 Lhited Sates eenetav.idf.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147 147. 237.77. 243 Lhited Sates nobi | e.idf il ET SCAN NMAP -sS wi ndow 1024 1
185. 72.179. 221 147. 237. 0. 200 rau. i df . i | ET SCAN Potential SSH Scan 1
41.169. 77. 218 147.237.77. 170 South Africa nmaar achot . i df . i | ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

At acker

ountry ‘Target Addr ess ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover. i df .i|dr op SAMrul e drop 33
. . . SYNtAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence vi ndow scal e noni t or 18
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i of .i|Bad TOP sequence SAK retransmt with different ooy f17
w ndow scal e
. . . SYNtAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence vi ndow scal e noni t or 16
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover. i of .i|Bad TOP sequence SAK retransmt with different ooyior |15
w ndow scal e
. . . SYNtAXK retransnmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence wi ndow scal e noni t or 14
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover i f.i[Bad TCP sequence SNAQC retransmt with different foonitor |14
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d AGK nunber noni t or 13
Sreanming BEngine: TCP Invalid i i ssi
66.249. 64. 190 |[Lhited Sates  |147.237.72. 166 |aka. i df il 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 10
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 133 |Doni ni ca 147.237.77.74 [lawidf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence I nval i d ACK nunber noni t or 9
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 9
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
212. 143. 142. 56 |l srael 147.237.77. 216 |dover.i df .i|dr op First packet isn't SYN drop 9
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i of .i|Bad TOP sequence SAK retransmt with different oo o
w ndow scal e
. . . SYNPAXK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence wi ndow scal e noni t or 9
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I nval i d ACK nunber noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 [lawidf.il |Bad TCP sequence I nval i d ACK nunber alert 8
192. 243. 55. 129 |Doni ni ca 147.237.77.74 [lawidf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.i[Bad TCP sequence SIAK retransmt with different noni t or 6
w ndow scal e
Russi an .. |Streaming Engine: TCP Invalid Invali d segnent retransnission.
141.8.132.112 | o0 147.237.72. 166 |aka.idf . il Ret 1 ansm ssi on Packet dr opped. drop 6
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d AGK nunber noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I nval i d ACK nunber alert 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence I nval i d ACK nunber alert 5
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence I nval i d ACK nunber alert 5
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il |Bad TCP sequence I nval i d ACK nunber alert 4
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i of .i|Bad TOP sequence SAK retransmt with different oo
w ndow scal e
. . . SYNPAXK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence wi ndow scal e noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i of .i|Bad TOP sequence SAXK retransmt with different oo
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover. i df .i|dr op First packet isn't SN drop
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence Inval i d ACK nunber alert
. . . SYNtAXK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence wi ndow scal e noni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover. i df . i [dr op Frst packet isn't SN drop 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i|Bad TCP sequence I nval i d ACK nunber alert 4
192. 243. 55. 132 |Coni ni ca 147.237.77.74 |lawidf.il |Bad TOP sequence SAK retransmt with different oo s
w ndow scal e
46. 19. 85. 12 | srael 147.237.72. 166 [aka. i df .i] |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
192. 243. 55. 136 |Don ni ca 147.237.77. 216 |dover.idf .i|Bad TCP sequence Inval i d ACK nunber alert 3
192. 243. 55. 129 |Dom ni ca 147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
66.249. 64. 190 |Lnited Sates |147.237.72.166|aka. i df .i | mu;r(\;)r: éff"i |L/'1‘afﬁ;‘ﬁsortn‘;/ downl oadf o m asp B ock 7
66.249.64.190 |lLnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unhaut hori zed URL Access from 66. 249. 64. 190 B ock 4
2.54.153. 164 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code Bl ock 3
106. 68.146.76 |Australia 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 2
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df.i |l Unaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. B ock 1
40.77. 167. 20 Lhited Sates |[147.237.77.216|dover.idf.il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1
194. 72. 238. 241 LKTi;gegom 147.237.77.216|dover.idf.il Uhaut hori zed URL Access to / Bl ock 1
68.180.228. 112 [lnited Sates |147.237.77.216|dover.idf.il marzﬁ(erl Jyl%%gﬁélaé;\?; fggxmmi n B ock 1
63.245.219.54 |lnited Sates [147.237.72.156|anan.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
197. 231. 221. 211 |Li beri a 147. 237.77. 216 |dover . i df . i | oRL 18 fhave Roor Dreatory /] cquery query-1.4.2. i Bl ock 1
68.180.228.175 [lLnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il PHP Att enpt B ock
213.8.204.34  |israel 147. 237. 72. 166 |aka. i df . i | \Twara't;elr m%??/?;ﬁ/!a?hiiﬁggiigr ot onwi zard e st e aspx None 1
74.82.47.2 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to www tikshuv.idf.il/wp-1ogin. php Bl ock 1
157. 55. 39. 93 Lhited Sates [147.237.0.16 |ny-kosher-kravi .idf. il [Unhauthorized UR. Access to www ny-kosher-kravi.idf.il/ B ock 1
216.218. 206. 68 |[Lnited Sates |[147.237.72.167]i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
74.82.47.3 Lhited Sates [147.237.0.17 ][n inly- kosher -kravi . id Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
38.111.147.88 |Wnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwuidf.il/894-he B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wa i df . i |/ hal ochamim B ock
66.249.79.202 |Wited Sates [147.237.72.156anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock

03-04-2016-03:04:04 to 03-04-2016-04:04:04




