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M dover.idf.il

Miawidf.il

M aka. idf.il

M natpash. i df i |

M navy.idf.il

M idf.il

¥ naarachot . i df.il

M radi matal .idf.i
e.dover.idf.il

M e. nat pash. i df .i |

W 192. 243.55. 133
192. 243.55. 131
I 82. 145. 208. 76
89. 139. 231. 238
Il 41.33.231.90
W 199. 227. 242. 46
I 141.8.132. 112
M 61. 135. 189. 106
212. 143. 142. 56
M 37. 26. 147. 240




03-04-2016-02:04:01 to 03-04-2016-03:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
82. 145. 208. 76 Eur ope 147.237.77.176 nat pash. i df . i | ock I p Vb _In drop 20

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3

204. 42. 253. 2 Lhited Sates 147.237.0. 19 nadi matal .idf.il Bock Np All Net drop 2

179. 43. 144, 33 Sntzerl and 147.237.0. 15 kosher-kravi .idf.il Bock Np All _Net drop 1

204. 42. 253. 2 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
162.216. 114. 158 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1




03-04-2016-02:04:01 to 03-04-2016-03:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
91.121. 169. 194 France 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2
199. 30. 25. 99 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou-+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 179 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




03-04-2016-02:04:01 to 03-04-2016-03:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 8
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
185. 56. 82. 54 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
128.127.0. 45 147.237.76. 177 |Italy ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
61.240. 144. 64 |147.237.76.30 |China hi nush. i df . i ET SCAN NVAP -sS wi ndow 1024 1
195. 216. 176. 244|147. 237. 77. 212 |Latvia e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 56. 82. 54 147.237.0.33  [Netherl ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
128.127. 0. 45 147.237.76. 177 |Itay ncore.idf.il ET SCAN NMAP -sS w ndow 4096 1
128.127. 0. 45 147.237.76. 177 |Italy ncore.idf.il ET SCAN NVAP -f -sS 1
213.136.91.26 |147.237.0.16 |Gernmany ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
195. 216. 176. 244(147. 237. 77. 178 |Latvia e. mat pash. i df .i | ET SI‘AN Behavi or al U1usu§J ly fast Termnal Server Traffic, 1

Potential Scan or Infection
185. 72.179. 221 |147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1




03-04-2016-02:04:01 to 03-04-2016-03:04:01

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry [Target Address |Ste Signature Action ‘Count
89. 139. 231. 238 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 16
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
. e SYNtACK retransmt wth .
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal & monitor |13
199. 227.242. 46 |lnited Sates 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
Russi an Lo Sreamng Engine: TCP Invalidinvalid segnent retransnssi on.
141. 8.132. 112 er ati on 147. 237.72. 166 |aka. i df .i | Ret 1 ansmi ssi on Packet dr opped. drop 9
192.243.55.133 |Cominica 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNACK retransmt wth monitor |8
different w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber nonitor (8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 6
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 6
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor (6
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
5. 22.130. 96 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor (5
Sreamng Engine: TCP Invalid i i ssi
66.249.66.90  |lhited Sates 147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssion. |, ., 4
Ret r ansni ssi on Packet dr opped.
189. 218. 162. 104|Mexi co 147.237.0.200 |mdu.idf. il Geo-l ocation enforcement |0 !ocation inbound drop 4
enf or cenent
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 4
91.200.12. 141  |lkrai ne 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 4
. s . Geo-1 ocati on i nbound
201. 173. 134. 198|Mexi co 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent erf or conent drop 4
31.210.188. 115 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor 3
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 3
- . . SYNFACXK retransmt wth .
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal 6 monitor 3
61.135. 189. 106 [China 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Tineout [reject 3
Sreaning Engine: TCP Invalid i i ssi
77.127.14.59  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
93.146.44.155 |italy 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.123.30 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
192. 243.55. 131 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
192. 243.55. 133 |Doni ni ca 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject
Sreaning Engine: TP Invalid i i ssi
109.253.212.7 |israel 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
79.179. 195. 205 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
2.52.52.6 I'srael 147.237.72. 166 |aka i df .i 9 =9 Inval i d segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
84.108. 5. 233 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
91. 200. 12. 7 Wkrai ne 147.237.77. 170 |naar achot . i df . i | drop SAMrul e drop 2
195. 60. 232. 57  |Israel 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243.55. 131 |Domi ni ca 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 2
37.26.147.240 |[Israel 147. 237.77. 216 |dover.idf.il Bad TCP sequence alert 2
192. 243.55. 131 |Donmi ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence nonitor |2
192. 243.55. 131 |Donini ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNACK retransmt with monitor |2
different wndow scal e
37.26.147.240 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence nonitor |2
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 2
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence monitor |2
37.26.147.240 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber nonitor |2
188. 32. 55. 220 R‘F et on 147.237.77. 226 [ " chanat z. aka. 1df 1pad TCP sequence Inval i d ACK nunber moni tor |1
141. 212, 122. 113|Wited Sates 147.237.77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenent S:?O'r ng:eln?n I nbound drop 1
123.126.113. 80 [China 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
141.212. 122. 198|Wnited Sates 147.237.8.24 |elifestyleidf.il  |Geo-location enforcement |01 ocation inbound drop 1
enf or cenent
208.54.83.209 [wited Sates 147. 237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.187. 253. 17 'F;zz'bl S 1147, 237. 72. 166 [aka i f i Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 75 |Wited Sates 147. 237.77. 227 |e. hanaz. i of . i1 Geo- | ocati on enf or cenent Sﬁfolr Sgi'mon | nbound drop 1




03-04-2016-02:04:01 to 03-04-2016-03:04:01

|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address |[Site S gnature Action ‘Count

37.238.120.22 |[iraqg 147.237.77.216|dover.idf .i | Dstributed Unhaut hori zed URL Access on waw idf.il/arr/ Bl ock 4
208.115.113. 88 |Uhited Sates |147.237.76.86 |navy.idf.il r?aj;r: 3;’? ield/ ;“33;;‘?; S;dasﬁsﬁg\f\fe;fu;”asp Bl ock 4
66.102.8.233 [Wnited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 3
68.132. 177. 198 [Lhited Sates |147. 237. 77. 216 |dover. i df . i | parane &t IT/yf(fS;'{ gln‘;’“ (;O?lr;rcltgsoé)f@m ent M acetbl der 18t xt Enai | in Bl ock 2
185. 32. 179. 128 |I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock

66.102.8.238 |lhited Sates [147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock

93.160.60.22 [Denmark 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1503-en/ dover. aspx. B ock 1
31. 210. 188. 115 |I srael 147.237.72. 166 |aka. i df . i | mmwlfungk"‘gizfar_?ﬁn;r nf;;fr?;c/t;a?gficg:ﬂgfcphsaChar$°t' 09 in None 1
192.243. 55. 133 |Dom ni ca 147.237.77.216 dover. i df . i mu:gf?rillzliinﬁt:f;i; (tec(i)/ user cont r ol s/ header upper / Bl ock !
66.249. 64.233 [Wnited Sates [147.237.77.216|dover.idf.il Ostributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
112. 198. 103. 96 |Phi | i ppi nes 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
66.249.93.52 |lnited Sates |147.237.77.234|hal ag.idf.il Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/bul l et 1. gif  |B ock 1
157.55.39.252 |Whited Sates [147.237.72.166(aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/rabanut/ 62048 B ock 1
65.55.210. 232 |Uhited Sates |147.237.77.216|dover.idf.il DO stributed Whaut horized LR Access on ww idf.il/error.htm B ock 1
208.115.113. 88 |Lhited Sates |147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/edi i yorman/ yoran. asp B ock 1
178. 212. 100. 47 |Wkr ai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df . il/mai n/ sachar' a=0 B ock 1
220. 255. 146. 81 |9 ngapore 147.237.77.216|dover.idf .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
88.75.189.79 [Germany 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/894-en/i df gdover . aspx B ock 1
24.199.9.162 |lhited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
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