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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|signature

|Device Action|Count

82.145.211. 192 Eur ope 147.237.77. 216 dover.idf.il Bl ock_Ip Véb In drop 8
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 6
109. 253. 143. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46.116. 114. 154 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
179. 43. 144. 33 Sni tzerl and 147.237.77. 227 e hanaz.idf.il Block Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
114.99.179. 11 Chi na 147.237.0. 16 ny-kosher-kravi.idf.il |B ock UWdp Al _Nets drop 1
31.170. 164. 244 Uni ted Ki ngdom 147.237.76. 38 e.eneitav.idf.il B ock Np Al _Net drop 1
185. 130. 5. 196 147.237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1
162.216. 114. 158 Lhited Sates 147.237. 8. 27 e.nadimatal .idf.il Bl ock Udp All _Nets drop 1
46.17. 40. 227 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
162.216. 114. 158 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
91.121. 169. 194 France 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 179 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

|Signature

192. 35. 222. 17 147.237. 77. 216 Lhited Sates dover.idf.il ET D05 SSL Bonb DoS Att enpt 5
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61. 240. 144. 65 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
202. 71. 25. 29 147.237.76. 44 India e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 203. 83. 25 147.237.77. 226 Tuni si a wa charmat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
185. 72. 179. 221 147.237.0. 16 ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 54 147.237.0. 16 Net her | ands ny- kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
119.188.4.9 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential VWNC Scan 5800- 5820 1
61. 240. 144. 65 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
202. 71. 25. 29 147.237.76. 44 India e.refuah idf.il ET SCAN NMAP -sS wi ndow 4096 1
196. 203. 83. 25 147. 237.77. 226 Tuni si a waw chanat z. aka. i df . i | ET SCAN NMVAP -sS wi ndow 3072 1
185. 72. 179. 221 147.237.0. 35 akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 54 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
119.188. 4.9 147. 237. 76. 201 Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
119.188.4.9 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.77. 121 Chi na e.navy.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 30
Sreaning Engine: TGP Invalid i i ssi
141.53.243.67 |Germany 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. g 20
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Russi an S Streaming Engi ne: TCP Inval i dinvalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf . il Ret 1 ansni ssi on Packet dr opped. drop 6
91.200.12. 106 |lkrai ne 147.237.77. 170 |n@ar achot . i df . i | drop SAMrul e drop
91.200. 12. 136  |lkraine 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop
Sreaning BEngine: TGP Invalid i i ssi
93.146.44.155 |italy 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i Ssi
2.52.19. 229 I'srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.182.51.91  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
61.135.189. 106 [China 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning BEngine: TCP Invalid i i ssi
46.19.85.207  |israel 147. 237. 72. 166 |aka i o . i 9 =9 Invalid segnent retransmssion. 3
Ret ransmi ssi on Packet dropped.
: e . TLS Servers G pher SQuites .
192.35.222.17 |Uited Sates [147.237.77.216|dover.idf.il SS. Enforcenent Mol ation WUl nerabi 1ty Scanni ng Tool s rej ect 2
91. 200. 12.7 Lkrai ne 147.237. 77. 170 |n@ar achot . i df . i | dr op SAMrul e drop 2
201. 173. 134. 198|Mexi co 147.237.0.33 [idf.il drop drop 2
201. 173. 134. 198|Mexi co 147.237.0.35 |akavs.idf.il drop drop 2
189. 218. 162. 104 |Mexi co 147.237.0.33 [idf.il drop drop 2
Sreaning Engine: TGP Invalid i i ssi
157.55.39.58  |Wnited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 2
Ret ransmi ssi on Packet dr opped.
91.200. 12. 141  |krai ne 147.237.77. 170 |n@ar achot . i df . i | dr op SAMrul e drop 2
189. 218. 162. 104|Mexi co 147.237.0.35 |akaws.idf.il drop drop 2
89. 139. 231. 238 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198.20.70.114 |[Uhited Sates |147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
46.121.77.17 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |1
172.56.39.194 |Uhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.142.64.75 | srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.78 |Uited Sates [147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
70.193.103.90 [Lhited States [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
46. 116. 114. 154 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212. 122. 199| Wi ted Sates  [147. 237. 77. 121 |e. navy. i df . i1 Geo- 1 ocati on enf or cenent gﬁ?;)'rggi'mon I nbound drop 1
50. 141. 76.0 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
185. 106. 94. 49 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 113|Uhited Sates [147.237.0.35 |akaws.idf.il drop drop 1
109. 64. 32. 75 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor |1
; . . SYNPAXK retransnmit with different .
75. 40. 20. 134 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 1
192. 115. 177. 203|I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.116. 114. 154 |l srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 200|Wited Sates |147.237.77. 121 e navy.idf . il Geo-1 ocation enf or cenent gﬁ?;)'rggi'mon I nbound drop 1
Anonynous s . .
8.37.227.70 Pr oxy 147.237. 77. 216 |dover.i df i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
141.212.122.69 |wited Sates |[147.237.8.14 |e orchot.idf.il Geo- 1 ocati on enf or cenent gﬁ?;)'rggi'mon I nbound drop 1
50. 141. 76.0 Lhited Sates |[147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
188. 32. 55. 220 R‘Sf;:t”i o 147.237.77. 226 | "} chamatz.aka.1df 1pad TCP sequence Inval i d ACK number moni tor |1
46.19. 85. 188 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 114|United Sates [147.237.0.35 |akaws.idf.il drop drop 1
109. 253. 143. 214|I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 60. 232. 57  |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 116. 234. 159 [l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
Russi an ] S . Geo- | ocati on i nbound
146. 185. 239. 102|_ - & 147.237. 76. 197 |e. hi nush.i df . i Geo- | ocati on enf or cenent enf or cenent drop 1
24.114.84.200 |Canada 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.70 |hited Sates |147.237.8.14 |e.orchot.idf.il Geo- 1 ocation enforcement |0 !ocation inbound drop 1
enf or cenent
141.212.122. 121|Uhited Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.126.113.80 |China 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
173.208.136. 170|Lnited Sates |147.237.76.31 |nakchal .idf.il Mil tipl e Waut hori zed URL Access from 173.208. 136. 170 B ock 38
173.208.136. 170|lhited Sates  [147.237.76.31 |nakchal .idf.il Ml tipl e Admin B ocking from 173. 208. 136. 170 B ock
131.253.25.152 |lhited Sates  [147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock
189. 218. 162. 104|Mexi co 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to /tnunbl ock. cgi B ock
23.81.70.3 United Sates 147.237.77.226 :‘IW\:I;I chamatz. aka. 1d mu(t:ggrrrxlitzzédaktﬁ d’?‘??(lajssh;cr)ed/ user cont r ol s/ header upper / B ock !
201. 173. 134. 198|Mexi co 147.237.0.34 |tikshuv.idf.il D stributed Unaut hori zed LRL Access on /t nunbl ock. cgi Bl ock 1
91. 109. 30. 95 Ger many 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw idf.il/arr/ B ock 1
189. 218. 162. 104 |Mexi co 147.237.0.19 |[nadimatal .idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
157. 55. 39. 41 Lhited Sates |147.237.77.216|dover.idf .il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
37.142. 64. 99 I srael 147.237.77.216|dover. i df . il Uhaut hori zed LRL Access to waw i df.il/https:/wwidf.il/ B ock 1
212.182. 119. 147|Fol and 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
173. 208. 136. 170|United Sates  |147.237.76.31 |nakchal . i df .i | chau hor zed L e O et ranager asset manager . asp|B1 0K 1
95. 0. 35. 167 Tur key 147.237.77.216|dover . i df . i D stributed Whaut hori zed URL Access on wwwidf.il/arr/ B ock 1
189. 218. 162. 104 |Mexi co 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to /tmunbl ock. cgi B ock 1
168. 235. 206. 230|Uhited Sates  |147.237.77.216|dover.idf.il Lhaut hori zed UR. Access to waw idf.il/arr/ Bl ock 1
37.236.8.16 I'raq 147.237.77.216|dover . i df . i D stributed Whaut hori zed URL Access on wwwidf.il/arr/ B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df . il wwwv. i df . i 1/tenpl at es/ navirenu/ kkkkkkk=cd07baa9kkkkkkk_cd07 |B ock 1
baa9
109. 64. 10. 40 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
201. 173. 134. 198|Mexi co 147.237.0.15 |kosher-kravi.idf.il |Dstributed Uhauthorized URL Access on /tnmunbl ock. cgi B ock 1
173.208. 136. 170|Uhited Sates  |147.237.76.31 |nakchal .idf.il Admin Bl ocki ng B ock 1
66.249. 64.233 |lLhited Sates  [147.237.77.216|dover.idf .il D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 1
185.13.112.60 |l 147. 237.72. 166 |aka. i df . i | shaut hori zed Rl pedess 10 aspx Bl ock 1
130.49.75.73  |Wnited Sates  [147.237. 77. 216 |dover . i df . | m“itdr}o_riilzles?pg‘ofggssﬁ N oasta, g Bl ock 1
201. 173. 134. 198|Mexi co 147.237.0.19 |madimatal .idf.il D stributed Waut hori zed URL Access on /tnunbl ock. cgi B ock 1
66.249.66.60 [Lhited Sates |147.237.76.86 [navy.idf.il ﬁs;’_tihgfr_' izle/dgiﬂ‘s/;cocriﬁ ;szlsho o o um asp Bl ock 1
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