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03-03-2016-22:04:01 to 03-03-2016-23:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
82. 145. 222. 98 Eur ope 147.237.77.176 nat pash. i df . i | Bl ock_Ip Véb In drop 11
79.182.128. 122 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 6

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 4

81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 3
71.6.167. 142 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il Block Np All _Net drop 1

186. 42. 166. 126 Ecuador 147.237.8. 24 elifestyle.idf.il Bl ock_Ulp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1




03-03-2016-22:04:01 to 03-03-2016-23:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
61. 135. 189. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 3
149. 88. 188. 253 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL Bl ock 3
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 2




03-03-2016-22:04:01 to 03-03-2016-23:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 66. 75 147.237.77.176 |Lhited Sates  |natpash.idf.il ET SCAN NVAP -sA (2) 307
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
138.36.0. 3 147. 237.76. 34 yohal an. i df . il ET SCAN NVAP -sS wi ndow 1024 1
. o SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
113. 76. 90. 49 147. 237. 77. 235 [Chi na svivaidf.il ) ) - 1
deni al of service attenpt
216.227.58.7 147.237.8.14 |lLnited Sates |e.orchot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
98.119. 105. 221 |147.237.76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 243 |Lhited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
L ET DO5 Large amount of TCQP ZeroWndow - Possibl e Nkiller2 DDos
31.154. 25. 42 147.237.77. 216 [I srael dover.idf.il 1
attack
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
190. 18.41. 113  |147.237.76.31 [Argentina nakchal .idf.il . 1
Potential Scan or Brute Force
185. 72.179. 221 |147.237.76.31 nakchal .i df .il ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.0.15 |China kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
138.36.0. 3 147.237.76. 42 refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
, _ .. |ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
114. 88. 222. 238 |147.237.8. 27 Chi na e.nadimatal .idf.il . 1
Potential Scan or Brute Force
216.227.58.7 147.237.76.31 |lhited Sates |nakchal .idf.il ET SCAN NVAP -sS wi ndow 3072 1
98.119. 105. 221 [147.237.76.197 [Lhited Sates |e hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
216.227.58. 7 147.237.8.14 |Wited Sates |e.orchot.idf.il ET SCAN NVAP -f -sS 1
93.174.93.96 147. 237.77. 212 |Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 116. 147|147. 237. 77. 227 |Lhited Sates |e hanaz.idf.il ET SCAN Potential SSH Scan 1
62. 210. 69. 71 147. 237. 77. 227 |France e hanaz.idf.il ET SCAN Potential SSH Scan 1
192. 243. 55. 133 [147. 237. 77. 216 |Doni ni ca dover.idf.il portscan: TCP O stributed Portscan 1
185. 72.179. 221 |147.237.76. 31 nakchal . i df il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
183.100. 95. 146 |147. 237. 76. 38 |FO"6& Fepublic | o eitav.idf.il . y 1
of Potential Scan or Brute Force
180. 97. 106. 161 |147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

count ry ‘Target Address |Ste Signature Action ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
e SN retransnmit wth different .
149. 78. 150. 154 |l srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence i ndow scal noni t or 27
84.94.41.43 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
Sreaning Engine: TGP Invalid i i ssi
5.22.135. 2 I'sral 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
e SN retransmit wth different .
109. 65. 210. 83 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e moni t or 18
L . . SYNPAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 16
Sreaming Engine: TGP Invalid i i ssi
109. 64. 181. 63 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmssion. drop 15
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreamng Engine: TCP Invalid i i ssi
79. 183, 150. 214 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.181. 36. 239 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g nvalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
- s SYN+AXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal 6 noni t or 12
192. 243. 55. 129 |Domi ni ca 147. 237. 77. 216 |dover. i df . Bad TCP sequence SINHAK retransmt with different oo 1qg
w ndow scal e
84.94.41. 43 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 11
192. 243. 55. 131 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 11
84.94.41.43 I srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243. 55. 134 |Domi i ca 147.237.77.74 |lawidf. il Bad TCP sequence SIAXK retransmt with different oqivor 10
W ndow scal e
. . SYN+AXK retransmit with different .
79.180.61.36 |[lIsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence i ndow scal & noni t or 10
192. 243. 55. 136 |Comi ni ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different \ ohivor s
W ndow scal e
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
84.94.41.43 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 131 |Domi ni ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIHAK retransmt with different | oo g
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 7
192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Inval id ACK nunber noni t or 7
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 7
Sreamng Engine: TCP Invalid i i ssi
109. 64. 181. 63 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 131 |Domi ni ca 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
62. 219. 128. 187 |l srael 147.237.72. 166 |aka i f .11 9 =9 Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
79.179.39.175 |israel 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop
87.71.94.107  |[lIsrael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 |Domi i ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different \ohivor |6
W ndow scal e
Sreaning Engine: TGP Invalid i i ssi
176.13.10. 145 |israel 147.237.77. 243 |nubi l e.i df .i 9 =9 Inval i d segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Domi i ca 147.237.77.74 |lawidf. il Bad TCP sequence SIAK retransmt with different \ ohivor |6
W ndow scal e
109. 64. 235. 206 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop
. . . SYN+AXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal & noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.183.12.60 |Israel 147.237.77. 243 |nobi | e. i of .| g =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber aert 6
87.71.94.107 |[lIsrael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber aert 5
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
87.71.94.107 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
185. 26. 180. 176 L;;';;gom 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df .| Bad TCP sequence Ws'ln]dﬁ(s::: reansm't wthdifferent | ogitor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
185.32.179. 180 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 156
46. 19. 86. 149 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 74
37.142.64.2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
109. 253. 128. 193]l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46. 19. 86. 152 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
46.19. 85. 243 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
77.126.205. 131 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. - . Unaut hori zed URL Access to
213.57.59. 74 I 'srael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1071 B ock 2
176.13.10.230 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock
77.127.240. 235 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
79.182.142.88 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
Lhi ted . . . O stributed Unaut hori zed URL Access on
66. 220. 158. 113 Sates 147.237.0.34  |tikshuv.idf.il 147.237.0. 34/ si p_storage/ fi | es/ 4/ si ze220x0/ 1744. j pg Bl ock !
37.26.146.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
www. chamat z. aka. i _ ,
185. 25. 151. 159 |Pol and 147.237.77. 226 df il Lhaut hori zed URL Access to testp2. czar. bi el ana. pl /t est proxy. php Bl ock 1
91.108. 88. 92 Ger many 147.237.77.74 [lawidf.il Unaut hori zed URL Access to ww | aw i df .il/228-hel fag. aspx Bl ock 1
68. 180. 228. 170 ;h;:ee: 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
207.241. 229. 224 g;g: 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to wanidf.il/atal B ock 1
. - . . SS. Lhtraceabl e Gonnection - Protocol violation
113. 76. 90. 49 Chi na 147.237.77.235|sviva.idf . il (SSL CONN LI ENT FELLO) None 1
79.182.142.88 |[Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/mlluiniindex Bl ock 1
66. 249. 64. 51 ;“;tteeg 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. . O stributed Unaut hori zed URL Access on
37.26.148.243 |Israel 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
waw. chamat z. aka. i |uhaut hori zed URL Access to
91.108.88.248  (Gernany 147.2317.77. 226 af.il v chanat z. aka. i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
Lhi ted . . Unaut hori zed URL Access to
23.80. 148. 140 Sates 147.237.77. 216 dover . i df . i | wwy i df . i |/ shared/ user controal s/ header upper/ Bl ock !
83.130. 121. 107 |[lIsrael 147.237.77. 216 |dover . i df . il O stributed Whaut hori zed URL Access on wwvidf.il/https:/wanidf.il/  [B ock 1
66. 249. 64. 233 g"alt:g 147.237.77. 216 |dover.i df . il Ml tipl e Uhaut hori zed URL Access from 66. 249. 64. 233 B ock 1
192. 243. 55. 136 | Doni ni ca 147. 237.77. 216 |dover i df . i | Lhau.t hori z_ed LFL Acc_ess to oy df . |/ newsi t e/ movi es/ yassi n2. wv 8 ock 1
http:/ww i df.il/newsitel novi es/yassi n7.
. . D stributed Lhaut hori zed URL Access on
109. 65.210.83  |Israel 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
Unhaut hori zed URL Access to
. . www i df . i1/1133- he/ i df gdover . aspx&sa=u&ed=0ahukew ayczogax| ahwe
213.151.56. 241 |l srael 147.237.77. 216 |dover . i df .i | asokhct vaf 4qf ggqnangsi g2=F Oyf i wf vpsot nr | qursqoausg=af g cnhwr p B ock 1
u9xpyj bermmoa8r 6947eaf xf da
46.119.122. 177 |Wkraine 147.237.77.216|dover . i df . i Distributed Uhauthorized LRL Access on wwwidf.il/nazi/ Bl ock 1
23.106. 166. 25 ;“;tteeg 147.237.77.74 |lawidf.il Mil tipl e Unaut horized LRL Access from 23.106. 166. 25 Bl ock 1
178.39.218.11 |Sntzerland [147.237.77.216|dover.idf.il Untraceabl e SSL Sessions: (pen Mde None
84.94.41. 43 I srael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None
Lhited . . Unaut hori zed URL Access to
66.249.64.233 [o . 147.237.77.216|dover . i df . i wewv i of i1/ nternational training/about i srael . asp B ock 1
. . O stributed Unaut hori zed URL Access on
46.19. 85. 64 I srael 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
207. 241. 229. 222 ;h;:ee: 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 207. 241, 229. 222 Bl ock 1
. . O stributed Unaut hori zed URL Access on
109. 186. 5. 197 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css Bl ock 1
79.181.166. 178 |[Israel 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ 901- 7748- he/ ti kshuv. aspx [Bl ock 1
46.121. 132. 234 |Israel 147.237.77. 216 |dover.i df . il O stributed Unauthorized LRL Access on wwidf.il/https:/wanidf.il/  |B ock 1
Lhited . . Unhaut hori zed URL Access to
23.106.166. 25 Sates 147.237.77.74 [lawidf. il vy | aw i df . i |/ shared/ usercontrol s/ obbyi nf ocent eri t ent B ock !
185. 25. 151. 159 |Pol and 147.237.77. 216 |dover.idf .l Uhaut hori zed LRL Access to testpl. pivo. pil a. pl /test proxy. php B ock 1
87. 69. 245. 96 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka. i df.il/nai n/ sacahar Bl ock 1
Lhited . . - Unaut hori zed URL Access to
66.249.66.140 o o 147.237.76.200|ei tan. aka. i df . i | eitan. aka i df i1/t enpl at es/ honepagel homepage. aspx B ock 1
207.241.229. 223 g‘;tt:: 147.237.77.216|dover . i df . il Ml tiple Unhauthorized URL Access from 207.241. 229. 223 B ock 1
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