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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
211. 93. 245. 246 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34631
219.1.32.108 Japan 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 34237
96.118. 141. 93 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 34232
35. 224. 81. 109 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 34143
71.137.4.198 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34026
21. 3. 68. 85 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33967
16. 162. 182. 64 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33815
143. 229. 217. 226 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 33697
16. 116. 98. 89 Lhited Sates 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 33377
148. 239. 24. 106 Mexi co 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 32947
155. 52. 16. 103 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32876
205. 93. 155. 250 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32790
172.97. 199. 27 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32756
43.110. 84. 160 Japan 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 32754
156. 122. 37. 165 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32679
193.114.122. 37 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32495
78. 233. 176. 246 Fance 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32383
239. 59. 76. 138 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32372
102. 147. 55. 242 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32328
97.43.233. 14 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 32327
237.10. 43. 152 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32276
120.123.112. 168 Tai wan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32259
19. 145. 248. 91 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32220
113. 124. 54. 219 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32202
111. 64. 247. 99 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32155
208. 97. 84. 238 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 32150
115. 153. 49. 28 Chi na 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32131
246. 163. 99. 95 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 32101
45. 39. 68. 81 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 32100
229. 16. 56. 84 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 32097
238. 130. 101. 45 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32096
210.226.121. 38 Japan 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 32081
215. 151. 159. 202 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32063
36. 38. 139. 33 Korea, Republic of 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32060
107.123.114. 115 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32048
24.195. 34. 18 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 32017
0.124.163. 241 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31996
222.234. 48. 234 Korea, Republic of 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 31980
237.87.228. 169 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 31959
16. 215. 180. 222 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31951
85. 64. 62. 200 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31948
85.17. 29. 72 Net her | ands 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31946
167. 236. 229. 197 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31921
247.203. 216. 9 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 31889
33.91.243. 129 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 31838
25.90. 125. 161 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31783
204. 13. 219. 84 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 31777
211.136. 123. 95 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31702
118. 240. 120. 95 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 31689
215.82.179. 31 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 31669
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S’gnature Devi ce Action |Oount |
79.177. 25. 69 I srael 147.237.0. 34 tikshuv.idf.il[C1000138: HITP. prefix 1.01 in the LR B ock 23
213.57.34.125 I srael 147.237.0. 34 tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 8
79.176.177. 186 | srael 147.237.0. 34 tikshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 8
87.70. 84. 46 I srael 147.237.0. 34 tikshuv.idf.il[C1000138: HITP. prefix 1.01 in the LR B ock 6
79.181.183. 121 I srael 147.237.0. 34 tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the URL B ock 5
192. 116. 55. 185 | srael 147.237.0. 34 tikshuv. i df.il|ClL000138: HITP. prefix 1.01 in the LR B ock 3
94, 159. 209.202 |l srael 147.237.0. 34 tikshuv.idf.il[C1000138: HITP. prefix 1.01 in the LR B ock 2
245, 89. 129. 227 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
247.1.61.217 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
247.168. 68. 175 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241.211.16. 132 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
243.132.163. 213 147.237.77.216 |dover.idf.il [0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
249.87.21.36 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
243. 167. 127. 236 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
251.7.108. 117 147.237.77.216 |dover.idf.il |[0055: IP Source | P Address Spoofed (Reserved for Testing) B ock 1
252.198. 102. 63 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
245, 135. 26. 229 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 42. 255. 25 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
254.139. 237. 193 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
248.127.77. 40 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
241.252. 241. 225 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
250. 44. 231. 47 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
251. 221. 240. 157 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
244. 140. 141. 150 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
253. 164. 32. 165 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
246.77.88. 21 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 255. 97. 31 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
255.114. 159. 234 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
242.212.62.13 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
245.117. 155. 163 147.237.77.216 |dover.idf.il |[0055: 1P Source | P Address Spoofed (Reserved for Testing) B ock 1
247.26.235. 91 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.189. 6. 245 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
249. 106. 221. 99 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
243.196.9. 175 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
251. 25.128. 2 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
252.219. 242. 170 147.237.77.216 |dover.idf.il |[0055: 1P Source I P Address Spoofed (Reserved for Testing) B ock 1
245. 156. 79. 204 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 66. 253. 141 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
254. 162. 196. 137 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
248. 144. 219. 26 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
242.20.138.72 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
250. 69. 44. 156 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
251.245. 212. 120 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
244. 165. 55. 64 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
253. 186. 40. 12 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
246. 98. 50. 203 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
241.23.158. 186 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
255. 134. 217. 233 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
242.231.95. 196 147.237.77.216 |dover.idf.il [0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
247.212.219. 103 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

185. 72.179. 221 [147.237.76. 199 e.nakchal .idf .il ET SCAN NVAP -sS w ndow 1024 1
37.142.228. 132 |[147.237.77. 216 |l srael dover . idf.il portscan: TGP D stributed Portscan 1
176.228.54.48 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29.121.42 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
217.132. 103. 226147. 237. 77. 216 || srael dover . idf.il portscan: TP D stributed Portscan 1
119. 180, 215. 112|147 237 76. 31 |ni na cekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
213.136.91.26  [147.237. 76. 201 |Ger many e.atal.idf.il ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.76.34 [Netherlands yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
212.143.147. 13 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
91.201. 236. 114 [147.237.77.233|lkrai ne atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.47.238.99 |147.237.77. 243 |France nobi | e.idf il ET SCAN Potential VNC Scan 5900- 5920 1
82.166.208.23 |147.237.77.216|Israel dover.idf.il portscan: TQP D stributed Portscan 1
201 106. 154. 88 |147. 237 76. 31 |vexii co vekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

81. 27.85. 27 147. 237. 8. 50 E?i;;gom e tikshuv. i df il ET SCAN Potential SSH Scan 1
189.202. 241. 84 |147.237.0.33 |Mexico idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.178.118. 63  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 120. 126. 67 |147.237.72. 166 aka.idf.il portscan: TCQP D stributed Portscan 1
45. 35, 64. 142 147.237.77. 216 dover.idf.il portscan: TGP D stributed Portscan 1
180. 97. 106. 162 [147.237.8.45 |China e.etanidf.il ET SCAN Potential SSH Scan 1
37.26.148.243  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147.237.0.16 |[China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
159. 122. 254. 212(147. 237.8.46 |Netherlands  [e.chinuch.idf.il ET SCAN Potential SSH Scan 1
2.54.32. 245 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
213.136.91.26  [147.237.77.74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
94.102.48.193 |147.237.77.19 |Netherlands  [lawforumidf.il ET SCAN NVAP -sS w ndow 1024 1
213.136.91.26 |147.237.0.33 |Ger many idf.il ET SCAN Potential SSH Scan 1
93.173.147.24  |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
212.116. 184. 161|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
88.212.40.229 |147.237.77.216|9 ovaki a dover.idf.il portscan: TCQP D stributed Portscan 1
212.47.238.99 |147.237.76. 196 |France e.svivaidf.il ET SCAN Potential VWNC Scan 5900- 5920 1
82. 81. 19. 142 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
189. 202. 241. 84 [147.237.0.33 |Mexi co idf.il ET SCAN NVAP -sS w ndow 4096 1
79. 180. 6. 74 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
189. 202. 241. 84 [147.237.0.33  |Mexi co idf.il ET SCAN NVAP -f -sS 1
46.120. 164. 211 |147.237. 72. 166 [I srael aka.idf.il portscan: TQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
91.121.73. 72 France 147. 237. 72. 156 |anan.i df .i drop SAMrule drop 593
91.121.73.72 France 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op SAMrul e drop 593
Sreaming Engine: TGP Invalid i i ssi
87.69.35.157  |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 32
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.6.212 |l srael 147. 237. 72. 156 |aman.i of . i1 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
87.71.29.148  [israel 147.237.77. 233 |atal .idf il Bad TCP sequence SNretransmt with i fferent moni tor (22
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
176.13.5.223  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
92.236.75.7 Uni ted Kingdom|147.237.77.216|dover.idf.il drop SAMrul e drop 17
R SN retransnmit wth different .
80. 246. 133. 224 |l srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence vi ndow scal e noni t or 15
Sreanming Engine: TQP Invalid i i ssi
109. 253, 211. 222|i srael 147.237.77. 243 |nobi L e. i of . i1 9 =g Invalid segnent retransmssion. |4 12
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.179.196. 151 |Israel 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.52.177.35 I'srael 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
. . . SYN+AK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 11
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
82.102.169. 113 |l srael 147.237.0.19 |nadimatal .idf.il [SYN At ack SYN -> SYN-ACK -> RST rej ect 10
46. 19. 86. 52 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TQP Invalid i i ssi
84.111.41.120 | srael 147.237.77. 243 |robi L e. i df . i1 9 =g Invalid segnent retransmssion. |4 8
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 218 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
Sreanming Engine: TQP Invalid i i sSi
79.183.195.33 | srael 147, 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
156.33.255. 219 |Wited Sates  |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 85 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreamng Engine: TCP Invalid i i ssi
46.19.86.135  |israel 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 67.175.63 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 6
176.13. 6. 212 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.142. 120 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
89.139.92.190 |Israel 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 5
217. 85. 68. 68 Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 253. 205. 236 I srael 147.237.77. 234 |hal ag. i df .i Bad TCP sequence SiNretransmt wth different mnitor |5
w ndow scal e
. . SYN+AK retransmit with different .
197.252.0.134 |Sudan 147.237. 77. 216 |dover . i df .i Bad TCP sequence vi ndow scal e noni t or 5
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.52.142.120 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor 4
46. 19. 85. 67 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
- . . SYNPAXK retransmt with different .
192. 243.55. 135 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 4
46. 19. 86. 84 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber nonitor 4
46. 19. 86. 15 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.85.245  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
176.13. 22. 12 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
2.54.2.99 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an o Streaning Engine: TCP Invalid |invalid segnent retransmission.
141.8.132. 112 erat i on 147. 237. 72. 166 |aka.i of .i Ret 1 ansii ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
2.52.17. 222 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i sSi
79.183. 166. 150 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.11.209 |[Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 15 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi
77.127.3.102  |israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.54.145.94 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
87.70.72.192  |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
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Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
82.102.169. 113 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 50
109. 253. 198. 163|l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 41
84.109.9. 72 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Unhaut hori zed Method for Known URL from 84.109. 9. 72 B ock 13
79.176.177.40 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main /giyus B ock 4
109. 253.131. 20 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 4
109. 253. 211. 222|I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
66.249.64.233 [Lhited Sates 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249, 64. 233 B ock 3
66.249.84.166 [lLnited Sates 147.237.77.216|dover.idf .l D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
Pal esti ni an
185.71.140.53 |Territory, 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 2
Qccupi ed
85. 65. 183. 235 | srael 147.237.72.166|aka. i df . i | Mul ti pl e Unaut hori zed Method for Known URL from 85. 65. 183. 235 B ock 2
80. 246.130.83 |[Israel 147.237.77.216|dover.idf .l D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1
149.78.27.229 |Israel 147.237.77. 216 |dover.i df . il O stributed Unhaut hori zed LRL Access on waw i df.il/https:/wwidf.il/ |B ock 1
66. 249. 66. 74 Lhited Sates 147.237.0.34 |tikshuv.idf.il |Uauthorized UR. Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
109. 160. 253. 216 I srzel 147.237.77.233|at al . i df . i | e ot hor zed R _Agscs)fs on Bock |1
89. 3. 154. 247 France 147.237.77. 176 |nat paSh. idf.il Dstributed PHP At tenpt B ock 1
37.26.146.179 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
195. 154. 253. 137|France 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt B ock 1
84.109.9.72 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for www aka.idf.il/mai n/gi yus/ Bl ock 1
109. 253. 205. 2361 srael 147.237.77. 234|hal ag. i df . i | 1D4§t ;'Ssugidzgftng‘;;'sfzﬂaﬁlﬁﬁﬁ ﬂif Bock |1
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |nat pash. i df . i|  [Unhauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 1
92.255.208.54 |Russian Federation |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/nazi' a=0 Bl ock 1
5.157.57. 82 Sweden 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw idf.il/14-he B ock 1
207. 241. 229. 223|lhited Sates 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ 112745, pdf  |B ock 1
85.65.183.235 |l srael 147.237.72. 166 |aka. i df . i | muék';m. ! dfidl /'\f;. r;?gaz';:r?;a‘;;l \ ps. aspx Bock |1
81.218.179. 164 [lIsrael 147.237.72. 156 [anman. i df . i | m ;L;ﬁ’_tiegf ﬂ?ur:trlogslz/izwu:_naﬁc.cﬁfs. |0? Bl ock 1
176.241.250.4 |France 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 129. 72 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
89. 3. 154. 247 France 147.237.77. 176 |nat pash. i df . i|  [Wnhauthorized URL Access to waw cogat.idf.il/xnirpc. php B ock 1
37.142.189.219 |lsrael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mbde None 1
195. 154. 253. 137|France 147.237.77. 170 [maar achot . i df . i | [Unaut hori zed URL Access to maarachot . i df.i|/wp-1o0gin. php B ock 1
84.111.41.120 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 1
79.176.217.17 |israel 147.237.72. 166 |aka. i df . i | mngkm; i???ftn;r nlc;'icor?:f/tplangicE:ﬁgchhsaChar$°t' 63 in None 1
46.121.136. 195 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .il/nai n/ sachar/ B ock 1
Unhaut hori zed URL Access to
95.86.112.206 |l srael 147.237.72. 166 |aka. i df . i | ‘S’m 2‘;%\:'(“&" ; SSL% ?“.i i;:IS/f ;iirs‘g:t;fac;}ecfgﬁéifgﬁ%‘iﬁ%ﬁ“ﬁeswj‘zgﬁ Bock |1
gf w
17.142.156. 171 |Uhited Sates 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 17.142. 156. 171 B ock 1
207.241.229.223|hited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
Pal esti ni an
85.114.119.2 Territory, 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/894-ar B ock 1
Qccupi ed
68.180.228. 175 |Lhited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
89.138.82. 144 |lIsrael 147.237.72. 156 |aman. i df . i | Unhaut hori zed URL Access to waw anan. idf.il/https:/ww aman.idf.il/ |B ock 1
40.77. 167. 20 Lhited Sates 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/aman B ock 1
198. 20. 87. 98 Lhited Sates 147.237.0.19 |madimatal . idf.i|Wnauthorized URL Access to 147.237.0. 19/ Bl ock 1
84.228.24.43  [Israel 147.237.77.233|at al . i df . i | e Tt o 76 R A;:;:s)s(,s on Bock |1
134.191.232. 71 |Israel 147.237.77.216|dover.idf .il D stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
79.178.221. 226 |lsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to waw anan. i df.il/sip_storage/files/ Bl ock 1
66. 249. 64. 229 Lhited Sates 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 927- he/ at al . aspx B ock 1
106. 185. 28. 171 |Japan 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wanidf.il/arr/ B ock 1
Pal esti ni an
85.114. 119. 2 Territory, 147.237.77.216|dover.i df .i | Lhtraceabl e SSL Sessi ons: (pen Mbvde None 1
Qccupi ed
17.142.156. 171 |Uited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/appl e-app-site-association |B ock 1
207.241.229. 224|whited Sates 147.237.77.74 |lawidf .il Mil tipl e ULhauthorized URL Access from 207.241. 229. 224 B ock 1
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