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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
247.245.0. 129 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35637
67.228.197. 144 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 34709
53.112.78.3 Cer many 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 34499
62.121.106. 1 Pol and 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 34481
70.158. 115. 121 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34431
183. 136. 192. 39 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34275
143.179. 246. 229 Net her | ands 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34226
235. 160. 48. 137 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 34051
81. 253. 158. 72 France 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 34003
40. 235. 148. 183 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 33991
213.47.43. 83 Austria 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33944
128. 72. 14. 215 Russi an Federation 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33931
119. 91. 255. 205 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33929
41.189. 107. 65 MQte DlIvoire 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 33819
110. 229. 47. 48 Chi na 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33792
78. 248. 155. 57 France 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33729
126. 129. 58. 140 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33665
185. 97. 171. 49 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33632
234.50.138. 170 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33597
174. 94. 38. 245 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 33594
152.5.171. 203 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33548
123.185. 202. 128 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33538
129. 184. 14. 229 Fance 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33512
40. 56. 236. 94 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33509
198. 62. 94. 25 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33485
117. 239. 154. 30 I ndi a 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 33450
44. 160. 227. 123 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33440
77.100. 85. 151 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33277
189. 146. 197. 55 Mexi co 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 33274
245. 75. 245. 112 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 33218
250. 4. 89. 191 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33181
116. 97. 148. 204 \i et nam 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 33173
96.177. 88. 85 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 33108
253. 63. 65. 129 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33107
207. 40. 246. 197 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33093
118.171. 230. 101 Tai wan 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 33045
89. 65. 161. 183 Pol and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 33023
29. 120. 175. 26 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 32966
2.2.134.106 France 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32964
55.172. 74. 96 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32940
159.92.3.121 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32936
34.221.164.123 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32912
172. 11. 70. 222 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32876
47.24.76. 70 Canada 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 32848
8.41.143.114 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 32815
144.105. 3. 108 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32611
188.142.137. 118 Hungary 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32587
101. 196. 214. 190 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32530
150. 27. 252. 113 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 32519
46. 149. 102. 201 Lkr ai ne 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 32487
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79.182.151.228 |Israel 147.237.0. 34 ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the LRL B ock 4
149.78.161.110 |Israel 147.237.0. 34 tikshuv.idf.il|Cl000138: HITP. prefix 1.01 in the UR Bl ock 4
192.116.55.185 |l srael 147.237.0. 34 tikshuv.idf.il{Cl000138: HITP. prefix 1.01 in the URL B ock 3
37.26. 147. 224 I srael 147.237.0. 34 ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the LRL B ock 2
46.19. 85. 96 I srael 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR Bl ock 2
46. 19. 85. 167 | srael 147.237.0. 34 tikshuv.idf.il{Cl000138: HITP. prefix 1.01 in the URL B ock 2
46.119. 127. 64 krai ne 147.237.77.216 |dover.idf.il |15323: HTTP. User-Agent (MRSPUTN K) B ock 2
79.177.115.236 |Israel 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the UR Bl ock 2
84.108. 170. 226 |l srael 147.237.0. 34 ti kshuv. i df.il|C1000138: HITP: prefix 1.01 in the UR Bl ock 2
109. 64. 86. 165 I srael 147.237.0. 34 ti kshuv. i df.il|CL000138: HITP. prefix 1.01 in the LRL B ock 2
106. 38.241. 106  |Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.80 |[China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
188. 64. 175. 211 |Russian Federation |[147.237.77.216 |dover.idf.il |ClL000008: HTTP: Xenu User Agent Bl ock 1
240.0. 4. 146 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 111. 206 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 0. 149. 89 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240.0.182. 158 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 230. 0 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240.1.78.63 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 1. 115. 239 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 47. 15 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 2. 124. 159 147.237.77.216 |dover.idf.il |[0055 IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 2. 141. 154 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 165. 142 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240.2.177.223 147.237.77.216 |dover.idf.il |[0055 IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240.3.19.76 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 104. 129 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 3. 160. 99 147.237.77.216 |dover.idf.il |[0055 IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 3. 210. 152 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 250. 195 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 4. 114. 37 147.237.77.216 |dover.idf.il |[0055 IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 4. 169. 77 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 4. 206. 219 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 4. 255. 204 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240.5.31.192 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.5.108. 128 147.237.77.216 |dover.idf.il ]0055: IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 5. 113. 70 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 5. 128. 240 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.5.135. 114 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) B ock 1
240. 5. 136. 131 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240. 5. 246. 111 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 6. 15. 115 147.237.77.216 |dover.idf.il ]0055: IP. Source IP Address Spoofed (Reserved for Testing) Bl ock 1
240. 6. 22. 254 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240.6.68.5 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 6. 179. 159 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) Bl ock 1
240. 6.219.0 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
240.7.3.65 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 7. 100. 231 147.237.77.216 |dover.idf.il ]0055 IP. Source IP Address Spoofed (Reserved for Testing) Bl ock 1
240.7.132.120 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) Bl ock 1
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Gountry
79. 180. 8. 26 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 2
66.249. 64. 233  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
185. 120. 125. 27 |147.237. 72. 166 akaidf.il ET SCAN NVAP -sA (2) 2
109. 200. 30. 168 |147.237. 77. 216 E?i;;gom dover.idf.il portscan: TCP DO stributed Portscan 1
202. 71. 25. 29 147. 237.76. 148 |Indi a gqcent er. aka. i df . i | ET SCAN NVAP -f -sS 1
77.126.164.57 |147.237.72. 156l srael anan. i of . i | ET SCAN NVAP -sA (2) 1
109. 65. 188. 34  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 194 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 180. 198. 185(147. 237. 77. 226 |Lhited Sates |wwuchanatz.aka.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
109. 64. 252. 68  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
198. 20. 69. 98 147.237.77. 216 |nited Sates |dover.idf.il ET CROP Dshiel d B ock Listed Source 1
93.113.125.11 |147.237.0.200 |Romani a ndu. i df i ET SCAN NVAP -sS w ndow 1024 1
194.90.131.82 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 155. 149  [147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
187 161, 187 91 |147. 237 72. 217 |vexi co cidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.94. 164. 10 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
183. 60. 252. 84  |147.237.76.42 |China refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
218. 246. 0. 97 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 130. 170 |[147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
159. 122. 254. 212|147. 237.76. 31 |Netherlands  [nakchal .idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
149.78.13.193 |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
202.71. 25. 29 147.237.76. 148 |Indi a ggcenter. aka. i df il ET SCAN NVAP -sS w ndow 2048 1
79.176.202. 129 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 18. 228  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
202.67.237.220 [147.237.76.38 |Hong Kong e.eneitav.idf .il ET SCAN Potential SSH Scan 1
109. 65. 128.57  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 168 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
198. 180. 198. 185(147. 237. 77. 226 |Lhited Sates |wwchanatz.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.193 |147.237.76.38 |Netherlands |e.e.meitav.idf.il ET SCAN Potential SSH Scan 1
194, 90. 198. 147 |147.237.77.216|Israel dover . idf.il portscan: TCP O stributed Portscan 1
88.249.106.23 |147.237.76.39 |[Turkey nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
192. 243. 55. 137 |147.237. 77. 216 |Doni ni ca dover.idf.il portscan: TCP O stributed Portscan 1
84.111.156.65 |[147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
80.246. 139. 67  [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
177 42 39,126 |147. 237 77. 74 |grazi| Landidf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218. 246. 0. 97 147, 237. 77. 216 |Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.180. 167. 227 |147.237.77. 216 || srael dover . idf.il portscan: TCP O stributed Portscan 1
149.78.96.111 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
202.71. 25. 29 147.237.76. 148 |Indi a ggcenter. aka. i df il ET SCAN NVAP -sS w ndow 3072 1
79.179.110. 63  [147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
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w ndow scal e

79. 181. 207. 205 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence . noni t or 197
w ndow scal e
R SYNretransmit wth different .
80. 246. 133. 224 |I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e noni t or 63
Sreaning Engine: TCP Invalid i i SSi
176.13.22.50 |Israel 147. 237. 77. 243 |nobi l e. i df . i1 9 =g nvalid segnent retransmssi on. drop 57
Ret r ansni ssi on Packet dropped.
91.121.73.72 France 147.237. 72. 156 |aman.i df .i | drop SAMrul e drop 42
91.121.73.72 France 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op SAMrul e drop 42
. . SYNretransmt wth different .
80. 246. 133. 73 [l srael 147.237.77.234 |hal ag.idf il Bad TCP sequence wi ndow scal e noni t or 41
79.182.21.149 |Israel 147.237.77. 233 |atal i cf i Bad TCP sequence SNretransmt with different monitor |38
w ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
85. 250. 209. 197 |l sr ael 147. 237.76. 200 |ei tan. aka. i f . 9 =9 Invalid segnent retransmssi on. drop 36
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
94. 159. 208. 240 |I srael 147.237.77. 234 |hal ag.i f i Bad TCP sequence StNretransmt with i fferent monitor |33
w ndow scal e
176.13.22.9 I srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or 32
109.67.173.32 |israel 147.237.77. 234 |hal ag.i df .| Bad TCP sequence S retransmt wth i fferent monitor |16
w ndow scal e
176.13.22.9 I 'srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval i d ACK nunber alert 16
185. 130. 5. 193 147.237.77. 170 |mmarachot .idf .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
192.243.55.132 |Doninica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence SINCAQK retransmt with different Joonitor 13
w ndow scal e
176.13.22.50 |l srael 147.237.77. 243 |nobil e.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or 12
213.57. 154. 161 |l srael 147.237.77. 233 |atal i cf i Bad TCP sequence S retransmt wth i fferent monitor |12
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147. 237.77. 216 |dover.i df .| Bad TCP sequence SINAK retransmt with different ooy or |11
w ndow scal e
81.199. 122. 188 |l srael 147.237.77. 234 |hal ag.idf .il drop First packet isn't SN drop 11
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df i | Bad TCP sequence Invalid ACGK nunber noni t or 11
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df il Bad TCP sequence SINFAK retransmt with different o o 11
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence Invalid ACGK nunber noni t or 10
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 10
84.111.197. 125 | srael 147.237. 77. 216 [dover.i df i Bad TCP sequence noni t or 10
85. 130. 239. 243 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
L C e SYNVACK retransmt wth different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 10
192.243.55.138 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SAK retransmt with different Jopoiior |10
w ndow scal e
85. 130. 239. 243 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
31.168.93. 234 [Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
- . . SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
85. 130. 239. 243 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
L R SYNVACK retransmt wth different .
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 |dover.i df .i Bad TCP sequence wi ndow scal e noni t or 9
37.26.149. 156 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
176.13.22.50 |[lIsrael 147. 237. 77. 243 |nobi l e.i df . | Bad TCP sequence Invalid ACK nunber alert 9
177.208.52.28 |Brazil 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8
. . SYNretransmt wth different .
89. 139. 155. 213 [l srael 147.237.77.234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 7
192.243.55.130 |Doninica  |147.237. 77. 216 |dover. i df .i Bad TCP sequence SINCAQK retransmt with different Jooniior |7
w ndow scal e
- e SYNVACK retransmt wth different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 136 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 130 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 7
192.243.55.134 |Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINCACK retransmt with different oo |7
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
192.243.55.134 |Domnica  |147.237.77. 216 |dover.idf il Bad TCP sequence SAK retransmt with different Joooiior |
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
2.54.62.54 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or
192.243.55.129 |Comnica  |147.237.77.74 |lawid.il Bad TCP sequence SINAK retransmt with different | ior o
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52. 144. 244 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 170
46.19. 86. 184 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 164
212.199.151.86 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 162
213.8.129.138 [Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 140
46. 19. 85. 54 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 68
176.13.22.9 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 47
93.172.156.38 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode B ock 15
66.249.64.233 [Lhited Sates 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249, 64. 233 B ock 7
134.191.232.72 |israel 147.237.77.216|dover . i df . i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 5
109. 186. 191. 80 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109.186.191.80 |B ock 4
134.191.232.71 |Israel 147.237.77.216|dover . i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 4
5.29.71. 226 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
80. 230. 17. 30 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
195. 154. 173. 103|France 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to waw i df.il/mazi B ock 3
46.19. 86. 240 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
213.8.204. 58 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf.il Mil tipl e Unhauthori zed URL Access from 46. 118. 155. 216 B ock 3
2.54. 147. 233 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
134.191.232.70 |Israel 147.237.77.216|dover . i df .i | Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 2
46.118. 155. 216 |Ukraine 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
185. 112. 248. 32 147.237.77. 176 |mat pash. i df . i|  |Whaut hori zed URL Access to 147.237.77.176/ Bl ock 1
94. 159. 208. 240 |Israel 147.237.77.234|hal ag.i df . i | o rzlst;u;(;dzég?tjtn:z:;ziaﬁ osess 1(.); . Bl ock 1
80.246.133.73 I srael 147.237.77.234|hal ag. i df . i | i;t ;gl;“;'idz;';?‘lﬁ:;:;if‘aﬁ cess lc_’”gi . Bl ock 1
37.26.146.187 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
149. 88. 203. 203 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Uhaut hori zed URL Access on nobile.idf.il/nekudot/index |B ock 1
79.178.144. 251 |israel 147.237.77.234|hal ag. i df . | ?ﬁ ;'359;392;27?;:3;72?‘6‘%/ﬁcuffsef 1‘_’; . Bl ock 1
213.57. 154. 161 |israel 147.237.77. 216 |dover . i df . i | (Si'sfit égfﬁf_ﬂg;ﬁ”giﬁ: gql!oi&ff&cn\gmé; on None 1
5.22.134.233  [Israel 147.237.77. 234 |hal ag. i df .i | o ;'35”23‘12;27?;:3;7‘:‘:&%/ﬁcuffsef Lyt B ock 1
109. 64.252.91  |Israel 147.237.72. 166 |aka. i df . i | Ml for med HTTP Header Line 1 B ock 1
66.249.64.230 |[Wited Sates 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
185. 89. 217. 227 147.237.77.216|dover . i df . i | O stributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
85. 250. 0. 239 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
31.154. 161. 186 |israel 147.237.72. 166 |aka. i df . i | mn;k‘f:i E?Tiifgalgx]mfm?m n None 1
79.183.39.170 | srael 147. 237. 72. 156 |anan. i df . i | mu;:g;' izgfl fﬁcﬁﬁgﬁfé zgre/ doc g/ undef i ned B ock 1
66.249.66.176 |Wnited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
2.54.35.245  |Israel 147.237.77. 234|hal ag.i df . | i;t ;g;”;‘;‘g;ﬂ??;ggg;iiaﬁ osess 1(.); . Bl ock 1
109. 64.252.91 |l srael 147.237.72. 166 |aka. i df . i | f%sfégiiﬂgpﬁ”gﬁ: gZ;DZTiﬁﬂc&?\ng; on None 1
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
188. 162. 166. 150 :Z:::t”i o 147.237.77.74 |lawidf.il \;T\rwa'nfgelr dfT.yipf/t\"estIai:;get' fei'\fenfgietnﬂ | s B ock 1
109. 64. 252. 91 |Israel 147.237.72. 166 |aka. i df . i | Abnormal |y Long Request net hod B ock 1
80. 246. 133. 224 I srael 147.237.77. 234|hal ag.i df . i | i;t rzlst;u;(;dzég?tjtn:z:;ziaﬁ osess 1(.); . Bl ock 1
37.26.147.175 [Israel 147.237.77.234|hal ag. i df . i | i;t ;gl;“;'idz;';?‘lﬁ:;:;if‘aﬁ cess lc_’”gi . Bl ock 1
176. 13. 10. 96 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
79.180. 26. 230 |Israel 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
213.57.154. 161 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock

109. 186. 191. 80 |l srael 147. 237.72. 166 |aka. i df . i | mu;k?rl i dfidl /N:;T:/’:i ;Egzefnoerr o s B ock 1
109. 64.252. 91 |l srael 147.237.72. 166 |aka. i df . i | Ml formed URL > B ock 1
207. 241. 229. 224|nited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to wa | aw i df .il/589- he/ pat zar. aspx= B ock 1
185. 89. 217. 229 147.237.77.216|dover. i df .i | Ostributed Waut horized LRL Access on waw idf.il/error.htm B ock 1
89.138.224. 104 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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