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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
109. 65. 74. 225 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 54

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Up Al _Nets dr op 3

115. 85. 254. 146 Chi na 147.237.0. 34 tikshuv.idf.il Invalid TGP H ags drop 2
54.72.182. 187 I'rel and 147.237.77. 216 dover. i df.il Bl ock Udp All Nets drop 2

65. 23. 156. 52 Lhited Sates 147.237.0. 19 nadi matal .idf.il Invalid L4 Header Length drop 1

164. 132. 54. 194 Italy 147.237. 8. 27 e.madimatal.idf.il [Bock Np Al Net drop 1




03-03-2016-17:04:06 to 03-03-2016-18:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
37.142.210. 27 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
2.54.32. 245 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
2.54.142. 222 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 2
37.26. 149. 157 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
2.52.144. 69 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 130 Italy 147.237.72.156  |aman.idf.il C1000146: HTTP.  AhrefBot crawl er B ock 1
212.235. 31. 253 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
209. 66. 70. 253 147.237.77. 74 Lhited Sates lawidf.il Tehila - Perl LWP with fake user agent 25
82.221. 48. 130 147.237.76. 42 I cel and refuah.idf.il Tehila - Perl LWP wth fake user agent 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
52. 7. 206. 250 147.237.76. 39 Lhited Sates nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 4096 1
193. 106. 52. 27 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 104 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
185. 120. 125. 56 147.237.77. 216 dover.idf.il portscan: TCP D stributed Portscan 1
31.154. 162. 124 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
147.235.236.1 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
109. 253. 130. 11 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
104. 215. 89. 20 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -f -sS 1
213.197. 233. 199 147. 237.72. 166 Net her | ands akaidf.il Tehila - Perl LWP with fake user agent 1
94.102. 48. 193 147. 237. 76. 148 Net her | ands ggcenter. aka. i df.il ET SCAN NVAP -sS wi ndow 1024 1
213.57.42. 100 147.237.77. 216 I srael dover.idf.il portscan: TP Distributed Portscan 1
212.47.238.99 147.237.0. 19 France nadi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
80. 178. 157. 115 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
46.120. 176. 152 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
193. 105. 134. 220 147. 237.76. 30 Sweden hi nush. i df il ET SCAN NVAP -sS wi ndow 1024 1
37.9.122. 202 147.237.72. 166 Russi an Federati on aka idf.il portscan: TCP D stributed Portscan 1
176.13.4. 178 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
5.29. 68. 32 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
132. 74. 150. 227 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
104. 215. 89. 20 147.237.77. 176 Lhited Sates nat pash. i df .i | ET SCAN NVAP -sS w ndow 2048 1
218. 246. 0. 97 147.237.77. 212 Chi na e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48. 193 147.237. 76. 200 Net her | ands eitan aka.idf.il ET SCAN Potential SSH Scan 1
213.57. 105. 54 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
87.71.37.30 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
212.199. 176. 182 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 48. 2 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
91.121.73.72 France 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 264
91.121.73.72 France 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 215
91.121.73.72 France 147. 237. 76. 147 |chi nuch. aka. i of . i I[SYN At t ack rej ect 89
91.121.73.72 France 147. 237.72. 156 |anan. i df .i | SYN At tack rej ect 44
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
176.13.18.139 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dropped.
209.66.70. 253 |Lhited States |147.237.77.74 [lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 24
209.66.70.253 |Lhited States [147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 24
91.121.73.72 France 147. 237. 76. 147 [chi nuch. aka. i df . i I{dr op SAMrul e drop 24
Sreamng Engine: TCP Invalid i i ssi
46.19.85.148  |israel 147. 237.77. 243 |mobi le. i f . i 9 =g nvalid segnent retransmssi on. drop 24
Ret ransm ssi on Packet dropped.
91.121.73.72 France 147.237.72. 156 |anan.idf .il dr op SAMrul e drop 24
2.54.187. 146 I srael 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
66.249.93.117 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 16
91.121.73. 72 France 147. 237. 76. 147 [chi nuch. aka. i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
5.22.129. 140 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreamng Engine: TCP Invalid i i ssi
80. 246. 136. 115 I srael 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 12
Ret ransnm ssi on Packet dropped.
192.243.55.129 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SAK retransmt with different oo f12
w ndow scal e
175.157. 116. 236(i Lanka 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192.243.55.133 |Dominica  |147.237.77. 216 |dover.idf.il Bad TOP sequence SIAK retransmt wth different | oo |10
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
87.69.133.144 |israel 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 10
Ret ransm ssi on Packet dropped.
192.243.55.135 |Dominica  |147.237.77. 216 |dover.idf.il Bad TOP sequence SIAK retransmt with different | oo |10
w ndow scal e
66.249.93.125 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 9
Sreaming Engine: TCP Invalid i i ssi
2.54.140.112  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
89. 139. 190. 95 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 9
L sl SYNVACK retransmt wth different .
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
192.243.55.136 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SAXK retransmt with different oo s
w ndow scal e
175.157. 116. 236|Si Lanka 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 8
149.78. 161. 211 |l srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
91.121.73.72 France 147.237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192.243.55.137 |Comnica  [147.237.77.74 |lawidf.il Bad TCP sequence SINCAGK retransmt with different |oovor |
w ndow scal e
192. 243. 55. 133 |Donmi ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 8
192.243.55.132 |Dominica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SAXK retransmt with different oo s
w ndow scal e
- s SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence wi ndow scal e noni t or 8
192.243.55.133 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SAXK retransmt with different oo |7
w ndow scal e
L sl SYNVACK retransmt wth different .
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t o
- sl SYNVACK retransmt wth different .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal noni t or 7
46.19. 85. 161 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
192.243.55.134 |Dominica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SINAK retransmt with different | oo 7
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanmng Engine: TCP Invalid i i Ssi
2.54. 34,155 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55. 129 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109.253.133.7 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 159
109. 253. 209. 206|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 36
46.116. 216. 111 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 22
109. 253. 135. 167|I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 9
77.127.198. 105 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 6
176.13.18.139 |Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 6
46. 19. 85. 148 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 6
109. 253. 139. 172/l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 5
125.91.129.29 |China 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 5
87.69.133.144 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
Lhited . . DO stributed Whaut hori zed URL Access on
24.42.165. 85 Sates 147.237.72. 156 |anan. i df . i | vaw aman. i df i |/ nodi i n/ gener al Bl ock 3
66. 249. 64. 233 g"att:: 147.237.77. 216 |dover.i df . i | Ml tiple Unhauthorized URL Access from 66. 249. 64. 233 B ock 3
46.19.85.9 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
192. 117. 158. 210]I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 117. 158. 210 B ock 3
125.91.129.29 |China 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 125.91. 129, 29 B ock 3
83.130.108.89 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/niain/giyus B ock 3
80. 246. 136. 115 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 3
46.19. 85. 181 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Bite Qode Character in LR Bl ock 2
125.91.129.29 |[China 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to waw i df.il/plus/ downl oad. php B ock 2
213.57.143.74 |israel 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
82.221.48.130 |lceland 147.237.76.42 |refuah.idf.il PHP ALt enpt B ock 2
54.244.22.103 ;q;:ee: 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
213.151.32. 163 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock
89.138.114.45 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
82.221.48.130 |[lceland 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/index. php B ock
4.79.123.3 g‘;tt:: 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawnidf.il/error.htm B ock 1
Unaut hori zed URL Access to
192.243.55.136 |Dominica [147.237.77.74 |lawidf.il ww | aw i df.il/tenpl ates/getfil e/ getfile. aspx?fil enane=xgf 5b3nol wvy3nc [Bl ock 1
dghpa2f cdhphdni t xdeznequzg9j & nf ocent eri t en¥t r ue
169. 229. 3. 91 g‘;s: 147.237.77.74 |lawidf.il Ill1egal Byte Qode Character in URL Bl ock 1
72.186.5. 22 g“'af(f;’ 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 190 Lsh'mt:g 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp;list in v aka. idf.il/kanar/klali/default.asp |None 1
37.26.146.195 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Unaut hori zed URL Access to
95. 86. 127. 7 I srael 147.237.77. 216 |dover . i df .i | www; i df . i1/ 1133-21389- he/ dover . aspx&sa=udved=0ahukewj t t oaz6at | ah [Bl ock 1
unei wkha_gc6uqgf ggf mak&usg=af gj cnexj n655000j t i 8231eng6vf um qw
81.218.204.97 |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df . il /nodiin/ gener al B ock
182.253.145.2 |Indonesia  [147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None
66. 249. 83. 81 g‘;:ﬁd 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
Lhited . . . Vs
169. 229. 3. 91 Sates 147.237.76.30 |hinush.idf.il Ml formed URL ' 0 f3i t B ock 1
118.193. 161. 67 |Chi na 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP Attenpt B ock 1
87.162.106.80 |Ger many 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Lhi ted waw. chamat z. aka. i [unaut hori zed URL Access to
23.80. 148. 14 Sates 147.237.77. 226 df.il wwn chanat z. aka. i df . i |/ shar ed/ user cont r ol s/ header upper / Bl ock !
Lni ted Unknown HTTP Request Met hod
169. 229. 3. 91 Sates 147.237.77.74 [lawidf.il 019 820- & [[#4]1 & [#24] 111 [[#27]1» MA6&&321 T "Rico 7[[#7]]1Q@in  |B ock 1
URL
Lhited . . Unaut hori zed URL Access to
66. 249. 64. 229 Sates 147.237.77.233(atal . i df . i 147. 237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
137.226.113.7 |Ger many 147.237.0.19 |nadimatal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
38. 81. 65. 42 gq;:eeg 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
192. 117. 158. 210! srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
169. 229. 3. 91 LSqulatt:s 147.237.76.30 |hi nush.idf.il Unknown HTTP Request Method 32#8[ [#12]] ~ B ock 1
68. 180. 228. 112 g;:: 147.237.77. 216 |dover.i df .i | Paraneter Type M ol ati on PageNumin waw i df . il/1397-en/ dover . aspx B ock 1
118.193. 161. 67 |Chi na 147.237.77. 170 |n@ar achot . i df . i | Lhaut hori zed LRL Access to maarachot.idf.il/utility/convert/index.php |B ock 1
Lhi ted www. charrat z. aka. i )
169. 229.3.91 147.237.77. 226 . Illegal Byte Gode Character in Method Bl ock 1
Sates df.il
. . D stributed Uhauthorized URL Access on
79.178.1. 34 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
157. 55. 39. 122 g‘;s: 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
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