03-03-2016-13:04:09 to 03-03-2016-14:04:09

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |

360+

Nunber

(@] 90+"
At acks

5 $ $ § § $ N
) \6\ {b;\é N .}6 §\6 \?\ .\6 (o’\b 6,.\5 \&\ \6\
604@ ¥ & N\ \19(\ &?\# ‘6\\ ,g@ Q&}\
N > &€ &
& &S
Top Tar get

[Top Attackers |

M dover.idf.il
M aka.idf.il
M nadi matal .idf.il
Miawidf.il
M tikshuv.idf.il
M ishurimaka.idf.i
M nobi le.idf.il
M aman.idf.il

nat pash.idf.il
M halag.idf.il

Nunber
(6]
At acks

Top Attackers

W 94. 159. 170. 199
2. 54.190. 46
I 192. 243.55. 138
192. 243. 55. 137
W 192. 243. 55. 132
W 192. 243. 55. 130
[ 81.218.241. 26
W 95. 35. 210. 198
41. 33. 231. 90
M 192. 243.55. 133




03-03-2016-13:04:09 to 03-03-2016-14:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action
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54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock_Udp All _Nets drop 6
82. 145.217. 215 Eur ope 147.237. 72. 167 ishurimaka.idf.il Block Ip Véb In drop 5
124. 244. 180. 73 Hong Kong 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnature Devi ce Action |Count |
79. 180. 153. 13 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 19
2.54.132.5 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 18
81.218.56.171 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 12
176.13. 7. 45 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
123.126. 113. 154 |China 147.237.77.216 |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
80.178.195. 147  |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
185. 106. 92. 164 147.237.72.167 |i shuri maka.idf.i|{20086: HITP. Mi ebl ackcat Security Scanner B ock 2
157. 55. 39. 210 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
212.150. 78. 2 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
176.13.19. 79 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
93.173.248.117 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
136.243.103.92  |Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 38.241. 106 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
185. 106. 92. 164 147.237.72.167 |i shuri maka.idf.il[{20085. HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry |Signature

213. 8. 204. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 219. 154. 124 147.237.72. 166 I srael akaidf.il portscan: TCP Distributed Portscan 1
209. 126. 116. 147 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 151. 52. 139 147.237.72. 167 Wkrai ne i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
202.71.25. 29 147.237. 8. 45 I ndi a eeitanidf.il ET SCAN NVAP -f -sS 1
46. 19. 85. 221 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
192. 243. 55. 132 147.237.77. 216 Doni ni ca dover.idf.il portscan: TCP D stributed Portscan 1
5.29. 15. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
109. 253. 208. 84 147.237.72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
93.172. 63. 41 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.70.82.15 147.237.72. 166 I srael akaidf.il portscan: TCP Distributed Portscan 1
84.228. 191. 120 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246. 0. 97 147.237.77. 227 Chi na e. hanaz. i df .i | ET SCAN NVAP -sS w ndow 1024 1
66. 249. 64. 50 147.237.72. 166 Lhited Sates akaidf.il portscan: TCP Distributed Portscan 1
212.235. 98. 139 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
62. 90. 88. 104 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
202.71.25. 29 147.237. 8. 45 I ndi a eeitanidf.il ET SCAN NVAP -sS w ndow 2048 1
46.116. 114. 154 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 56. 215. 218 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.33.231. 90 147.237.77. 216 Egypt dover.idf.il portscan: TCP Distributed Portscan 1
185. 106. 92. 164 147.237.72. 167 i shurimaka.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
2.54.185. 66 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102. 48. 193 147.237. 76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.71.18. 150 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 250. 65. 36 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 228. 150 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
41.33.231.90 |Egypt 147.237.77. 216 |dover.i df .i | drop SAMrule drop 22
149.20.63.13 |Whited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 22
2.54.175.53 I srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 18
95.35.210.198 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SN retransmt with i fferent moni tor |17
w ndow scal e
81.218.241.26 |Israel 147.237. 72. 156 |aman.i df .i | dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi
79.183.55.68 |l srael 147.237.76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
81.218.241.26 |[lIsrael 147.237.72. 166 |aka.i df . il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i ssi
2.52.173.72  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
46.19. 86. 75 I srael 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 11
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
77.126.148.82 |israel 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid i i ssi
46.19.85.194 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
95.35,159.61 |l srael 147. 237. 77. 243 |nobi l e. i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansn ssi on Packet dr opped.
192. 243. 55. 130 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192.243.55.137 |[Domnica  |147.237.77.74 |lawidf.il Bad TCP sequence SINWAK retransmt with different oo g
w ndow scal e
197.211.52.13 |Ngeria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
46.19.86.176 |lIsrael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
. . . SYNHAK retransmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal @ noni t or 7
41. 35. 128. 77 Egypt 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SYN drop 7
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 7
46.19.85.102 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SIHAK retransmt with different oo |7
w ndow scal e
5.22.131.44 I srael 147.237.77. 216 |dover.i df .i | drop SAMrul e drop
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
185. 32. 179. 122 |I srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 138 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.46  |Israel 147.237.77. 243 |nbi l e. i f . 9 =g Inval i d segnent retransmssi on. dr op 6
Ret r ansn ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
87.68.78.132 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 6
. . . SYNHAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence vi ndow scal & noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46. 210. 197. 207 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79. 181. 167. 215 I srael 147.237.72. 166 |aka i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 132 |Doni ni ca 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber noni t or 6
81.218.241.26 |[Israel 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 6
- o SYNHAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal noni t or 5
192.243.55.136 |Dominica  [147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt wih different Jopyivor |5
w ndow scal e
2.52.175. 40 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect
L . . SYNPAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 5
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber alert 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
192. 243. 55. 137 |Domi ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
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A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
94. 159. 170. 199 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 87
2.54.190. 46 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
80.246.137.40 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
109. 253. 209. 206 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
109. 253. 156. 101l sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
79.176.149. 221 |[israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 4
176.13.14.196 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
. - D stributed Lhaut hori zed URL Access on
62.219. 236. 190 I srael 147.287.77. 176 nat pash. idf.il wan cogat . i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock 3
82.80.131.234 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
168. 63. 200. 167 LSthlatt:sd 147.237.77. 216 |dover.idf . il Dstributed Waut hori zed URL Access on waw idf.il/error.htm B ock 3
2. 54. 160. 185 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
65. 55. 210. 90 gﬁ;ttg: 147.237.77. 216 |dover.idf .i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 3
199. 30. 25. 13 Lsh'mt:: 147.237.77.216|dover.i df .i | D stributed Unaut horized URL Access on wawidf.il/error. htm Bl ock 3
176. 13. 6. 202 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46. 19. 86. 58 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
65. 55. 210. 198 g];::: 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on v idf.il/error. htm B ock 3
95. 35.210. 198 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 95. 35, 210. 198 B ock 3
109. 253. 202. 235|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
95. 35. 159. 61 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode Bl ock 2
37.26.147.204 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.9. 28 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
2.52.173.72 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
46. 19. 85. 164 | srael 147.237.77. 176 |nat pash. i df . i | Distributed Unknown HTTP Request Mt hod B ock 1
108. 4. 143. 45 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df.i |/ mai n/ sachar/ def aul t. aspx B ock 1
91.135.102. 165 |l srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR. /main/kapatz//res#012 Bok |1
our ces/ i mages/ i nner page/ goback. gi f
46.19. 85. 36 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unaut hori zed URL Access to
212.76.106. 172 |[Israel 147.237.77. 216 |dover.i df .i | v i df . i |/1133-21570- he/ i df gdover . aspx&a=u&ed=0ahukewi r 2dc- u6t | ah |B ock 1
ui z3i khdggdkgqf ggl mae&usg=af gj cngkxkpt obpol 8pgxzxft d95sstiiw
79.177.100.69 | srael 147.237.72. 166 |aka. i df . i | thknown Par aret er VI EASTATEENCRYPTED i n None 1
wan aka. i df . i1/ mai n/ sachar/ mai | box. aspx
37.26.148.192 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.25.85 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 1
. ; D stributed Lhaut hori zed URL Access on
95.35.210.198 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19. 85. 124 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
37.26.148.254 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: pen Mbde None 1
192. 243. 55, 138 |Doni ni ca 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1283-13885-en/ dov. B ock 1
66. 249. 66. 76 g];::: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wawidf.il/atal 1/i zkor/ vi ew i ngt op. asp B ock 1
. . Unaut hori zed Method GPTI ONS for
31.168.113.60 I srael 147.237.72. 166 [aka. i df . i | viwv aka. i df . i | / mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock !
46.19. 86. 46 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
109. 65. 7. 55 I srael 147.237.77.216|dover.i df .i | D stributed Unhaut hori zed URL Access on ww i df.il/https: /v idf.il/ Bl ock
46. 19. 85. 102 I srael 147.237.77.233|atal .idf.il Abnornal |y Long Request request version B ock 1
Unaut hori zed URL Access to
212.76.121. 224 |lIsrael 147.237.72. 166 [aka. i df . i | wwn: aka. i df . i |/ &a=u&ved=0ahukewj x4pr j uét | ahuf yxi khcuyasqqf ggnmaadus |[B ock 1
g=af qj cnh4ucr 3bgpnkvh4yz9t 7j scut sl oq
79 183. 169. 121 |1 srael 147. 237.72. 166 |aka. i df .i | Unknown ‘Pariamat er ct!1 00%ct | 00$_CphMi| n$cphSachar $ct 109 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
37.26.148.204 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
181. 15. 149. 157 |Argentina  |147.237.72.166|aka.i df.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 214. 137|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
95.35.210.198 |Israel 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 95. 35. 210. 198 B ock 1
46.19. 85. 164 I srael 147.237.77. 176 \mat pash. i df . i] |DOstributed Abnornal |y Long Request B ock 1
40. 77. 167. 60 g;g: 147.237.77.176 [mat pash. i df .i|  |Uhauthori zed URL Access to 147.237.77.176/ B ock 1
82. 81. 57. 208 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/mai n/ hone/ gi yus. aspx B ock 1
66. 249. 66. 126 g‘;tt:: 147.237.77. 170 |n@ar achot . i df . i | |tnaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 4/ 105744, pdf B ock 1
37.26.146.205 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
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