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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 6
202. 58. 137. 76 Australia 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
109. 64. 131. 160 | srael 147.237.0. 34 tikshuv.idf.il ock Wp Al Nets drop 3
192. 118. 132. 185 I srael 147. 237.72. 166 aka.idf.il Block Wdp All Nets drop 3
74.82.47.21 Lhited Sates 147.237.77. 234 hal ag.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 247. 211 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Bock Wp All Nets drop 1
10. 0. 0. 166 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
202. 58. 137. 96 Australia 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
184. 105. 247. 247 Lhited Sates 147.237.77. 233 atal.idf.il ock Wp Al Nets drop 1
212.252. 168. 253 Tur key 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 1
164. 132. 54. 194 Italy 147. 237. 76. 197 e. hinush.idf.il Block Np All Net dr op 1
62.117.59. 30 Egypt 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
216. 218. 206. 85 Lhited Sates 147.237.77. 243 nobi | e.i df il ock_Wp Al Nets drop 1
184.105. 139. 101 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 5
37.142.161. 146 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
158. 69. 214. 11 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
2.54.181.172 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
86.34.138. 111 Rormani a 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 2
91.121.211.59 France 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
149. 202. 49. 56 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

98. 119. 105. 221 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
46.120. 178. 168 147.237.72. 166 I 'srael aka idf.il portscan: TGP D stributed Portscan 1
37.26. 147. 240 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 252. 110 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
217.132.54.176 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
212. 25. 106. 78 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
149. 88. 147. 193 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 2. 49 147.237.77.216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
62.0.67.133 147.237.8. 24 I srael elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 85. 106 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.168. 121. 105 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
213.151.57. 195 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 65. 238. 211 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
37.26.148.233 |lsrael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 46
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 24
Sreaming Engine: TGP Invalid i i sSi
2.54. 14,124 I srael 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 24
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80.179.17.141 | srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 24
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 26 | srael 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 24
Sreaming Engine: TP Invalid i i ssi
31.154.27.186 |Israel 147. 237. 76. 200 |ei tan. aka. i df . g =g nvalid segnent retransmssi on. drop 20
Ret r ansm ssi on Packet dr opped.
2.52. 46. 208 I srael 147. 237. 72. 166 |aka.i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 18
reaming BEngine: TCP Invali i i ssi
2.54.170.161  |Israel 147.237.72. 166 |akaicr. i1 | SAMNg Engine: TP Invalid Invalid segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
Sreanmng Engine: TGP Invalid i i ssi
46.19. 85. 45 I srael 147. 237.72. 166 |aka. i df .11 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
87.68.78.132  |israel 147.237.72. 166 |aka i 11 || S NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
188. 120. 154. 94 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 11
37.26.146. 148 |Israel 147. 237. 72. 166 |aka.i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 10
188. 120. 154. 94 |l srael 147.237.76.42 [refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243.55. 132 [Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect
192.117. 167.66 |l srael 147.237.72. 166 |aka i df . il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
185. 120. 125. 38 147. 237,72, 166 |aka i or 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
62. 0. 200. 163 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
reaming BEngine: TCP Invali i i ssi
46. 19. 86. 60 I'srael 147.237.0.34  |tikshuir. i1 [ 7 €AM NG Engine: TP Invalid Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TGP Invalid i i ssi
176.13.15.185 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
109. 67.173.18 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
Sreaning Engine: TP Invalid i i ssi
5.22.131. 39 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
82.80.179.37  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
- . . SYNPAXK retransmit with different .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.52. 46. 94 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.130  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 125 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.138. 127 I srael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreanmng Engine: TGP Invalid i i ssi
80.178.97.80  |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
81.218.170.37 |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
79.176. 15. 240 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 5
109.67.3.210  [israel 147.237.72. 166 |aka.idf il [Bad TOP sequence SINHAK retransmt with different foonior |5
w ndow scal e
46. 19. 86. 125 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
37.26.146.202 |lIsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.148.233 |Israel 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
- o SYNtAXK retransnmit with different .
192. 243.55. 132 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence i ndow scal 6 noni t or 4
199.203.8.2 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or
2.52.13.133 | srael 147.237.77. 216 |dover.idf.il |SYN Attack rej ect
212.179. 210. 200]l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I nval i d ACK nunber noni t or
46.19.85.106 | srael 147.237.72. 166 |aka idf.il  |Bad TOP sequence SINHAK retransmt with different fooniior |4
w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence moni t or 4
Sreaming Engine: TGP Invalid i i ssi
66.249. 66.133 |Uited Sates |147.237. 76. 200 |ei tan. aka i of . i 9 =g Invalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
212.179. 210. 200|I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber alert 4
2.54,34.97 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.13.133 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
199. 203.8. 2 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaming Engine: TP Invalid i i ssi
192.118.64.29 |Israel 147.237.72. 166 |aka.i df . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
37.26.148.174 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.180.35.142 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
132.70. 66. 11 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 50
46. 19. 86. 240 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 40
46.19. 86. 51 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 30
37.26.147.152 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 29
2.54.28.108 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
176.13.0. 16 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 6
37.26.146.218 |lsrael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 4
176.13.10. 156 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 240 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 214. 245|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
131. 253. 25. 187 |lhited Sates 147.237.77. 216 |dover.i df .i | Dstributed Lhauthori zed LR. Access on waw idf.il/error. htm B ock 2
109. 253. 147. 39 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
176.13.15.185 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 2
46. 19. 85. 23 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.179.202. 129 [israel 147.237.72. 156 [anan. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 2
Pal esti ni an
178.214.86.39 |Territory, 147.237.77. 176 |mat pash. i df . i | Distributed Uhauthori zed URL Access on ww cogat . i df .il/894-ar B ock 2
Qccupi ed
46.43.72.69 Erfus&?;/an 147. 237.77. 176 |nat pash. i df . i | mrciozlgte.di ?ﬂ%:;gﬂi;’;g ala;g; Darameter Sear chText Bock |2
Qcecupi ed
46. 19. 85. 65 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Qode B ock 2
80. 246. 130. 112 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwv aka. i df.il/ishur B ock 2
41.242.140.15 [South Africa 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
37.26.146.202 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 253. 130. 196|I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
37.26.148.208 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
37.8.55. 152 Erfﬁl;?lyan 147.237.77.233atal .i df .il el et hor zed W ﬁ:g;is on Bock |1
Cceupi ed
203.127.96. 200 |9 ngapore 147.237.77.216|dover . i df . il Distributed Uhaut hori zed URL Access on v idf.il/error. htm B ock 1
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 1
66.220. 145. 245 [Lhited Sates 147.237.77. 216 |dover. i df . i | Lhaut hori zed URL Access to 147.237.77. 216/ f avi con. i co B ock 1
185.32.179. 77 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 12 I srael 147.237.77. 176 [mat pash. i df . il  |Unknown HTTP Request Method v45 in URL Bl ock 1
173.208. 136. 114|Uhited Sates 147.237.77. 176 |nat pash. i df . i | PHP At t enpt B ock 1
37.26.146.250 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unhaut hori zed URL Access to
213.151.46.40 | srael 147. 237.77. 170 |naar achot . i df . i | ffi;i‘;??tmk'ihffﬁ(;;k/i%cf g’ Jllr":jéi ;:1;22].5(':Eﬂ;gﬁg:ﬁﬁiﬂiﬁ?@%ﬁﬁgﬁdﬁ? Bock |1
5a
2.52.142.114  [israel 147.237.77. 234 |hal ag. i df . i | 1D4§t rz';;”;;’dzéhﬁtng‘;;';zﬂaﬁlﬁﬁi 1(.)2]i . Bock |1
193. 41. 209. 2 | srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter cat! in wwy aka.idf.il/nain/giyus/ general . aspx None 1
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.idf .i | Lhaut hori zed URL Access to waw i df.il/navy/ htm/tool fs. asp B ock 1
37.187.56.66  |France 147.237.76.86 [navy.idf.il Mil tipl e Unaut hori zed URL Access from 37.187. 56. 66 Bl ock 1
37.26.146.141 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
203.127. 96. 253 |9 ngapore 147.237.77. 216 |dover.idf .i | Distributed Whaut horized URL Access on wwvidf.il/error. htm B ock 1
85. 158. 139. 228 |Wnited Kingdom [147.237.72.167|i shuri maka. i df. i|untraceabl e SSL Sessions: Qpen Mde None 1
66. 249. 66. 176 Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1
185. 32. 179. 136 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
173. 208. 136. 114|lnited Sates 147.237.77. 216 |dover .i df . i | PHP Attenpt B ock 1
109.253.193.9  [Israel 147. 237.77. 243 |nobi | e. i df . i | Eafgr:ggred%if;ﬁder Type Vil ation on nobife.idf.il/sachar/l ogin Bock |1
213.151.57.195 [Israel 147.237.77. 216 |dover.idf .i | Mil ti pl e Unaut hori zed LRL Access from 213.151. 57. 195 B ock
2.54.25.85 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 1
193. 41. 209. 2 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter d in waw aka.idf.il/main/giyus/ general . aspx None 1
37.187.56. 66 France 147.237.76.86 [navy. i df . il \/\uqu?\zu:mg\?;.lizdef(.ji?/qt_eﬁcplc:ts :s/t sohar ed/ user cont r ol s/ header upper / Bl ock !
132.70.66.11  [Israel 147.237.0.19  |madi matal . i df . i [0S VR i\lﬁl‘r’:uﬁ : o g;i' mﬂt ent M acetbl der 15t xt Gapt cha in Bock |1
105. 112. 23.241 |Ngeria 147.237.77. 216 |dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None
37.26.146.153 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None
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