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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country

|Target Address|Site

|Signature

|Device Action|Count|

46. 244. 65. 150 Pal estinian Territory, Qcupi eql47.237.77.216 dover.idf.il ock Wdp Al _Nets drop 2246
82.166. 137. 19 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 292
79.176.134.51 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 13
79.176.134.51 | srael 147.237.77.216 dover.idf.il SYN H ood unveri fied cookie drop 6
82.145.217. 34 Eur ope 147.237.72. 166 aka.idf.il B ock |p Vb In drop 5
203. 185. 34. 216 Hong Kong 147.237.76. 201 eatal.idf.il ock Wdp Al _Nets drop 2
203. 185. 34. 216 Hong Kong 147.237.76. 200 eitan.aka.idf.il |B ock Udp All Nets drop 2
184. 105. 139. 102 Lhited Sates 147.237.0. 33 idf.il B ock Np Al Net drop 1
24.237.158. 16 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
184.105. 139. 110 Lhited Sates 147.237.77. 227 e hanaz.idf.il |Bock Np Al Net dr op 1
203. 185. 34. 216 Hong Kong 147. 237. 76. 202 e.halag.idf.il |Bock Wp Al Nets drop 1
104. 245. 97. 224 147.237.76. 34 yohal an.idf.il |Bock Np Al _Net dr op 1
203. 185. 34. 216 Hong Kong 147.237.76. 199 e. nakchal .idf.il |B ock Udp All Nets drop 1
176.13. 18. 129 | srael 147.237.0.19 nadi matal .idf.i|DCSS- SSL- d ear Text drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 1
82. 145. 221. 157 Eur ope 147.237.77. 216 dover.idf.il B ock | p VWb In drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
176. 228.30. 3 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 9
192. 118. 12. 102 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
123.126.113.154  |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
37.26. 146. 251 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
2. 54. 140. 235 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
109. 253. 134. 43 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
46.19. 85. 24 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1




|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry
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|Signature

79. 183. 55. 249 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
62.219. 160. 1 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179. 46. 16 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
31. 168. 220. 100 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
209. 126. 116. 147 147.237.77. 179 Lhited Sates e.nmazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.57.81 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
193. 109. 199. 190 147.237.77. 216 Lhited Ki ngdom dover.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 200. 122 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
84. 228. 200. 58 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
82. 80. 132. 161 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
80. 74. 103. 57 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 105 147.237.77. 74 Wited Sates lawidf.il ET SCAN NVAP -sA (2) 1
46. 19. 85. 81 147.237.72. 166 I srael aka.idf il portscan: TCP D stributed Portscan 1
212.143. 125, 212 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102. 236. 244 147.237.72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
207.232.18.178 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.0. 34 Chi na tikshuv.idf.il  [ET SCAN Potential WNC Scan 5900- 5920 1
109. 253. 134. 43 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 | srael aka.idf.il portscan: TCP DO stributed Portscan 1
80. 246. 137. 116 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
79.182.28.130 |israel 147. 237. 76. 200 |ei tan. aka.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 51
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
109. 64. 43. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 42
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
66.249.93.121 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 27
2.54.9.23 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 26
2.52.45. 86 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 25
66.249.93.125 |lhited Sates [147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 24
37.26. 148. 222 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop 21
66.249.93.117 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 19
2.54.13.125 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
2.52.172.135 | srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
Sreaning Engine: TCP Invalid i i SSi
31.154.27.186 | srael 147. 237. 76. 200 |ei tan. aka.i df . i1 9 =g Inval i d segnent retransmssi on. dr op 18
Ret ransni ssi on Packet dr opped.
R SYNretransmit wth different .
80. 246. 130. 211 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 17
109. 64. 231. 186 |l srael 147.237.72. 156 |anan. i df .i dr op First packet isn't SWN drop 17
2.54.9.23 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 15
2.54.9.23 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 15
2.54.9.23 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 15
Sreanmng Engine: TCP Invalid i i ssi
104.131. 214. 94 |Wited Sates |147.237.76.86 |navy.idf.il 9 =9 nval i d segnent retransmssi on. drop 14
Ret ransmi ssi on Packet dr opped.
37.26.148.222 |lsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
5.22.135.131 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 10
Sreaning Engine: TCP Invalid i i ssi
2.54.37.124 I srael 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber noni t or 8
46. 19. 85. 150 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert 8
46. 19. 85. 150 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 8
2.54,34.97 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreanming Engine: TCP Invalid i i ssi
109. 186. 148. 199I sr ael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
66.102.9. 3 Lhited Sates |147.237.76.202|e.halag.idf.il Geo- | ocati on enf or cenent Geo-1ocation i nbound enf orcenent |drop 7
- . . SYNPAXK retransmit with different .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 7
94.230.93.153 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop
46. 116. 56. 18 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop
94.230.93.195 |lsrael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
109. 253. 137. 203|l srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
2.52.45. 86 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
2.52. 45. 86 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i SSi
79.177.33.244 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
84.228.184.13 |Israel 147.237. 72. 167 |i shuri maka. i of . | 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.2.204 | srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
2.52.45. 86 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
2.54.167.208 | srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.52.45.86 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanmng Engine: TCP Invalid i i ssi
46.117.175. 118 | srael 147. 237.76. 200 |6 tan. aka.i of . il 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
176.13.23.95  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212. 143. 234. 159|i srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.177.200.5  |israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
5.28.155.208  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.10.66 |l srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.52.45.86 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert
94.230.93.147 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop
81.218.55.253 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.18.129 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 145
37.26.149.217 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |44
85. 64. 56. 96 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 15
62.0.25.121 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 62.0.25. 121 Bl ock 15
2.54.7.219 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bl ock 13
80.246.139.60 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 9
46. 19. 86. 159 I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 6
37.26.149.160 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock [6
109. 253. 130. 195]I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 6
37.26.149.191 |[Israel 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 6
82.80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 82. 80. 196. 44 Bock [6
66. 249. 66. 76 g;:: 147.237.77. 216 |dover . i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 5
109. 186. 148. 199l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 4
185. 32. 179. 167 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 253. 219. 83 |l srael 147.237.76.30 |hinush.idf.il Ml tipl e Unaut horized URL Access from 109. 253. 219. 83 Bl ock 3
2.54.37.124 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode Bl ock 3
2.52.131. 102 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
109. 186. 148. 199|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bock |3
37.26.149.255 |[Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
104. 131. 214. 94 g‘;s: 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 104. 131. 214. 94 Bl ock 3
2.52.164.12 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR B ock 2
46. 19. 86. 218 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
84.94.15. 145 I srael 147.237.77. 216 |dover. i df . il Mil tipl e Unauthorized URL Access from 84.94. 15. 145 Bock |2
109. 253. 222. 178]I srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 2
176.13. 2. 204 I srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Email in nobile.idf.il/sachar/ creat eaccount Bock |2
66. 220. 145. 243 g;:: 147.237.77. 216 |dover . i df .i | Uhaut hori zed UR. Access to wanidf.il/arr Bl ock 1
. . Uhaut hori zed URL Access to
94.230. 93. 156 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/j query. pl ugi ns/ j query. charts.js Bl ock !
. . Uhknown Paranet er ct | 00$ct | 00$cphMai n$TochenP acetbl der $bt nAt udaPrint in
84.111. 200. 183 |l srael 147.237.72. 166 |aka. i df . i | vaw aka, i . |/ mai v gi yus/ at uda/ asmacht a, aspx None 1
200.88.198.1 |srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00$cphii n$cphSachar $et 117 i n None |1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19.85.9 I srael 147.237.76.42 |refuah.idf.il D stributed Abnornal |y Long Request Bl ock 1
. . Unaut hori zed URL Access to
94.230.93.249 I srael 147.237.76.42 |refuah.idf . il 147.237.76. 42/ shared/ cl i ent scri pts/j query/j query. nyronodal -1. 6. 2. s Bl ock !
2.54.56. 65 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
94.230. 93. 214 | srael 147.237.76.42 [refuah.idf.il 147.237.76. 42/ shared/ cl i ent scri pts/j query/jquery-1.4.2.nin.js Bl ock !
94.230.93.179 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css Bl ock 1
66. 249. 66. 184 g;:: 147.237.0.34 |tikshuv.idf.il [Wauthorized LRL Access to wwn tikshuv.idf.il/main/giyus/giyus/general .aspx |B ock 1
Lhited . . Uhaut hori zed URL Access to
157.85. 39. 58 Sates 147.237.72. 166 [aka. i df . i | vy aka. i df . i1/1i brary/ nanage/ resour ce/ get fi | econt ent . hh. asp Bl ock !
104. 131. 214. 94 g;:: 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to v navy. i df.il/1132-8613- he/ navy. aspx. aspx Bl ock 1
94.230.93.140 |[lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ i mages/ shared/ mai | thi s. gi f Bl ock 1
194.90.178.37 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1240- he/ at al . aspx Bl ock 1
. . Unaut hori zed URL Access to
94.230.93.233 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e/ 1. hel scrol | er/ query. j car ousel . css Bock |1
82.80.198.164 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None
80.178.186.11 [Israel 147.237.77.216|dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
Gooki e Tanpering on cooki e Logi n: Expect ed
KA AR R AR R A AR A AR A A AR A AR A A A A A A A A AR A A A A A AR A AR A A Ak A A hk Ak Ak hkhkhkhkhkhkhkkhkhkkhkhkhkhkhhkhkhkhkkk
. . . kkkkhkkkkhkkkhkkhkkkhkkhkhkkhkhkkhhkkhkhkhkhhkhkkhhhkkhhhkhkhhkhkhhhkkhhhkhhhkhkhhhkkhhhkhhhkhkhhkhkkhhkkhhkhhhkhkkhhkkxkx
176.13.18.129 |Israel 147.237.0.19 |nadimatal .idf.i None 1
*, (bserved
KA AR R A AR A AR A AR A A AR A AR A A A A A A A A AR A A A A A AR A AR A A Ak A Ak Ak Ak hkhkhkhhkhkhhkhkhkhkhkhkhkhhkhkhkhhkkk
kkkkhkkkkhkkkhkkkhkkhkhkkhkkkhhkhkhkhhhkhkkhhkhkhhkhkhhkhkkhhhkkhhhkhhhkhkhhhkkhhhkhhhkhkhhhkkhhkkhhkhkhhhkkhhkkxkx
94.230.93.198 [Israel 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed LRL Access on 147.237. 76. 42/ styl e/ shared/ reset . css |B ock 1
. . Unaut hori zed URL Access to
94.230.93.163 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st or agel 111 es/ 0/ si e100x0/ 3480, pg Bock |1
Lhited . . Unaut hori zed URL Access to
66. 249. 64.74 Sates 147.237.76.31 [nakchal . i df .il wane nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
200.88.198.1 | srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct | 00Sct | 00$cphM nScphSachar $et 1 41 in None |1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
46.19.85.9 I srael 147.237.76.42 |refuah.idf.il Il1egal HTTP Version __at uvs=56d7f 4daSee7e1a2000 Bl ock 1
. . D stributed Lhaut hori zed URL Access on
94.230.93.252 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ styl e/ 1. hel | angsty e. css Bock |1
2.54.174. 30 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/vww tikshuv.idf.il B ock 1
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