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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count |
46. 244. 65. 150 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il ock Wdp Al _Nets drop 2139
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 85
192. 116. 105. 90 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
82. 145, 221. 157 Eur ope 147.237.77. 216 dover.idf.il Bl ock Ip Véb In drop 8
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
184. 105. 139. 110 Lhited Sates 147. 237. 0. 200 ndu. i of i | Bock Np Al Net drop 1
104. 245, 97. 224 147. 237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.77.61 e.cogat.idf.il B ock Np Al Net dr op 1
104. 245. 97. 224 147.237.0. 35 akavs. i df.il Bock Np Al Net drop 1
188. 138. 57. 49 Cer many 147.237.8. 14 e.orchot.idf.il B ock_Udp Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |Block Udp All Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 1
184. 105. 139. 98 Lhited Sates 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
104. 245. 97. 224 147.237. 8. 27 e.nadimatal.idf.il |Block Np All_Net dr op 1
188. 138. 57. 49 Cer many 147.237. 76. 44 e.refuah.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 74 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Nt drop 1
184. 105. 139. 98 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
104. 245. 97. 224 147. 237. 8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
184. 105. 139. 86 Lhited Sates 147. 237.0. 35 akaws. i df . i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
123.126.113.154 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 8
132. 66. 233. 63 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 7
79. 180. 209. 228 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
46. 19. 86. 213 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
46.19. 85. 198 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-03-2016-09:04:05 to 03-03-2016-10:04:05

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Potential Scan or Brute Force

Gountry
113. 76. 90. 49 147. 237. 77. 216 [Chi na dover.idf.il SER.’\/ER-APAO—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
31.154.34.190 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
94.102. 48.193  |147.237. 76. 196 |Net her | ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
5.22.135. 233 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.113.125.11 |147.237.77. 212 |Romani a e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 102 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
79.179.176.26  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
194.90.99.193  |147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
62.90.164. 119 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
188.120. 148. 20 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
113.190. 7. 72 147.237.77.19 |Metnam lavforumidf.il |ET SCAN NVAP -sS wi ndow 3072 1
46. 19. 85. 52 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
113.190.7.72 147.237.77.19 |M etnam lavforumidf.il |ET SCAN NVAP -f -sS 1
31.168.203.62 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 13. 104  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 159. 24 147.237.77. 216 |I srael dover . idf il portscan: TCP O stributed Portscan 1
94.102. 48.193  |147.237. 72. 166 |Net her | ands aka idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.20.228 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
87.71. 80. 84 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80.178.97.206 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
209. 126. 116. 147|147.237. 77. 235 |Whited Sates |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178.245.15 |147.237.77. 216 |l srael dover . idf il portscan: TCP O stributed Portscan 1
189. 202. 241. 84 |147.237. 72. 156 |Mexi co anan. i df . i | ET SCAN NVAP -sS w ndow 3072 1
62.90.151. 192  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185.130. 5. 159  |147.237.77. 74 lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
46.116.18. 2 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
113.190. 7. 72 147.237.77.19 |Metnam lavforumidf.il  |[ET SCAN NVAP -sS wi ndow 2048 1
37.230.77.225 |147.237.76.39 |spain oobi | e. i tav. i df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature

79.182.28.130 |[Israel 147, 237, 76. 200 |eitan aka i i1 |} @M NG Engine: TCP Invalid Invalid segnent retransmssi on drop 96
Ret ransni ssi on Packet dropped.

79. 181. 229. 213 |I srael 147 237.72. 167 |i shurimaka i 1| ' SAM N9 Engine: TP Inval i d Invalid segnent retransmssion drop 60
Ret r ansmi ssi on Packet dr opped.

41.33.231.90 |Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 34

79.176.72. 152 |Israel 147, 237.76. 200 [ei tan aka i o 1 || €2M NG ENgine: TP Invalid - Jinvalid segnent retransnission drop 18
Ret ransmi ssi on Packet dropped.

82. 166. 140. 117 |l srael 147.237.72. 156 |anan. i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 18
Ret ransni ssi on Packet dropped.

2.54.164. 65 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 17

46. 19. 85. 26 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 16

2.54.169.128 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid Invalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.

62.90. 235. 104 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12

2.54.172.79  |israel 147.237. 72. 166 |aka. i df .1 Streaning Engine: TCP Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.

80. 246. 139. 148 |I srael 147. 237. 72. 156 |anan.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

195. 160. 242. 40 |I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

79.178.214.49 |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Inval id Invalid segnent retransmssi on drop 6
Ret ransni ssi on Packet dropped.

37.26.148.210 |[Israel 147.237.0.19 |nadimatal .idf.il{Bad TCP sequence noni t or 6

176.13.9.123  |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.

195. 160. 242. 40 [l sr ael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6

46.19.86.25  |israel 147,237, 77, 243 |mwbi e i 11 | S Ng Engine: TCP Invalid nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

79.183.49. 215 |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.

109. 67. 63. 207 |Israel 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

81.218.241.26 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop

2.54.38.39 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

5.28.156.192 |Israel 147, 237, 76. 200 |eitan aka i i1 || @M NG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

37.26.148.210 |Israel 147.237.0.19 |[madimata .idf.il{Bad TCP sequence aert 6

2.52.13. 47 I'sr ael 147. 237, 72. 167 |i shurimaka i o | ' €2 NG Engine: TGP Invalid  invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.

80. 246. 139. 148 |l srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 5

2.54.171.2 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 213 I srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 5

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

46. 19. 85. 232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 200 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4

79.183. 211. 157 I srael 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4

46.19.85.200 |[lIsrael 147.237. 77. 216 [dover. i df.il Bad TCP sequence Invalid ACK nunber noni t or 4

79.183. 211. 157 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d sequence nunier noni t or 4

2.54.164. 65 I srael 147.237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 85. 52 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4

79.183. 211. 157 |I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4

37.26.146. 167 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

2.54.164. 65 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

37.26.146. 167 |[lIsrael 147.237. 72. 156 |anan.i df .il Bad TCP sequence noni t or 4

46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

2.54. 164. 65 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4

46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 4

91.200.12. 136 |Wkrai ne 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 4

79.183. 211. 157 |I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4

81.218.241.26 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4

2.54.38.39 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack rej ect 4

2.54. 164. 65 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 4

46. 19. 85. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

77.127.68.8  |Israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  invalid segnent retransnission dr op 3
Ret ransni ssi on Packet dropped.

46.19.86.203 |israel 147.237.72. 166 |aka.i df .l Streaning Engi ne: TCP Invalid Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Acti on ‘Count
185.32.179.80 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 134
37.26.148.210 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 72
87.70. 64. 176 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 55
37.26.149.191 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
46. 19. 86. 214 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 36
46.19.85.6 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 25
84.94. 64. 207 | srael 147.237.77.216|dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 4
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Distributed Abnormal |y Long Request B ock 4
84. 94. 64. 207 I srael 147.237.77. 216 |dover . i df . i | Distributed Mal fornmed LR B ock 4
84. 94. 64. 207 | srael 147.237.77.216|dover. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from 84. 94. 64. 207 |B ock 3
157.55. 12. 90 Lhited Sates 147.237.77.216|dover.i df . i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 3
46.19. 86. 140 I srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut horized URL Access from 46. 19. 86. 140 B ock 3
84. 94. 64. 207 | srael 147.237.77.216|dover. i df . i | Mitiple Il1legal Byte Gode Character in Header Val ue from84.94. 64. 207 |B ock 3
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mitiple Illegal Byte Code Character in Mthod from84. 94. 64. 207 B ock 3
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mil tiple NILL Character in Header Nane from 84. 94. 64. 207 B ock 3
176.13.20.195 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Abnormal |y Long Header Line from 84. 94. 64. 207 B ock 3
37.26.148.210 |[Israel 147.237.0.19 |[madimatal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 3
199. 30. 24.103 |Uiited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 3
157.55. 2. 182 Lhited Sates 147.237.77.216|dover.i df . i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 3
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mil tiple Ml formed HTTP Header Line from 84.94. 64. 207 B ock 2
157. 55. 39. 81 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 2
193. 43. 245. 250 |l srael 147.237.77.216|dover.i df . i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 2
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mitiple Illegal Byte Gode Character in URL from 84. 94. 64. 207 B ock 2
81.218.55.253 |Israel 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Miltiple Illegal HITP Version from84. 94. 64, 207 B ock 2
82.81.68.180  |Israel 147.237.72. 166 |aka. i df . i | m”:k‘“; I'ZT?T?L:: nlcéggr?:f/tp'ag(;ficﬁz_'\fsgfcphsaChar$°t' rin None 1
108.4.107. 193 Wited Sates 147.237.77. 216 dover . i df . i mu:(;}?rillzli(inﬁtggiﬁiégl user cont r ol s/ header upper/ B ock !
NULL Character in URL [[#17]]%30vgun]]52#[ [/ 1 1] 224 [ %oli¢_I
84.94. 64. 207 I srael 147.237.77.216|dover.i df . i | [[#24]1[[#2]c10 [#0]]*- [[#4]] @3 xte\§ eatt, [[#260r1] A o° 0N B ock 1
RYYs[ [ #18] 13X [ #6] ] +Yx—
46.19. 86. 108 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212. 143. 40. 207 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to vww aka.idf.il/ishurim Bl ock 1
37.26.148.240 |[israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
122. 165. 128. 217|Indi a 147.237.76.42 |refuah.idf.il Abnornal |y Long Request et hod Bl ock 1
Pal esti ni an
217.78.58. 62 Territory, 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Qcecupi ed
93.113.125.11 |Ronani a 147.237.77.19 |l awforumi df. il [Waut horized URL Access to / B ock 1
68.180.228.112 [lnited Sates 147.237.77. 216 |dover.i df .i | Paraneter Type Miol ation PageNumin v i df.il/1133-ar/dover.aspx  |B ock 1
46. 19. 85. 139 I srael 147.237.77.216|dover.i df .i | Mal formed URL B ock 1
207. 46. 13. 22 Lhited Sates 147.237.77.216|dover.i df . i | Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df .i | Mitiple Illegal URL Path Encodi ng from 84.94. 64. 207 B ock 1
Illegal Byte (ode Character in WURL -t[[#15b;]]52# [ ¢+a] ] YR 7epv2~*
84. 94. 64. 207 I srael 147.237.77. 216 |dover.i df . i | w=U Tel [#29] ] [ [#31] ]yt [[#26]]-gn[ [#6]]° rb[#18]][[#18]]. B ock 1
3rhop[ #14] ][ [ #25] ] 2=e{ DR! 40,
37.26.148.157 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
83.223.122.10 |Wnited Kingdom |147.237.72. 166 |aka.idf .i| m”;’k"g i??’:‘;tn:. ;g;ggjf}égfoﬁtthii;h in None 1
109. 226. 17. 214 |Israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1
84.94.64.207  |israel 147. 237.77. 216 |dover. i df . i | (S?SLSLU: tcrgc\liibggpﬁngﬁi g‘\l_'DETC/’:fCE‘;('O‘jAﬂ;; on None 1
212. 150. 245. 250|I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 212. 150. 245. 250 B ock 1
189. 216. 250. 61 |Mexi co 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
122.165. 128. 217|India 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod B ock 1
84. 94. 64. 207 I srael 147.237.77. 216 |dover . i df . i | Illegal Byte Qode Character in Header \al ue B ock 1
80.178. 147. 111 |l srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on waw idf.il/https:/wwidf.il/ [B ock 1
93.113.125.11 |Ronmani a 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to / B ock 1
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