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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address |Site Signature Device Action |Count|
46. 244. 65. 150 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il Bl ock_UWp Al _Nets drop 2619
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-di |dest-reset 84

82. 145. 221. 157 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 4
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1

104. 245. 97. 224 147.237.77.121 e. navy.idf.il B ock Np Al Net drop 1

104. 245, 97. 224 147.237.77. 178 e. nat pash. i df . i | Block Np Al Net drop 1

184. 105. 247. 251 Lhited Sates 147.237.0. 17 mny- kosher-kravi.idf.il |B ock Wp Al Nets drop 1

104. 245. 97. 224 147.237.76. 176 test.ncore.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
119. 97. 146. 76 Chi na 147.237.0. 34 ti kshuv. i df . il{20086: HITP. Mi ebl ackcat Security Scanner B ock 8
198. 204.227.210 |whited Sates 147.237.77.74 |lawidf.il C1000074: HTTP. maj estic bot Bl ock 3
119. 97. 146. 76 Chi na 147.237.0. 34 ti kshuv. i df.il[20085: HITP. Mii ebl ackcat Security Scanner Initia Request B ock 2
217.194.206.113 |[Israel 147.237.0. 34 ti kshuv. i df . il{C1000138: HITP. prefix 1.01 in the LR B ock 2
2.54.167.55 I srael 147.237.0. 34 tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the URL Bl ock 2
199. 30. 25. 48 Lhited Sates 147.237.0. 34 ti kshuv. i df . il{C1000138: HTTP. prefix 1.01 in the LR B ock 2
123.126.113.80  |China 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38.241.106  |China 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |ClLO00071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Target Address Count ry ‘Ste ‘Signature
80.230.25.10 [147.237.77. 233l srael atal.idf.il [ET DOB Large anount of TCP ZeroVWndow - Possible Nciller2 DDos attack 13
119. 97.146.76 |147.237.0.34 |China tikshuv.idf.ill[ET WEB_SERVER Mii ebl ackcat scanner 2
60. 18. 162. 244 (147.237.77.61 |China e.cogat.idf.il|[ET SCAN NVAP -sS w ndow 2048 1
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il |Tehila - Perl LWP with fake user agent 1
5.22.130. 97 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potenti al
186. 16. 163. 84 |147.237.0.34  |Paraguay tikshuv.idf.il 1
Scan or Brute Force
80. 246. 137. 79 [147.237.77. 216 |l srael dover.idf.il [portscan: TCP D stributed Portscan 1
80. 95. 87. 37 147. 237. 77. 216 |Hungar y dover.idf.il |portscan: TCP DO stributed Portscan 1
60. 18. 162. 244 |147.237.77. 61 |China e.cogat.idf.il|[ET SCAN NVAP -f -sS 1
37.142.215.83 [147.237.77. 216l srael dover.idf.il [portscan: TCP D stributed Portscan 1
176.13. 4. 98 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
113,53 99. 156|147 237 76,44 |Thai 1 and o refuahidh i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential 1
Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
2.54.167. 90 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 134
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 32
Sreaning Engine: TGP Invalid i i sSi
46.19. 86. 67 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segent retransmssion. drop 30
Ret r ansm ssi on Packet dr opped.
46.19. 86. 70 I srael 147.237.72. 166 |aka. i df i drop SAMrul e drop 12
81.218.241.26 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
192.243.55.130 |Dominica  |147.237.77. 216 |dover.idf.il Bad TCP sequence SIWAK retransmt with different | oo vor 11
W ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
79.176.217.17 |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
192.114.23. 208 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
80.178.157.53 | srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 8
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
31.154.27.186 | srael 147. 237.76. 200 |ei tan. aka. i of .| g =g nvalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dr opped.
- s SYNHAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal @ noni t or 8
2.54.167.183 I srael 147.237. 77. 243 |nobi l e. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
110. 171. 132. 58 |Thai | and 147.237.76.31 |nakcha .idf.il [Bad TCP sequence Invalid ACGK nunber noni t or 6
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
212. 179. 218. 166|I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192.116. 105. 90 |l srael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i SSi
62.219.209.20 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.81.21.255  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 106 I srael 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TAP Invalid i i sSi
82.80.28.206  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
- . . SYNHAK retransnit with different .
192. 243.55. 130 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 6
192.243.55.138 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINHAK retransmt with different oo
W ndow scal e
46. 19. 85. 223 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber aert
192. 243.55. 129 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.138 |Dominica  |147.237.77. 216 |dover.idf. il Bad TCP sequence SINWAK retransmt with different | oo |5
W ndow scal e
192. 243. 55. 129 [Doni ni ca 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber noni t or 5
2.54.172.48 | srael 147.237.72. 156 |anan. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 223 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
192.243.55.134 |comnica  |147.237.77.216|dover.idf.il  |Bad TCP sequence SINAK retransmit with different oo vor s
w ndow scal e
62. 0. 235. 160 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19. 86. 186 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
65.55.210. 71  |UWited Sates |147.237.76.200 |eitan. aka idf. il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192.243.55.129 |Dominica  |147.237.77.74 [lawidf.il Bad TCP sequence SINHA retransmt with different oo o g
W ndow scal e
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SW drop 4
80.178.157.53 |[lIsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 178 I srael 147.237. 77. 216 |dover.i df . i Bad TCP sequence Invalid ACK nunber alert 4
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 129 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval id ACK nunber alert 4
66.249. 93. 252  |lsrael 147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1ocation i nbound enf orcenent |drop 4
46.19. 85.178 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 26 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 4
46. 19. 86. 186 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
80. 246. 136. 85 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site dgnature Acti on ‘Count
37.26.148.210 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 107
109. 253. 205. 19 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 91
37.26.148.162 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 47
46. 19. 86. 214 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 36
2.54.19. 17 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
2.54. 168. 60 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
37.26.149.215 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
37.26.149.143 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 15
212. 150. 244. 2271 srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
37.26.146.224 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
85.64.232.16  |Israel 147.237.72. 166 |aka. i df . i | Miltiple tnauthorized Method for Known UR. from B ock 7
85. 64. 232. 16
87.69. 72. 200 I srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wawidf.il/error.htm |B ock 6
. . Ml tipl e Whaut horized Method for Known URL from
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | 192. 115. 64. 250 Bl ock 4
46.19. 86. 106 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
157.55. 12. 68 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wawidf.il/error.htm |B ock 3
2.54.21.91 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
199. 30. 24. 158 |Uhited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 3
2.54.167.183 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.20.180 |[lIsrael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
213.8.10.13 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock 2
. . Unaut hori zed URL Access to
80.179.223.31 |Israel 147.237.77. 176 |nat pash. i df . i | vuwy cogat . df i | /i p. st oragel | es/ 9/ 4629, pg B ock 2
213.8.10. 14 I srael 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error.htm |B ock
84.108. 46.198 |l srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
213.8.10.16 I srael 147.237.77.216|dover. i df . i | Dstributed Wauthori zed URL Access on wwidf.il/error.htm [B ock 1
_ ny- kosher - kravi . i df _ L
40.77.167. 93 Lhited Sates 147.237.0. 16 O Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | vy i df . i |/ newsi t e/ novi es/ yassi nl. wiv B ock 1
ht t p: / or e. gl ader eboot ed. or g/ vi ewt opi c. php
79.183.29.14  |israel 147.237.72. 166 |aka. i df . i | Illegal Byte (bde Craracter in URL /nai v kapat 2/ /resi012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
37.26.148.210 |[Israel 147.237.0.19 |madimatal .idf.il Unt raceabl e SSL Sessi ons: (pen Mode None 1
208.115.113.89 |Whited Sates 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation SrtQr in B ock 1
wan i df . i | / 1380- he/ dover . aspx
Unhaut hori zed URL Access to
180. 76. 15. 138  |Chi na 147.237.0.15 |kosher-kravi .idf.i| |ww kosher-kravi.idf.il/tenpl ates/shared/ usercontrol s/ headeru |B ock 1
pper /
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to ww i df.i|/hebrew an B ock 1
149.126. 88, 151 |FA estinian Termitoryl, oo 537 75 166 |aka. i df . i | Whaut hor | zed Met hod HEAD f or B ock 1
Cceupi ed wa aka. i df . i |/ mai n/ hone/ def aul t . aspx
79.183. 29. 14 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.183.29.14 [B ock 1
2.54. 168. 60 I srael 147.237.0.19 |nadi matal .idf.il '\N“b';é)p' e Uhtraceabl e SSL Sessions from 2. 54.168. 60 ((Gpen None 1
85. 64. 232. 16 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 1
. . . SS. Lhtraceabl e Gonnection - Protocol violation
37.26.148.162 |l srael 147.237.0.19 |[madimatal .idf.il (SSL CONN LI ENT HELLO) None 1
194. 90. 128. 185 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Lhaut hori zed URL Access from 194. 90. 128. 185 B ock 1
80.178.157.53 [Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | thaut hor i zed Method HEAD for : B ock 1
waw aka. i df . i |/ mai n/ sachar/ popups/ nar ki vinas. aspx
2.54. 168. 60 I srael 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
- . Unhaut hori zed URL Access to
62.219.132.70 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
37.26.148.162 |lIsrael 147.237.0.19 |madimatal .idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
] . . Unhaut hori zed URL Access to
174.136.194.36 |lhited Sates 147.237.77.216|dover.i df .i | Wi df i |/ 1283- 19141- en/ dover . aspx+what is a virtual office Bl ock 1
40. 77. 167. 52 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
37.26.146. 167 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ sty ef shar edi r eset . css Bl ock 1
108. 167. 78. 139 |Lhited Sates 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/error. htm Bl ock 1
66. 249. 66. 76 Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/watch B ock 1
208.115.113.89 |Uited Sates 147.237.77. 216 |dover . i df . i | Farameter Type Molation Sortlr in Bock |1
waw i df . i | / 1065- en/ dover . aspx
2.54.167. 183 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index [B ock 1
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