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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46. 244. 65. 150 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 2981

104. 245. 97. 224 147.237.0. 33 idf.il Block Np Al _Net drop 1

202. 58. 137. 76 Australia 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1

104. 245, 97. 224 147. 237. 76. 200 eitan aka.idf.il Block Np Al Net drop 1

216. 218. 206. 67 Lhited Sates 147.237.8. 28 e.nobi | e-ks.idf.il Bl ock Udp All _Nets drop 1

50. 30. 37. 59 Lhited Sates 147. 237. 72. 156 anman. i df i Block Wdp All Nets drop 1

178. 32. 222. 65 France 147.237.77.179 e nazi.idf.il Block Np Al _Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Block_Udp All _Nets drop 1

184. 105. 139. 84 Lhited Sates 147.237.77. 234 hal ag.idf.il Block Np All Net drop 1




03-03-2016-07:04:00 to 03-03-2016-08:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnalure Devi ce Action |Oount |
199. 30. 25. 11 Lhited Sates 147.237.0. 34 ti kshuv.idf.i|C1000138: HTTP. prefix 1.01 in the UR B ock 2
174.136.194.36 |lhited Sates 147.237.77.216 |dover.idf.il |14459: HTTP. Known Skunkx DDOS Bot User-Agent Cyberdog B ock 1
223. 73. 45. 240 Chi na 147.237.77.216 |dover.idf.i| |Cl000125: HITP. Bl ock admin login to gov.il sites ?g=user B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 ti kshuv.idf.i|C1000138: HTTP. prefix 1.01 in the UR B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
223.73.45.240 |China 147.237.77.216 |dover.idf.il |0872: HITP. Apache .htaccess Access B ock 1
157.55.39.210 |lhited Sates 147.237.0. 34 ti kshuv.idf.i|C1000138: HTTP. prefix 1.01 in the UR B ock 1
223.73.45.240 |China 147.237.77.216 |dover.idf.il [Cl1000016: HITP. adnministrator in LR B ock 1




03-03-2016-07:04:00 to 03-03-2016-08:04:00

|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature
172.56.2.7 147.237.77. 216 |Uited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
122.228. 207. 118|147. 237.8.50  |Chi na e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
113. 76. 90. 49 147.237.0.16 |China ny-kosher-kravi .idf.il SERVER APAO-E Apac'he mod_ssl - non- S8 connection to SS. 1
port denial of service attenpt
2.54.133.206 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
209.126. 116. 147|147.237.77.19 |Wited Sates  |laxforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 180. 198. 185|147. 237. 72. 166 |Lhited Sates  |aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
187 3. 32186 147 237 76.31 |mragil nekehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
122. 228. 207. 118|147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
122.228.207. 118|147. 237.8.46  |Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
91.200. 165. 32 |147. 237. 77. 226 ?ézz;;”im ww chanat z. aka. i df .i| [ET DROP Sparhaus DRCP Listed Traffic | nbound 1
210. 48. 146. 154 |147.237.77. 170 |Mil aysi a naar achot . i df .| ET SCAN NVAP -sS w ndow 1024 1
203.3.24.23 147.237.77. 216 |Austradia dover.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220|147.237.0. 16  |Sweden ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘Ste ‘Slgnature Action ‘Count
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 32
Sreamng Engine: TCP Invalid i i ssi
85.65.87.162 |Israel 147.237.76. 200 |6 tan. aka i df . i 9 =g nval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINWAK retransmt with different —|oonvor |11
W ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243. 55. 136 |Coni ni ca 147.237.77.74 |lawidfi.il  [Bad TCP sequence SINHAK retransmt with different oo o0 |10
W ndow scal e
. . . SYNHAK retransnit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 9
192. 243. 55. 136 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
. . . SYNHAK retransnit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 8
192. 243. 55. 135 |Coni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 8
. sl SYNHAK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow Scal e noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different oo or s
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |mtpash.iof .| [Bad TCP sequence SINACK retransmt with different oo, o 7
W ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or
192. 243, 55. 135 |Doni ni ca 147.237.77. 176 |natpash.i of .i | |Bad TCP sequence SINAK retransmt wih different oo |7
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 [matpash.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINWAK retransmt wih different oo |7
W ndow scal e
L S SYNHAK retransnit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |mtpash.iof.i| [Bad TCP sequence vi ndow scal & noni t or 7
192. 243. 55. 129 |ooni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINWAK retransmt with different oo |7
W ndow scal e
L S SYNHAK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |mtpash.iof.i| [Bad TCP sequence vi ndow scal & noni t or 7
102.243.55.131 |Doninica  |147.237.77. 176 [natpash.idf. i1 [Bad TOP sequence SNeACretransmt with different oo o
W ndow scal e
L sl SYNHAK retransnit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal & noni t or 6
102.243.55.136 |Doninica  |147.237.77. 176 [natpash.idf. i1 [Bad TOP sequence SNeACretransmt with different oo o
W ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237.77. 176 |natpash.i df . i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different oo or 6
w ndow scal e
. s SYNHAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 6
192. 243. 55. 138 |Dom ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invali d ACK nunber noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
L sl SYNHAK retransnit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal & noni t or 5
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINWAK retransmt with different oo s
W ndow scal e
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SINHAK retransmt with different oo or s
w ndow scal e
203.3.24.23 Australia 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |metpash.iof .| [Bad TCP sequence noni t or 4
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 130 |Comi ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINWAK retransmt with different | onvor g
W ndow scal e
192. 243. 55. 131 |Dom ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert 4
192. 243. 55. 132 |Domi ni ca 147.237.77. 176 [matpash.iof .i| |Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 |nat pash.i df .i | |dr op Frst packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

d

count ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.145 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Qode B ock 79
2.52.172.105 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 28
. . Mul ti pl e Uhaut hori zed Method for Known URL from
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | 192, 115, 64. 250 B ock 17
199.30.25.68 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 3
176.13.12. 179 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
65.54. 247.156 |Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthori zed URL Access from 65. 54. 247. 156 B ock 3
207.46.13.107 [Wited Sates |147.237.77.216(dover.idf.il D stributed Lhauthori zed URL Access on v idf.il/error.htm Bl ock 2
. . . Unaut hori zed URL Access to
37.26.148. 157 |[lsrael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . | |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 2
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/mai n/ sachar/undefined [B ock
134, 191. 232. 71 |l srael 147.237.77.216|dover . i df . i Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock
66.249.66.184 |lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to wwwu ti kshuv. idf.il/defaul t.aspx B ock
. . . Unknown Par anet er anp; docld in
66.249. 64.190 |Wnited Sates |147.237.72.166|aka.idf.il W aka i o i1/ brot her s/ Kl al  / def aul t . asp None 1
192. 243. 55. 131 |Doni ni ca 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unhauthorized URL Access from 192. 243,55, 131 B ock 1
. ny-kosher-kravi .idf.i |s3 tntraceabl e Gonnection - Protocol violation
113. 76. 90. 49 Chi na 147.237.0. 16 | (SSL_CONN CLI ENT_HELLO) None 1
66.249.64.190 [Wnited Sates [147.237.72.166|aka.idf.il Uhknown Par aneter anp; si deScrol | in waw aka. i df . il/giyus/|eshakot/ |None 1
ww. chamat z. aka. i df i
66.249.64.165 |Lited Sates [147.237.77.226] . Wnaut hori zed URL. Access to B ock 1
N waw, chanat z. aka. i df . i |/ 1056- ar / hamaz. aspx
68.180.229. 173 |Uited Sates |147.237.72. 166 |aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/yohal an/ mai n0926. ht B ock 1
) . . Unknown Par anet er anp; docld in
66.249.64.190 [Wited Sates [147.237.72.166|aka.idf.il v aka, i df . i 1/ gi yus/ | eshakot/ def aul t . asp None 1
46.19. 86. 58 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx [B ock 1
192. 243. 55. 131 |Doni ni ca 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to wwwyidf.il/irag/ english/ nedia. asp B ock 1
134. 191. 232. 70 |I srael 147.237.77.216|dover.i df .l D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
66.249.64.190 |Uhited Sates |147.237.72.166|aka.idf.il Unhknown Paraneter anp; si descrol | in ww aka. i df.il/giyus/kadatz/ [None 1
66.249.64.190 [Wnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . il/giyus/ general B ock 1
. . Unaut hori zed Met hod HEAD f or
77.125. 6. 20 I srael 147.237.72. 166 |aka. i df . i | vw aka. i df i |/ mai rv sachar /i dkunpr at i ni shi yi m aspx B ock 1
) . ] Unknown Par anet er anp; docld in
66.249. 64.190 |Wited Sates |147.237.72.166|aka.idf.il v aka i o i1/ti znoret /Kl al i/ def aul t . asp None 1
L . . Unaut hori zed URL Access to
192.243. 55. 133 |Dom ni ca 147.237.77.74 [lawidf. il ww | aw i df.il/tenpl at es/ shared/ user cont rol s/ | obbyi nf ocent eri t ent Bl ock !
. ; D stributed Lhaut horized URL Access on
46.19.86.121 [l srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
. . . Unknown Paraneter anp;rnd in
134.191. 232. 71 |l srael 147.237.76.30 |hi nush. i df .il wwy chi nush. atal .i df.il/shared/ a ax/creat ecapt chai nage. aspx None !
66.249.66.76 |Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 76 B ock 1
223.73.45.240 |China 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 223.73. 45, 240 B ock 1
. . . Unknown Par aneter anp;anp;list in
66.249. 64. 190 [Lhited Sates |147.237.72.166|aka.idf.il vow aka i o . i 1/ chanat 2/ ki al | /def aul t. asp None 1
37.26.148.180 |[lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from37.26. 148. 180 ((pen Mvde) |None 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka. i df . il /mai n/ sachar/ B ock 1
. . D stributed Unaut hori zed URL Access on
80. 246. 130. 251 [I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
66.249.64.190 |United Sates |147.237.72.166|aka.idf.il Unknown Par anet er anp; doci d in ww aka. i df . il/giyus/ syyarot/ None 1
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 [mat pash. i df . i | Ml tipl e Unauthorized URL Access from 192.243.55. 135 B ock 1
. . . Unknown Paraneter anp;t in
134.191. 232. 71 |I srael 147.237.76.30 |hinush.idf.il o chi mush. at al i df i1 /webr esour ce. axd None 1
. . . Unaut hori zed URL Access to
66.249.66.105 |Uited Sates |147.237.77.74 |law i df.il vy | aw i df . i |/ tenpl at es/ t enpl at econt r ol s/ news/ NNAN NANDY Bl ock !
223.73.45.240 |china 147.237.77.216|dover. i df . il PHP Attenpt B ock 1
) . . Unknown Paraneter anp;catld in
66.249.64.190 [Wnited Sates [147.237.72.166|aka.idf.il vw aka. i o i 1/gi yus/ gener al / def aul t. asp None 1
37.26.148.180 |Israel 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
107.150. 42. 34 |Uhited Sates [147.237.76.200]ei tan. aka.idf .il Unaut hori zed URL Access to waw yun. ph/ B ock 1
. . . Unknown Par anet er anp; pageNum i n
66.249. 64. 190 [Lhited Sates |147.237.72.166|aka.idf.il vowv aka. i o1 /i turi ndasp/ di spl ayal | sol i ers, asp None 1
192. 243. 55. 137 |Dom ni ca 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df . i1/894-he Bl ock 1
Unaut hori zed URL Access to
66.249.64.74 |Uited Sates |147.237.76.31 |nakchal .idf.il v nakhal . i df.il/tenpl at es/ shared/ user cont rol s/ navrenu/ undef i ne  [B ock 1
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