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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46. 244. 65. 150 Pal estinian Territory, Gcupied |147.237.77.216 dover.idf.il ock Wp Al _Nets |drop 2679
184. 105. 139. 76 Lhited Sates 147.237.77.61 e.cogat.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 84 Lhited Sates 147.237.77.178 e. nat pash. i df.il Bock Np Al Net drop 1
74.82.47. 30 Lhited Sates 147.237.77. 19 lawforumidf.il Bl ock Wdp All Nets |drop 1
184. 105. 139. 100 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.0. 19 nedi matal .idf.il Block Np All Net drop 1
184. 105. 139. 84 Lhited Sates 147. 237.77. 227 e. hanaz. i df .i Block Np All Net drop 1
164. 132. 54. 194 Italy 147.237.77.61 e.cogat.idf.il B ock Np Al _Net dr op 1
184. 105. 139. 120 Lhited Sates 147.237.0. 17 mny- kosher -kravi . i df . il Bock Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237. 0. 33 idf.il Bock Np Al _Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
184. 105. 139. 72 Lhited Sates 147. 237. 72. 156 aman.idf.il Block Np All Net drop 1
184. 105. 139. 124 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock Np Al _Net dr op 1
184. 105. 139. 100 Lhited Sates 147.237.0. 35 akaws. i df.i | Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
157. 55. 39. 210 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HTTP. prefix 1.01 in the LR B ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1




03-03-2016-06:04:06 to 03-03-2016-07:04:06

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry ‘Ste Signature
66.249.66. 105 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
122.228. 207. 118(147. 237. 0. 200 |Chi na i df il ET SCAN Potential SSH Scan

SERVER APACHE Apache nod_ssl non- SSL connection to SSL port

113. 76. 90. 49 147. 237.0. 17 Chi na m ny- kosher-kravi .idf.il . . 1
W deni al of service attenpt
185.130.5.159 |147.237.77. 243 nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
176.12. 135. 176 |147.237.76.44 |lsrael e.refuah.idf.il . 1
Potential Scan or Brute Force
122. 228. 207. 118(147. 237. 72. 156 |Chi na anan.idf.il ET SCAN Potential SSH Scan 1

SERVER APACHE Apache nod_ssl non-SSL connection to SSL port

113. 76. 90. 49 147.237.0.34 [China tikshuv. i df.il . . 1
deni al of service attenpt

195. 216. 176. 244|147. 237.77. 61 |Latvia e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1

183. 82. 106. 200 |147.237.76.177 |India ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1

122. 228. 207. 118|147. 237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
41.33.231.90 Egypt 147.237.77. 216 [dover.idf.il |drop SAMrule drop 34
Sreamng Engine: TCP Invalid i i ssi
2.54.170.34  |Israel 147.237.72. 166 |aka i df .i 9 =9 nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il  |drop First packet isn't SN drop 7
- . . SYNPAXK retransmt with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.idf .il |Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 6
84.228.37.253 |[lIsrael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
192. 243.55. 132 |Doni ni ca 147.237.77.176 |natpash.idf.i| [Bad TCP sequence I'nval i d AGK nunber noni t or 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243.55. 132 |Doni ni ca 147.237.77.176 |matpash.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 135 [Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYNACK -> Ti meout rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77.176 |matpash.idf .11 |Bad TCP sequence SINHAK retransmt wth different o o0 |y
w ndow scal e
- . . SYNPAXK retransmt with different .
192. 243.55. 132 |Domini ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
Sreaning Engine: TGP Invalid i i ssi
94.230.84.57  |Israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
192. 243.55. 132 [Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.177.161.4  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent et ransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
192.243.55. 135 |Cominica 147.237.77. 216 |dover.idf.i1  [Bad TCP sequence SINGAQC retransmt with different Joonitor s
w ndow scal e
192. 243.55. 132 |Doni ni ca 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaning Engine: TQP Invalid i i SSi
79.180.139.88 |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
- . . SYNVACK retransmt wth different .
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e roni t or 3
Sreaning Engine: TQP Invalid i i SSi
83.130.106.45 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.178 |United Sates |147.237.77. 243 |nobile.iof il 9 =9 nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
109. 65. 48. 118 I srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
192. 243.55. 132 |Doni ni ca 147.237.77.176 |natpash.idf.i| [Bad TCP sequence I'nval i d AGK nunber aert
192. 243. 55. 135 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert
Sreaning BEngine: TCP Invalid i i SSi
5.102.200.26  |Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
208.115.113.89 |Lhited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SYN drop 2
180. 153. 236. 16 |Chi na 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
192. 243.55. 135 |Doni ni ca 147.237.77. 176 [t pash. i df .i| [Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 [t pash.idf .i1 [Bad TCP sequence noni t or 2
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
192. 243.55. 132 |Doni ni ca 147.237.77. 176 |nat pash.i df .i1 |dr op First packet isn't SN drop 2
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
5.29.78.38 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 2
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreanming Engine: TCP Invalid i i ssi
68. 180. 229. 239 |Wnited Sates |147.237.72. 166 |aka.idf.il 9 =g nvalid segnent retransmssi on. drop 2
Ret ransmi ssi on Packet dr opped.
2.52.190. 201 I srael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 135 [Doni ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert
192.243.55. 131 |Cominica 147.237.77.74 |lawidf.il  [Bad TCP sequence SINGAQC retransmt with different Jooniior |2
w ndow scal e
74.82.47.54 Lhited Sates [147.237.0.34 [tikshuv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 1
102.243.55.133 |Dominica  [147.237.77.176|matpash.icf.il |Bad TCP sequence SINAK retransmt with different oo [
w ndow scal e
2.54.128. 246 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 1
184.105. 247. 208|United Sates |147.237.76.197 |e.hinush.idf.il|Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
192. 243. 55. 135 |Doni ni ca 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
- . . SYNVACK retransmt wth different .
192. 243.55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 1
180. 153. 236. 16 |Chi na 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1
192. 243.55. 135 |Doni ni ca 147.237.77. 176 |matpash. i of .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
192. 243.55. 134 |Doni ni ca 147.237.77.176 |natpash. i of .i| |Bad TCP sequence SINAK retransmt with different oo 3
w ndow scal e
2.54.128. 246 I srael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 219|Wnited Sates |147.237.0.34 |[tikshuv.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
109. 64. 116. 55 |l srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 48
46.19.86.119 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode Bl ock 3
66. 249. 66. 76 Lah;::: 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66.249. 66. 76 Bl ock 3
91.135. 102. 187 |I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock
79.178.175.77 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code Bl ock
210. 246. 58. 255 g:e:INand 147.237.72.167|i shurimaka. i df.i| |SSL Wntraceabl e Connection - Qpen Mde None 1
162. 243. 68. 232 g";tt:: 147.237.0.15 |kosher-kravi.idf.il [Mitiple Unauthorized URL Access from 162. 243. 68. 232 B ock 1
66. 249. 79. 195 Léh;::g 147.237.72. 156 |aman. i df . i | Whaut hori zed URL Access to list.ips.gov.il/listl htm B ock 1
192, 243.55. 132 [Domnica  |147.237.77. 216 |dover.i df .i | O stributed Whaut hori zed URL Access on ww i df . i1/ navy/ Bl ock
104. 235. 148. 46 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
Unaut hori zed URL Access to
. . wa aka. i df.il/sip_storagelfil es/5/ 67785. pdf &a=u&ved=0ahukew 69e_j 0
213.151. 58. 193 I srael 147.237.72.166 |aka. i df . i | 6pl ahxd_q4kh5zay0qf ggi maagsi g2=0a035hf 7goyl n7as2kl ygaéusg=af gj ¢ B ock 1
nhdi r Ogt ust f 9t t 2knbj okxaui gaq
Lhi ted .. . |Whaut hori zed URL Access to
162.243. 68.232 Sates 147.237.0.15  kosher-kravi . idf.il kosher-kravi .idf.il/tenpl at es/ shared/ user contr ol s/ header upper/ Bl ock !
Lhited - . Paraneter Type M ol ati on PageNumin
68.180.230. 224 o 147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1117- he/ nakhal . aspx Bl ock 1
Unaut hori zed URL Access to
192. 243.55. 135 |Dominica  |147.237.77. 176 |nat pash. i df . i | wwwy cogat . i df . i | /si p_storagel/ fil es/ 0/ 3950. pdf xy- and- di rt yed-t he- okl aho |Bl ock 1
nma- t or nadows
64.124.98.9 'éh;tteeg 147.237.77.216|dover . i df . i Unaut hori zed URL Access to wawnidf.il/error. htm B ock 1
. . |Uhauthori zed URL Access to
178.255. 215. 87 France 147.237.0.15  [kosher-kravi . idf.il wn kosher - kravi . i df . il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
. . . Unaut hori zed URL Access to
77.127.108. 253 (I sr el 147.237.0.34 |tikshuv.idf.il vanw ti kshuy. i df . i | / 901- 8613- he/ t i kshuv. aspx¥. vt cj - - ybol 9 B ock 1
207. 46. 13. 22 léh;:(f: 147.237.77.216|dover . i df . i Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 1
. . . . SS. Untraceabl e Gonnection - Protocol violation
113.76.90. 49  |Chi na 147.237.0.34 |tikshuv.idf.il (SSL_OONN LI ENT FELLO) None 1
180. 76. 15. 140 |Chi na 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
. . Paraneter Type Mol ati on SearchText in
2.52.164.176 |l srael 147.237.76.42 (refuah.idf.il voww r ef ua. at al i o . i 1/ 938- hel ref uah, aspx Bl ock 1
207. 46. 13. 107 g";tt:: 147.237.77.216|dover . i df . i Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
157. 55. 39. 183 ;h;:(fg 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 66. 187 gﬁ;tt:‘sd 147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to wawn tikshuv.idf.il/main/giyus/general .aspx |B ock 1
i -kosher-kravi .id
184. 105. 139. 68 LSh;tts: 147.237.0. 16 ][Tyi | Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
17. 167. 248. 57 gq;tt:‘s 147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to wan i df.il/appl e-app-site-association Bl ock 1
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