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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
46. 244. 65. 150 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 2254
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
212.133.133.116 Tur key 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 104 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237.0. 34 tikshuv.idf.il Block Np Al Net drop 1
184. 105. 139. 112 Lhited Sates 147. 237. 8. 45 eeitanidf.il Block Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1

60. 166. 134. 170 Chi na 147.237.72. 156 anan.idf.il B ock_Udp Al _Nets dr op 1
184. 105. 139. 104 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237. 0. 200 . i df . i | Bock Np Al Net dr op 1
184. 105. 139. 112 Lhited Sates 147.237.77. 212 e. dover.idf.il Block Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.0. 16 ny- kosher-kravi . i df .il B ock Np Al Net drop 1
184. 105. 139. 108 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock Np Al Net dr op 1
184.105. 139. 116 Lhited Sates 147.237. 8. 50 e. tikshuv.idf.il Bock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237.77. 233 atal.idf.il Bock Np Al Net dr op 1
161. 202. 165. 6 Net her | ands 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 108 Lhited Sates 147.237.77. 243 nobi | e. i df i Block Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 74 lawidf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1

123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

66.249. 74. 96 147.237.77.176 [lhited Sates nat pash. i df .i | ET SCAN NVAP -sA (2) 2
104. 215. 89. 20 147.237.72.156 |Uhited Sates aman.idf.il ET SCAN NVAP -f -sS 1
93.113.125. 11 147. 237. 0. 200 Romani a . i df il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.77. 61 Lkr ai ne e.cogat.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
209. 126.116. 147 |147.237.77.212 |Uited Sates e.dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.180. 198. 185 |147.237.76.148 |Lhited Sates ggcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 159 147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 215. 89. 20 147.237.72.156 |Lhited Sates aman.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94. 102. 48. 193 147.237.77.226 |Netherl ands vwwy chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 147.237.77. 61 Lkr ai ne e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 67 147.237.8. 27 Net her | ands e.madi matal .idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.77.243 |hina nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
209.126.116. 147 |147.237.77.179 [lhited Sates e.mazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 36. 35. 241 147.237.72.166 |Russian Federation |aka.idf.il ET SCAN Potential SSH Scan 1
104. 215. 89. 20 147.237.72.156 |Whited Sates anan. i df.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | dr op SAMrule drop 30
S reamng Engi ne: TCP i i ssi

79.177.173. 242 |1 srael 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine. 1 nval i d segnent retransmssi on. drop 18
Inval id Retransm ssion Packet dr opped.

46.121.122.48 |israel 147.237.77. 233 |atal i df i Bad TCP sequence SN retransmt wih different monitor |16

W ndow scal e
S SYNretransnmit wth different .

46.121.122.48 |israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence vi ndow scal moni tor |9
S reanming Engi ne: TCP i i SSi

1.46.104.103  |Thail and 147.237.77. 243 |nobi l e i df .1 mng Ehgine: 7 Inval i d segnent retransmssi on. drop 6
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi

176.13.21.0  |israel 147.237.72. 166 |aka i df .i mng tngine. 1 vl i d segnent retransmssi on. drop 6
Inval id Retransm ssion Packet dr opped.

46. 19. 85. 148 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |5

46.19. 85. 148 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval id ACK nunber alert 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

91.200.12.136  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4

91. 200. 12. 143  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
S ream ng Engi ne: TCP i i ssi

66.249.66.107 |Wnited Sates |147.237.77.243|nobile.idf.il mng Engine. 1 nval i d segnent retransmssi on. drop 3
Inval i d Retransm ssi on Packet dr opped.
S reanming Engi ne: TCP i i ssi

2.52.139.199  |Israel 147.237.72. 166 |aka. i df .| mng thgine. nvalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dr opped.

. s Streamng Engi ne: TCP TCP segnent out of naxi num

93.113.125.11 |Ronani a 147.237.0.15 |kosher-kravi.idf.il Segnent Linit Enforcenent all oved sequence. Packet dr opped. drop 3
S reaming Engi ne: TCP i i ssi

46.19.85.148  |Israel 147.237.72. 166 |aka. i df .| mng thgine. nvalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dr opped.

. ' e Streamng Engi ne: TCP TCP segnent out of naxi num

93.113.125.11 |Ronani a 147.237.0.19 |nadimatal .idf.il Segnent Linit Enforcenent all oved sequence. Packet dr opped. drop 3
S reaming Engi ne: TCP i i ssi

80. 246.136.86 I srael 147.237.77. 243 |nobi l e, i df .1 mng Ehgine: 7 Inval i d segnent retransmssi on. dr op 3
Inval id Retransm ssion Packet dr opped.

64.246.165. 200 [Lhited Sates [147.237.77.233atal.icf.il Header Rej ection rggﬂitre’ ection pattern found in oo |3

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
S reamng Engi ne: TCP i i ssi

68.180. 229. 121 |Lnited Sates |147.237.76. 200 |ei tan. aka idf. il mng tngine. 1 nval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dr opped.

109.64.135.51  |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence SINAK retransmt with different | opyior 1

W ndow scal e

93.113.125.11 |Romani a 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1

74.82.47.31 Lhited Sates |147.237.76.202 e hal ag.idf.il Geo- | ocati on enf or cenent Geo-l ocati on i nbound enf orcenent [drop

190. 167. 77. 112 g&&'iian 147. 237. 77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1

93.113.125.11 |Ronani a 147.237.0.33 |idf.il dr op drop 1

84.111.157. 103 [lIsrael 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184.105. 247. 212|Whited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

123.125.71.69 |China 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1

74.82.47. 47 Lhited Sates |147.237.77.205 |prishaidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 139. 110|Wnited Sates [147.237.0.17 ;nlnly kosher-kravi-TdqyN At ack SYN -> SYN-ACK -> RST rgect |1

93.113.125.11 [Romani a 147.237.0.35 |akaws.idf.il dr op drop 1

68. 42. 120. 96 Lhited Sates |[147.237.72.167 |ishurimaka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 247. 240|Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1

137.226.113.7  |Ger many 147.237.77. 212 |e. dover . i df . i | Geo- | ocati on enf or cenent Geo-l ocati on i nbound enf orcenent [drop 1

93.113.125.11 [Romani a 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber aert 1

217.132.66. 158 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber moni tor |1

184. 105. 139. 116|UWited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

93.113.125.11 [Romani a 147.237.0.200 |ndu.idf.il dr op drop 1

184. 105. 247. 248|UWited Sates |147.237.0.33 |idf.il drop drop 1

141.212.122. 211 |Wited Sates |147.237.77.235|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

93.113.125.11 |Romani a 147.237.0.19 |madi matal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

79.182.18.9 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 139. 122|Wited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

109. 64.135.51 |Israel 147.237.76.86 [navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1

93.113.125.11 |Romani a 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence Inval i d AGK nunber aert 1

74.82. 47.18 Lhited Sates |147.237.77.226 ;":’“’“ha"“tz' aka Tdf- oy At ack SYN -> SYN-ACK -> RST rej ect 1

187.136.77.30 [Mexico 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect

141.212.122. 212|Uhited Sates [147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

184. 105. 247. 199|United Sates |147.237.76.30 |[hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
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Devi ce

‘Attacker Qountry ‘Target Address |[Site Sgnature Acti on ‘Count
. . Mul tiple Waut horized Method for Known URL from
85. 65. 183. 235 |l srael 147.237.72. 166 |aka. i df . i | 85. 65 183, 235 B ock 6
66.249.66.76 |Lhited Sates 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 66. 76 Bl ock
80. 246. 136. 86 |l srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspici ous Response Gode Bl ock
] ; ; Unaut hori zed URL Access to
80.246.136.86 |l srael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
93.113.125. 11 |Ronani a 147.237.0.19 |madimatal .idf.il Unaut hori zed URL Access to / B ock 1
Lhaut hori zed URL Access to
68.42.120.96 |Lhited Sates 147.237.77. 176 |mat pash. i df . i | wwe cogat . i df . i 1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ ma |Bl ock 1
ziidf.il
46. 60. 68. 42 gcis;i':&a” Territory. 147, 237. 77. 216 |dover . i of . i | Unaut hori zed URL Access to vawidf.il/ar/adnin Bl ock 1
84.108. 102. 61 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df . il/404. ht m{B ock 1
66. 249. 66. 127 |[Lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df.il/993/ pat zar. aspx |B ock 1
. m ny- kosher - kravi . i )
184. 105. 139. 70 |Lhited Sates 147.237.0. 17 df il Unaut hori zed URL Access to 147.237.0.17/ B ock 1
68.180. 228. 112 |Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
. . Unaut hori zed URL Access to
46.121.122.48 |[Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
) . . . Unaut hori zed URL Access to
66. 249. 66. 184 |[nited Sates 147.237.0.34 |tikshuv.idf.il voww ti kshuv. i df . i 1/ i r/ gi yus/ gi yus/ gener al . asp B ock 1
217.69.133. 13 |Russi an Federation 147.237.72. 156 |anan. i df . i | Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
68.180.230.29 |[Lhited Sates 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-en Bl ock
85. 65. 183. 235 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwwn aka. i df.il/main/sachar/ |B ock
-kosher -kravi . i df . i
66. 249. 66. 188 |Lhited Sates 147.237.0. 16 lfT}’ Unaut hori zed LRL Access to ww ny- kosher-kravi.idf.il/ B ock 1
66.249.66.76 |lLhited Sates 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwwidf.il/error. htm B ock 1
93.113.125.11 |Ronani a 147.237.0.15 |kosher-kravi.idf.il Unaut hori zed URL Access to / Bl ock 1
66.249.74.96 |lhited Sates 147.237.77. 176 |mat pash. i df . i | Suspi ci ous Response Code Bl ock 1
46.60.68. 42  |AestinanTerritory, |y ,2 537 77 216 |dover.idf . il Adnin B ocki ng B ock 1
Cceupi ed
66.249. 66. 127 |Lhited Sates 147.237.77.74 [lawidf.il Mil tipl e Unauthori zed URL Access from 66. 249. 66. 127 B ock 1
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