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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46. 244. 65. 150 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il ock Udp Al _Nets drop 2796
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 6
168. 235. 197. 242 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp |drop 1
52.53.222.9 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Block Np All _Net drop 1
164. 132. 54. 194 Italy 147.237.76. 196 e.sviva.idf.il Block Np Al Net drop 1
213. 150. 209. 180 Mte Dlvoire 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1
164. 132. 54. 194 Italy 147.237.76. 198 e.yohal an.idf.il Bl ock Np Al _Net drop 1
109. 199. 64. 103 Pol and 147.237.0. 19 nadi matal .idf.il Bl ock_Udp All _Nets dr op 1
164. 132. 54. 194 Italy 147.237.77. 243 nobi le.idf.il Block Np All Net drop 1
164. 132. 54. 194 Italy 147.237.0. 17 mny-kosher-kravi.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 3
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
87.70. 18. 67 I srael 147.237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
_ _ . |ET SCAN Behavi oral Unhusual Iy fast inbound Tel net Gonnecti ons,
181. 95. 245. 157 |147.237.8.27 |Argentina e.madi matal .idf.il ) 1
Potential Scan or Brute Force
104. 232.98.38 |147.237. 76. 148 ggcenter. aka idf.i[ET SCAN NVAP -sS wi ndow 2048 1
61.240.144.65 |147.237.76.34 |China yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.224.109. 175|147. 237. 77. 74 |Ger many lawidf.il ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237.76. 148 ggcenter. aka. i df .i [ET SCAN NVAP -sS wi ndow 3072 1
104.232.98.38 |147.237.76. 148 gacenter.aka. i df.i [ET SCAN NMVAP -f -sS 1




03-03-2016-04:04:09 to 03-03-2016-05:04:09

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Country‘Target Address |Ste Signature Acti on ‘Count
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
194.218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 29
194. 218.27. 162 |Sweden 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
194.218.27.162 |Sweden 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁ?fsg reansmt wthdifferent | onitor |18
194, 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 17
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
54.72.0.55 I'rel and 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SIACK reransmt wthdifferent |oonitor s
54.72.0.55 Ireland 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
54.72.73. 168 I'rel and 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
52.16.5.197 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
54.72.73.168  [ireland 147.237.77. 216 |dover.idf il [Bad TOP sequence mﬁsg;treansmt wthdifferent | onitor |3
52.16.5.197  [lhited Qates  |147.237.77.216|dover.icf.il  |Bad TCP sequence mﬁsrc;tgansm wthdifferent |oonitor |3
2.52.131.125  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  |invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
92. 99. 102. 184 ;grt:td%”ab 147.237.77. 176 |matpash.idf.il [Bad TOP sequence mﬁsrc;tgansm wthdifferent |oonitor |2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 138 |Domi ni ca 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
99.238.48. 144 |Canada 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
92.99. 102. 184 ;Ertaetdeskab 147.237.77. 176 |matpash.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
192. 243.55. 138 |Donini ca 147.237.77.176 |matpash.icf.il [Bad TCP sequence mﬁsg reansmt wthditterent | onitor |2
92.99. 102. 184 ;Ertaetdeskab 147.237.77. 176 |matpash.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
68.180.228.112 |lited Sates  |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid Jinvalid segnent retransission drop 2
Ret r ansni ssi on Packet dropped.
137.226.113.7 |Germany 147.237.77.121|e.navy.idf.il |Geo-| ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent |drop 1
198.58.103.114 |lhited Sates  |147.237.77.216|dover.icf.il  |[Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |1
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.122. 219|tnited Sates 147.237.77. 243 |mobile.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 112|lhited S ates 147.237.77.212e.dover.idf .il |Geo-1 ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
123.125.71.80 |China 147.237.77.176 |matpash.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
73.78.35. 137 Lhited Sates 147.237. 77. 216 |dover.idf i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 76.15. 158  [China 147.237.77. 170 |nmarachot . i of . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
137.226. 113.7  |Ger many 147.237.77. 178 |e. mat pash. i df . i I|Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
203.92.121.42 |9 ngapore 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 220|lhited Sates 147.237.76.196 |e.sviva.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
216. 218. 206. 116|Lhited Sates 147.237. 77. 216 |dover.idf i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
130. 64. 25. 59 Lhited Sates 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
75.164. 124. 106 |Lhited Sates 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 79 |nited Sates 147.237.0.33 [idf.il drop drop 1
137.226.113.7 |Ger many 147.237.77. 234 |hal ag.idf i1 SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
192. 243. 55, 138 |Doni ni ca 147.237.77.216 |dover.idf.il  [Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |1
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 220|thited Sates 147.237.77. 243 |mobile.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect
137.226.113.7 |Ger many 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op
195. 62. 53. 168 :ZZ::FI on 147.237.76.201|e.ata .idf.il Geo- | ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
184. 105. 247. 207 |United Sates 147.237.77. 227 |e.hanaz.i df .i] |Geo-1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |[dr op 1
141.212.122. 217 |nited Sates 147.237.76. 177 |ncore.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 90 |Lhited Sates 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
116. 212. 139. 66 |Canbodi a 147.237.77. 176 |natpash.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry ‘Target Addr ess ‘Slte ‘Sgnature Action ‘Oount

66.249.64.190 |Uhited Sates [147.237.72.166|aka.idf.il |Mitiple Wauthorized URL Access from 66.249. 64. 190 B ock 1
107.150. 42. 36 [lhited Sates [147.237.77.74 |lawidf.il [Unauthorized URL Access to waw yun. ph/ B ock

66.249.66. 72 [Lnited Sates [147.237.76.86 |navy.idf.il[tnauthorized URL Access to navy.idf.il/brothers/gallery/ showpi cture. asp B ock

178. 255. 87. 242 LKJ?I;;c(jjom 147.237.77. 216 |dover . i df . i|Unaut hori zed LRL Access to 147.237.77. 216/ robots. t xt B ock 1
66.249.66.76 |lLnited Sates |[147.237.77.216|dover. i df . i|ihaut hori zed URL Access to wan idf.il/error.htm B ock 1
208.115.113. 89 |lhited Sates |147.237.77.216|dover. i df . i|Paraneter Type Mol ation SortDir in wwwidf.il/1395-en/ dover. aspx B ock 1
37.203.214.2 |Sweden 147.237.77. 216 |dover . i df . i|PHP Attenpt B ock 1
66.249.79.209 |[lLnited Sates |[147.237.72.156|anan. i df. i ||tnauthorized URL Access to list.ips.gov.il/robots.txt B ock 1
216.218. 206. 68 |Lhited Sates 147.237.77. 216 |dover . i df . i|unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
37.203.214.2 |Sweden 147.237.77. 216 |dover . i df . i|uhaut hori zed URL Access to www i df.il/wp-1ogin. php Bl ock 1
99.238.48. 144 |cCanada 147.237.72. 166 |aka, i df . | |Lknown Parameter ctl00Sct| 00Scphii n$ephSachar Sct ! 55 in None 1

wan aka. i df . i | / nai n/ sachar/ paysl i ps. aspx
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