03-03-2016-03:04:07 to 03-03-2016-04:04:07

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Target s |
2, 400+
1, 8007 B dover.idf.il
) W aka. idf.il
1, 200- M nat pash.idf.il
Wiawid.il
Number . M navy.idf.il
thcks 600- B i shurimaka. i df . |
[ refuah.idf.il
Meitan aka.idf.il
A . ’ & N & & ¢ : & - K . . .
KR X R R RS S RN mobi | e. i df i |
@ oo & ¥ ¥\ é{\é B tikshuv.idf.il
P & N & @ & & N
& N &> <
3
Top Tar get

M 46. 244. 65. 150
194. 218. 27. 162

I 192. 243.55. 138
192. 243. 55. 130

" r(;ber Il 204. 93. 154. 216
Attacks M 192. 243. 55. 129

W 41.33.231. 90

M 192. 243. 55. 136
192. 243. 55. 133

o M 192. 243. 55. 131

Top Attackers



03-03-2016-03:04:07 to 03-03-2016-04:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address|Site  |Signature Device Action |Count|
46. 244. 65. 150 Pal estinian Territory, Qcupi ed|147.237.77.216 dover.idf.il|B ock Udp All Nets drop 2222
204. 93. 154. 216 Lhited Sates 147.237.77. 216 dover.idf.il|TGP Scan (vertical) drop 154
208.117. 68. 180 Lhited Sates 147.237.77. 216 dover. i df.i | TGP handshake viol ation, first packet not syn [drop 8

168. 235. 197. 242 Lhited Sates 147.237.77. 216 dover.idf.il[JLMPurple Con Linmit Htp drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il|B ock Wdp All Nets drop 1

168. 235. 197. 242 Lhited Sates 147.237.77. 216 dover.idf.ilf[JLM Under Attack Con Htp drop 1

46. 246. 123. 44 Sweden 147.237.0. 33 idf.il ock Wdp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry arget Address |Site |Sgna1 ure Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 3
61.135. 189. 119 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 3
149. 202. 48. 176 Ger nmany 147.237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Bl ock 2
149. 202. 48. 176 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
173.208.136.170 |lhited States 147.237.77.176 |matpash.idf.il [C1000016: HTTP. administrator in UR Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
87.70. 18. 67 I srael 147.237.76. 86 navy.idf.il C1000008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

175.99. 87. 209  |147.237.76. 42 [Tai wan refuah.idf.il ET SCAN NVAP -f -sS 1
104.232.98.38 |147.237.77.234 hal ag.idf . i1 ET SCAN NVAP -sS w ndow 3072 1
104. 171. 122. 167|147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.113.125.11 |147.237.72. 217 |Romani a eidf.il ET SCAN NMAP -sS wi ndow 1024 1
52.90. 244. 8 147.237.76.44 |lhited Sates [erefuah.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
40.117.92.242 |147.237.76.198|lhited Sates |e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
220. 231. 195. 122[147. 237. 72. 217 |Chi na eidf.il ET SCAN NMAP -sS wi ndow 4096 1
209. 126. 116. 147|147.237.0. 200 |lhited Sates |mau.idf.il ET SCAN NVAP -sS wi ndow 1024 1
175.99. 87.209 |147.237.76. 42 |Taiwan refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
104. 232.98.38 |147.237.77.234 hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
104. 171. 122. 167|147. 237. 76. 197 |Lhited Sates |e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106.23 |[147.237.0.15 [Turkey kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
40.117.92.242 |147.237.76.198|United Sates |e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
220.231. 195. 122|147. 237. 72. 217 |Chi na e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
175.99.87.209 |147.237.76.42 |Taiwan refuah.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address [Ste Signature
194. 218. 27. 162 [Sweden 147. 237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber moni tor  |120
194. 218. 27. 162 |Sweden 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber aert 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf i1 |Bad TOP sequence SINAXK retransmt wih different o onivor |11
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
212. 143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
. . . SYNHAK retransnit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash.idf .i Bad TCP sequence vi ndow scal e nmonitor |6
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINHAK retransmt with different —Joositor 6
w ndow scal e
192. 243. 55. 138 |Dom ni ca 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 6
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover . i df i Bad TCP sequence SINWAK retransmt with different oo vor 6
W ndow scal e
L C e SYNHAK retransnit with different :
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence i ndow scal e monitor |6
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 216 |dover . i df i Bad TCP sequence SINWAK retransmt with different oo vor s
W ndow scal e
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni tor |5
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber monitor |5
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence Invalid AGK nunber aert 5
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmt with different —Jopyior [
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.176 |natpash. i of.il  |Bad TOP sequence SNeACretransmt with different o000 |4
W ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence monitor |4
192. 243. 55. 130 [Doni ni ca 147.237.77. 176 |natpash.icf.il  |Bad TOP sequence SINAK retransmt with different —onvor |
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 4
. . . SYNHAK retransnit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |4
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237.77. 176 |natpash.icf.il  |Bad TCP sequence Inval i d ACK nunber monitor |4
192. 243. 55. 129 [Dom ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
Pal esti ni an s -
46. 244. 65. 150 Territory, Coeupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
. . . SYNHAK retransnit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |nat pash. i df .i Bad TCP sequence vi ndow scal e monitor |3
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SINHAK retransmt with different —Jooyior s
W ndow scal e
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engi ne: TCP i
93.113.125. 11 |Ronani a 147. 237.72. 167 |i shuri maka. i of . 9 =g TCP segment out of maxi mum drop 3
Segnent Linmt Enforcenent al | oned sequence. Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 |dover.i df . i1 SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 130 [Dom ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreamng Engine: TP Invalid i i ssi
109. 253. 156. 47 || srael 147. 237, 77. 243 |nobi l e. i of i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.149.204 |Israel 147.237.72. 166 |aka.i df . g =g I nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79.182. 123. 112 |I srael 147.237.72. 166 |aka. i of . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |natpash.icf.il  |Bad TCP sequence Inval id ACK nunber monitor |3
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 3
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber aert 2
192. 243. 55. 130 Domi ni ca 147.237.77. 176 |matpash.idf.il  |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |Bad TCP sequence nonitor |2
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
93.113.125.11 |Romani a 147.237.72. 167 i shuri maka. i df . i|unaut hori zed URL Access to / B ock 1
66.249.64.190 [lLhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to vww aka. i df.il/main/ drushi Bl ock 1

A . - URL is Above Root Directory
197.231.221. 211|Liberia 147.237.77. 216 |dover. i df . il wwi i1 /. /shared/cl i entscri pts/j querylj query-1 4. 2.nin.j s Bl ock 1

: ; ; Unaut hori zed URL Access to
68.180. 228. 112 |[nited Sates 147.237.77. 216 |dover . i df . i | v i df .1/ hebr ew or gani zat i on/ honef r ont B ock 1

. . . S Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL CONN GLI ENT FELLO None 1
66. 249. 66. 72 Lhited Sates 147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 66.249. 66. 72 B ock 1
213.57.42.160 [israel 147.237. 72. 166 |aka. i df . i | 'Ilegal Byte Code Character in LR /il Vkapat 2/ resiOl2 Bock |1

our ces/ i nages/ i nner page/ goback. gi f

] . . Paranet er Type M ol ati on PageNumin
68.180. 230. 224 |Lhited Sates 147.237.76.31 |nakchal .idf.il [ 0 o e 11073 hel nakhal  aspx B ock 1
37.203.214.2 Sweden 147.237.77.216|dover. i df . il PHP Att enpt Bl ock 1
107.150. 42. 36 |lnited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww yun. ph/ B ock

: . ] Unaut hori zed URL Access to
66.249.66.75  |lLhited Sates 147.237.76.86 |navy.idf.il navy. i df . i1/ gi yus/ f or und asp/ show or um asp Bl ock 1
213.57.42.160 [Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from213.57.42. 160 Bl ock 1
77.237.138. 202 |Czech Republic 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to / B ock 1
37.203.214.2 Sweden 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
184. 105. 139. 68 |Lhited Sates 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77. 243/ B ock 1
66. 249. 66. 78 Lhited Sates 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ nai n/ nai n. asp B ock 1
82.199. 97. 68 Russian Federation |147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/info.asp B ock 1
46. 244. 65. 150 ga:lcis;i'géa” Territory. {447 237.77. 216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Nbde None 1
192. 243. 55. 137 |Domi ni ca 147.237.77. 176 |mat pash. i df .i]  [Unauthorized LR Access to waw cogat.idf.il/894-en B ock
68.180.228.112 [lhited Sates 147.237.77.216|dover. i df . il Ml ti pl e Uhaut hori zed LRL Access from 68. 180. 228. 112 Bl ock 1
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