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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

|Attacker Country

|Target Address

Signature

Device Action

Count

212.199. 241. 250 | srael 147.237.76. 31 nakchal .idf.il Bl ock_UWp Al _Nets drop 10
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 6
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 3
183.179. 111. 64 Hong Kong 147.237.72. 217 e.idf.il B ock_Udp Al Nets drop 1
38. 70. 6. 32 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Udp Al Nets drop 1
185. 130. 5. 246 147.237.76. 30 hi nush. i df .i | B ock Np Al _Net dr op 1
113. 241. 39. 216 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il Bl ock_UWp Al _Nets drop 1
185.94.111. 1 147.237. 8. 50 e.tikshuv.idf.il B ock_Udp Al _Nets dr op 1
185. 130. 5. 246 147.237.77.121 e.navy.idf.il Bock Np Al Net drop 1
119. 130. 85. 186 Chi na 147.237.72. 217 e.idf.il B ock_Udp Al Nets drop 1
185.94.111. 1 147.237.77.179 e.nazi.idf.il B ock_Udp Al Nets drop 1
66. 240. 236. 119 Lhited Sates 147.237. 76. 30 hi nush. i df.il Bl ock_UWp Al _Nets drop 1
185. 130. 5. 246 147.237.77.212 e.dover.idf.il B ock Np Al _Net drop 1
164. 132. 54. 194 Italy 147.237.72. 217 e.idf.il B ock Np Al Net dr op 1
1.84.5.175 Chi na 147.237.72.217 e.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 246 147.237.0.34 tikshuv.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Count |
61.135.189.119 [China 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 5
149. 202. 48.176  |Ger many 147.237.72.166 [|aka.idf.il C1000074: HTTP. naj estic bot B ock 4
51. 254. 97. 192 United Ki ngdom 147.237.77. 74 lawidf.il C1000074: HTTP. maj estic bot Bl ock 2
51. 254. 97. 192 United Kingdom |147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
51.254.97. 192 Lhited Kingdom [147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot B ock 2
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
188. 165. 15. 207 [France 147.237.77.170 |maarachot.idf.i|l [Cl000146: HTTP. AhrefBot craw er B ock 1
87.70.18. 67 I srael 147.237.77.216 |dover.idf.il CL000008: HTTP: Xenu User Agent B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249. 64.190 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
94.102.48.193 |147.237.8.27 |Netherlands e.madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
183.99.148.50 |147.237.0. 16 okfrea’ Republic | o yosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
_ L ET SCAN Suspi ci ous Wser-Agent (ontai ning Vb Scan/er, Likely
137.226.113.7 |147.237.0.19 |Ger many nadi matal .idf.il 1
Wb Scanner
104. 128. 144. 131|147. 237. 77. 233 |Canada atal.idf.il ET SCAN NVAP -f -sS 1
104. 128. 144. 131(147. 237. 76. 38 |Canada eeneitav.idf.il ET SCAN NVAP -f -sS 1
93.172. 148. 140 |147.237.77. 216 |l srael dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
183.99.148.50  |147.237.0. 200 okfrea’ Republic | i1 ET SCAN Potential SSH Scan 1
, L ET SCAN Suspi ci ous Wser-Agent (ontai ning Vb Scan/er, Likely
137.226.113.7 |147.237.0.34 |Ger many tikshuv.idf.il 1
Wb Scanner
104. 128. 144. 131|147. 237. 77. 233 |Canada atal.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 128. 144. 131(147. 237. 76. 38 |Canada eeneitav.idf.il ET SCAN NMVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry |Target Address |Ste |Signature |Message Devi ce Action |Oount |
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf.il Bad TCP sequence [lInvalid A nunber noni t or 118
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.idf.il Bad TCP sequence |Invalid A nunber alert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
84.108. 2. 159 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
192. 243.55. 133 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence [Invalid AXK nunber noni t or 12
192. 243.55. 133 |Doni ni ca 147.237.77.176 |matpash.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 12
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [invalid AX nunber noni t or 11
192. 243. 55. 137 |Donini ca 147.237.77.74 |(lawidf.il Bad TCP sequence [SYNtWAXK retransmit with different w ndow scale |nonitor 10
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [SN+tAK retransnit with different w ndow scale |[monitor 10
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence |SYNtACK retransnit with different w ndow scale |[monitor 10
192. 243. 55. 134 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 8
192. 243. 55. 131 |Doni ni ca 147.237.77.176 |natpash.idf.il [Bad TCP sequence |SYNtAK retransmit with different w ndow scale |[nonitor 8
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |natpash.idf.il [Bad TCP sequence |SYNbACK retransnit with different w ndow scale |[nonitor 8
192. 243. 55. 137 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [SYNWAGK retransnit with different w ndow scale |nonitor 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
192. 243. 55. 129 |Donini ca 147.237.77. 176 |natpash.idf.il [Bad TCP sequence |SYNbAK retransnit with different w ndow scale |[monitor 8
192. 243.55. 136 |Doni ni ca 147.237.77.74 |(lawidf.il Bad TCP sequence [SYNtWAXK retransmit wth different w ndow scale |nonitor 8
192. 243. 55. 133 |Domi ni ca 147.237.77.176 |natpash.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [SYNtPAXK retransmit wth different w ndow scale |nonitor 7
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55, 136 |Doni ni ca 147.237.77.216 |dover.idf.il [Bad TCP sequence |SYNtACK retransmit with different w ndow scale |[nonitor 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243.55. 135 |Doni ni ca 147.237.77.176 |matpash.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 6
66.26.172.123 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence |lnvalid A nunber alert 6
192. 243. 55. 137 |Doni ni ca 147.237.77.176 |natpash.idf.il [Bad TCP sequence |SYNtACK retransmit with different w ndow scale |[nonitor 6
212. 143.142.56 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
192. 243.55. 138 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [SYNWAGK retransnit with different w ndow scale |nonitor 6
192. 243.55. 129 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 6
192. 243.55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [invalid AGK nunber alert 6
192. 243. 55. 129 |Doni ni ca 147.237.77.176 |matpash.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243.55. 133 |Doni ni ca 147.237.77.176 |matpash.idf.il |Bad TCP sequence [invalid AGK nunber alert 6
192. 243. 55. 132 |Donini ca 147.237.77. 176 |natpash.idf.il [Bad TCP sequence |SYNbAK retransnit with different w ndow scale |[nonitor 6
192. 243.55. 129 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [SYNWAGK retransnit with different w ndow scale |nonitor 6
192. 243.55. 136 |Doni ni ca 147.237.77.176 |natpash.idf.il [Bad TCP sequence |SYNtACK retransmit with different w ndow scale |[nonitor 6
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 6
203.32.92.3 Australia 147.237.0. 34 tikshuv.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [SYNtPAGK retransmit wth different w ndow scale |nonitor 5
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [invalid AXK nunber noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237.77. 176 |natpash.idf.il [dr op First packet isn't SYN drop 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence [invalid ACK nunber noni t or 4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence [SYNtWAXK retransmit wth different w ndow scale |nonitor 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 137 |Domi ni ca 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 4
192. 243.55. 136 |Doni ni ca 147.237.77.216 |dover.idf.il |Bad TCP sequence [invalid AGK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
192. 243. 55. 133 |Domi ni ca 147.237.77.176 |matpash.idf.il |dr op First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
173.208. 136. 170|United Sates |147.237.77.233|atal .idf.il Ml tipl e Unaut hori zed URL Access from 173. 208. 136. 170 B ock 40
. . Mul tipl e Whaut hori zed Method for Known URL from
85.65.183.235  [lIsrael 147.237.72. 166 |aka. i df . i | 85. 65 183, 235 Bl ock 6
173.208. 136. 170|Uhited Sates [147.237.77.233|atal .idf.il Ml tipl e Admin Bl ocking from 173. 208. 136. 170 B ock 5
46.119.127.64 |Wkraine 147.237.77. 216 |dover . i df .i | Lhaut hori zed URL Access to wawidf.il/nazi/ B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Ml ti pl e Uhaut horized URL Access from 46. 118. 155. 216 B ock 3
66. 249. 66. 76 Lhited Sates 147.237.77. 216 |dover.i df .i | O stributed Uhaut horized URL Access on wawn idf.il/error. htm Bl ock 2
41.137.69.219 |Morocco 147.237.77. 216 |dover . i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 1
66.249.64.190 |lnited Sates |147.237.72.166|aka.idf.il Mil tipl e Unauthorized URL Access from 66. 249. 64. 190 B ock 1
192. 243. 55. 130 |Doni ni ca 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to wwidf.il/newsite/ hebrew main.asp |B ock 1
Russi an . . Unaut hori zed URL Access to
109. 201. 210. 35 eration 147.237.72. 166 |aka. i df . i | v aka, i df . i |/ 1044- he/ | shuri m aspx Bl ock 1
-kosher-kravi .idf.i i
66.249.66.182 |Uited Qates [147.237.0.16 |V Wnaut hori zed LRL Access to . . B ock 1
| W ny- kosher-kravi . idf.il/inages/required_star.gif
Unaut hori zed URL Access to
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il vy | aw i df . i1/t enpl at es/t enpl at econt rol s/ news/ si p_storage/files/ |B ock 1
6/ 1446. pdf /
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il PHP Att enpt B ock 1
173.208. 136. 170|Wnited Sates  |147.237.77.233|atal .idf. il Wnaut hori zed LRL Access to B ock 1
atal .idf.il/acg- nw/asset nanager/ asset nanager . asp
: . . Unknown Par arret er cat | d\ u003d58613 i n
66.249.64.190 |lLhited Sates |147.237.72. 166 |aka. i df.i | v aka. i o i |/ nai v gj yus/ general . aspx None 1
192. 243.55. 131 |Donini ca 147.237.77.216|dover . i df . i | Mil tiple Uaut horized URL Access from 192. 243. 55. 131 Bl ock 1
121. 219. 250. 22 |Australia 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
-kosher-kravi.idf.i i
66.249.66.185 |United Qates [147.237.0.16 |V Wnaut hori zed LRL Access to B ock 1
| w ny- kosher -kravi . idf.il/robots.txt
203.32.92.3 Australia 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
176.13.12. 114 |Israel 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
85. 65.183.235 |[lIsrael 147.237.72.166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df . il /mai n/ sachar/ B ock 1
66. 249. 66. 72 Lhited Sates [147.237.76.86 |[navy.idf.il Uhaut hori zed URL Access to navy.idf.il/yohal an/ mai n/ mai n. asp B ock 1
- . - Uhaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.i df .| Wi i df i 1/ 1129- he/ dover . aspx?sear cht ext = mTN504 B ock 1
137.226.113.7 |Germany 147.237.0.19 |nadimatal .idf.il Unaut hori zed LRL Access to 147.237.0. 19/ B ock 1
-kosher-kravi .idf.i i
66.249.66.188 |United Qates [147.237.0.16 | Wnaut hori zed LRL Access to . . B ock 1
| waw ny- kosher - kravi . i df.il/i mages/ t enp/ passwor d_i nage. j pg
: ] . Unaut hori zed URL Access to
207. 46. 13. 51 Lhited Sates |147.237.77.176 |nat pash. i df . i | vawn Cogat i df .11/t enpl at es/ news/ news. aspx B ock 1
180. 76. 15. 17 Chi na 147.237.72. 156 [anan. i df . i | Unhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
. . Lhaut hori zed URL Access to
103. 237. 74.198 |Hong Kong 147.237.77. 216 |dover.idf . il vaw i df i |/ shar ed/ user cont r ol s/ header upper/ Bl ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .il Ml tipl e Uhaut horized URL Access from 192. 243,55, 134 B ock 1
70.193.60.232 |lnited Sates |147.237.72.166|aka. i df.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
: ] . Unaut hori zed URL Access to
207.46.13. 74 Wited Sates 147.237.77. 176 nat pash. idf.il waw cogat . i df . i | /tenpl at es/ dynam c_map/ dynan c_nap. aspx B ock !
54.81.168.187 |wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
192. 243.55. 130 |Donini ca 147.237.77.216 |dover. i df . i | Mil tiple Uauthorized URL Access from 192. 243. 55. 130 Bl ock 1
m ny- kosher - kravi . i
107.150.42.34 |lhited Sates 147.237.0. 17 of niyl Unaut hori zed URL Access to www yun. ph/ B ock 1
66. 249. 66. 76 Lhited Sates 147.237.77.216|dover.idf . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 66. 76 B ock
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wwidf.il/atal 1/i zkor/ mai n. asp Bl ock
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