03-03-2016-01:10:59 to 03-03-2016-02:10:59

@
1"PT SwNn ()

goOVv

www.gov.il
[Top Targets |

IDF Under Attack

Daily Report

120+"

W aka idf.il

M dover.idf.il

M natpash. i df.i

Wiawid.il

W refuah.idf.il

M tikshuv.idf.il

[ ishurimaka.idf.i

M nadi matal .idf.il
atal .idf.il

M aman.idf.il

Nunber i
d 60"

Attacks

0- : : ,

R SR O SO S ST ST SRR S
Q;.\ N ’\6 @’\ ‘(\:\ A ,&5 A > > '\6
& oAé & NS é@é &'3" &g & ,f ‘
S (@\Q @ oF O N
SN
& &
Top Tar get

Nunber
(6]
At acks

Top Attackers

M 194. 218. 27. 162
41.254. 5. 199
W 192. 243.55. 132

192. 243. 55. 135
Il 192. 243. 55. 138
M 66. 249. 64. 190
[ 192. 243. 55, 137
M 41.33.231.90

72.43.174. 45
M 192. 243.55. 133




03-03-2016-01:10:59 to 03-03-2016-02:10:59

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

81. 218. 65. 210

| srael

Target Address

147.237.77. 216

Site

Signature

Device Action

Count

dover.idf.il ock Wdp Al _Nets drop 6
185.94.111. 1 147.237.77. 178 e.matpash.idf.il |Bock Wp All Nets drop 1
46. 244. 65. 150 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- dun dest - r eset 1
185. 130. 5. 246 147. 237.76. 44 e.refuah.idf.il |Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al Nets drop 1
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|Top Attackers In IPS|

|At tacker Qountry

Attacker Address

get Address

|Site

‘Sgnature

Devi ce Action |Count

46.19. 86. 161 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 6
61.135. 189. 119 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
162. 250. 190. 142  |Canada 147.237.77.216 |dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
66. 249. 66. 187 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 6

109. 235. 254. 181|147. 237. 72. 156 |Tur key aman.idf.il ET SCAN NMVAP -sS wi ndow 2048 1

94.102.48.193  [147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN NVAP -sS w ndow 1024 1

_ L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos

70. 214. 75. 17 147.237.77.233|Whited Sates |atal.idf.il 1
attack

41. 41. 29. 238 147. 237. 76. 196 |Egypt esvivaidf.il |ET SCAN NVAP -f -sS 1

36,238, 18. 98 147 237.0.35  |Tai van akavs. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

T T o Potential Scan or Brute Force
209. 126. 116. 147|147. 237. 77. 205 |Lhited Sates [prisha.idf.il ET SCAN NMAP -sS wi ndow 1024 1
o ET SCAN Suspi ci ous User-Agent Contai ning Véb Scan/er, Likely V¢b

137.226. 113.7  |147.237.77. 235 |Ger many sviva.idf.il 1
Scanner

119.10. 114.32 |147.237.0.19 |China madi matal .idf.il [ET SCAN NVAP -sS w ndow 3072 1

109. 235. 254. 181|147. 237. 72. 156 [Tur key aman. i df.il ET SCAN NVAP -sS w ndow 3072 1

109. 235. 254. 181|147. 237. 72. 156 | Tur key anan.idf.il ET SCAN NVAP -f -sS 1

93.172. 148. 140 |147.237.77.216 |l srael dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1

41.41. 29. 238 147. 237. 76. 196 |Egypt esvivaidf.il [ET SCAN NVAP -sS w ndow 2048 1

185.130.5.159 |147.237. 76. 198 e.yohalan.idf.il [ET SCAN NVAP -sS w ndow 1024 1

N . |ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likely Vb

137.226.113.7 |147.237.72. 167 |Ger many ishurimaka.idf.i 1
Scanner

119.10. 114. 32  |147.237.0.19 |China nadimatal .idf.il[ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

‘Attacker Country |Target Address |Ste Signature Zi\tnif;
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 116
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber aert 58
41.254. 5. 199 'J" byai”rip;:b 147.237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 49
Li byan Arab S SYNFACKK retransmit with different .
41.254.5.199 3 iriya 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 27
72.43.174.45 |Wited Sates  [147.237.76.42 [refuahidf.il  |Bad TCP sequence StNretransmt with different moni tor |22
w ndow scal e
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df i drop SAMrule drop 18
Sreanming Engine: TCP Invalid i i ssi
79.181.108.91 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
66. 249. 64. 190 |Whited Sates 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 14
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
2.54.185.73  |Israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINCAGK retransmt with different Jooyiior s
w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence I'nval i d AGK nunber noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
L . . SYNPAXK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence wi ndow scal e noni t or 6
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6
192. 243. 55. 132 | Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber monitor |5
203.32.92.3 Australia 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
L s SYNVACK retransmt wth different .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal & noni t or 5
192. 243. 55. 134 | Domi ni ca 147.237. 77. 216 |dover. i df . i Bad TCP sequence SAXK retransmt with different oo |
w ndow scal e
46.19.85.184  |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 4
192. 243. 55. 132 | Doni ni ca 147.237.77.176 |natpash.icf.il  |Bad TCP sequence SINHAK retransmt wth different | oo |,
w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SIN drop 4
46.19.85.184  [lIsrael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber monitor |4
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il drop First packet isn't SIN drop 4
Sreanming Engine: TQP Invalid i i ssi
67.85.176.84 |Uited Sates 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. -y 4
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 132 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19.86.130 [Israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
L s SYNVACK retransmt wth different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal & noni t or 4
80. 246. 136. 202 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SIN drop
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence SNWAK retransmt with different | Gy o 3
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINCAGK retransmt with different Jooyiior s
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77.176 |natpash.idf.il  [Bad TCP sequence SINFAK retransmt with different | oo 3
w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TGP Invalid ' i ssi
79. 176. 119. 156 |I srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 | Domi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAQC retransmt with different |oovor |
w ndow scal e
Sreanmng Engine: TP Invalid ' i ssi
185. 13. 192. 134 |1 srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.idf.il  |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Domi ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence wi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
46.19.86.42  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
L . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence wi ndow scal e noni t or 3
Sreaning Engine: TGP Invalid i i sSi
37.26.149. 142 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreanming Engine: TCP Invalid i i ssi
109.65.27.25 |israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
70.214.75.17 |tnited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site dgnature Action ‘Count
66.249.64.190 |Liited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 66. 249. 64. 190 Bl ock 14
176.13.16.152 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
66. 249. 66. 76 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 3
2.54.25.85 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
185.32.179. 129 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 2
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to v tikshuv.idf.il/wp-1ogin. php Bl ock 2
66.249.84.165 |[Lhited Sates 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on wawidf.il/error.htm Bl ock 2
46.19. 86. 22 I srael 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
133.130. 58. 190 |[Japan 147.237.72. 167 |i shuri maka. i df . ifuntraceabl e SSL Sessi ons: Qpen Mde None 2
66.249.66.75  |lnited Sates  |147.237.76.86 [navy.idf.il Mil tipl e Unaut horized URL Access from 66. 249. 66. 75 B ock 2
66.249.84.166 [lLnited Sates 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
66. 249. 66. 75 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/snalinishowbi g. aspx B ock 1
. . Unaut hori zed Met hod HEAD for
37.142.137.148 [Israel 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx B ock 1
207.46.13.107 [lnited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
. ] . Unhaut hori zed URL Access to
94.199.151.22  |United Kingdom|147.237.76.31 [nakchal .idf.il v nakhal . i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
66.249.84.167 [lLnited Sates 147.237.77.216|dover . i df . i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
80. 246. 130. 151 |l srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm Bl ock
213.151.36.17 |[Israel 147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to wawidf.il/rul es. abe Bl ock 1
95. 47. 155. 131 R’F Sf:;”i o 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to vwwidf.il/mazi' a=0 B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.230. 224 [lhited States  |147.237.76.31 |nakchal .idf.il | = "= e i 1117- hef makhal aspx B ock 1
66.249.64.190 |[Wnited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter do.. in wwaka.idf.il/kanhar/klali/ None 1
83.130. 121. 107 |l srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wan idf.il/https:/wwnidf.il/ B ock 1
66. 249. 66. 76 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwyidf.il/newsitelenglish/nain. asp B ock 1
. . Paraneter Type Mol ation ctl00$Cont ent Al acetbl der 16t xt Gontent i n
213.151.54. 127 |Israel 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 1
109. 201. 210. 35 RJSIS;;ni o 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df . il/1044- he/i shuri m aspx B ock 1
70.214.75. 17 Lhited Sates 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
] . . Unknown Paraneter itemd in
66.249.64.190 |[Wnited Sates 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ kanhar/ gal | ery/ showpi ct Ur e, asp None 1
. - DO stributed Lhaut hori zed URL Access on
2.54.132.98 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ styl ef shar edl reset . css Bl ock 1
203.32.92.3 Australia 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
92.11.252.253 |Wnited Ki ngdom[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waww idf.il/aman B ock 1
. . Paranet er Type M ol ation ct| 00$Cont ent A acetbl der 1t xt Brai | in
213.151.54.127 |Israel 147.237.77. 216 [dover. i df . il v i df i 1/ 1038- en/ dover . aspx B ock 1
; ; ] D stributed Uhauthorized URL Access on
72.43.174.45 Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shar ed/ reset . css B ock 1
37.26.148.137 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
205. 250. 198. 120|Canada 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsitel english B ock 1
54.81.168.187 |Wited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
137.226.113.7 |Ger many 147.237.72. 167 |i shuri maka. i df . ifUnaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
80. 40. 134. 104  |Wnited Ki ngdom [147.237.77.216 |dover.idf.il Dstributed Lhaut hori zed URL Access on waw i df .il/aman B ock 1
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