03-03-2016-00:04:09 to 03-03-2016-01:04:09

@
1"PT SwNn ()

goOVv

www.gov.il

[Top Targets |

IDF Under Attack

Daily Report

Nunber
(6]
At acks

Top Tar get

M nadimatal .idf.il
M dover.idf.il
W aka.idf.il
Wiawid.il
M nobile.idf.il
M natpash.idf.il
[ refuah.idf.il
M navy.idf.il

i shurimaka.idf.i
M nakchal .idf.il

Nunber
(6]
At acks

Top Attackers

2542585
194. 218. 27. 162
I 192. 243.55. 138
192. 243. 55. 130
W 151. 252. 97. 142
M 46. 244. 65. 150
I 41.33.231.90
M 66. 249. 64. 190
2.54.55. 181
W 95. 141. 29. 53




03-03-2016-00:04:09 to 03-03-2016-01:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
46. 244. 65. 150 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il DOS- LA C- TCP- 80- dun dest - r eset 25
46. 244. 65. 150 Pal estinian Territory, QCccupi ed 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 14
79.177.116. 56 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 6
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6
192. 81. 214. 156 Lhited Sates 147.237.77. 216 dover.idf.il Block Udp All Nets drop 5
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
192.171.18. 125 147.237.77. 205 prisha.idf.il Bl ock Np Al _Net drop 1
185. 130. 5. 246 147.237.72. 166 aka.idf.il B ock Np Al _Net drop 1
42.112.10. 80 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TP H ags drop 1
42.112.10. 73 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
185. 130. 5. 246 147. 237. 76. 200 eitan. aka.idf.il Block Np Al Net drop 1
42.112.10. 65 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
192.171.18. 125 147.237.76. 196 e.sviva.idf.il Bl ock Np Al _Net drop 1
42.112.10. 74 \i et nam 147.237. 72. 167 ishurimaka.idf.il |Invalid TGP H ags drop 1
185. 130. 5. 246 147.237.76. 201 e.atal.idf.il Bock Np All Net drop 1
42.112.10. 66 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
192.171.18. 125 147.237.76. 198 e.yohal an.idf.il Block Np Al _Net drop 1
185. 130. 5. 246 147. 237.8. 27 e.nadimatal .idf.il [Bock Np Al Net drop 1
42.112.10. 75 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TGP H ags drop 1
185. 130. 5. 246 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1
42.112.10.70 i et nam 147.237.72. 167 ishurimaka.idf.il Invalid TP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry rget Address |Site ‘Sgnature Devi ce Action |Count
61.135.189. 119 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
31.154. 163. 198 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 2
144. 76. 30. 236 Ger many 147.237.76. 31 nakchal .idf.il |Cl000074: HITP. majestic bot Bl ock 2
144. 76. 30. 236 Ger many 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot B ock 2
94.159. 149. 181 I srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 2
144. 76. 30. 236 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Wb Scanner

61. 153. 237. 122 |147. 237. 76. 148 |Chi na gocenter. aka. i df.il GPL SCAN nmap TCP 2
60.12.88.242 [147.237.76. 148|Chi na gacenter. aka.i df . il GPL SCAN nmap TCP 2
61.240. 144. 66 |147.237.77.227|Chi na e. hanaz. i df . il ET SCAN NVAP -sS w ndow 1024 1
27.221.10.43  |147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
201.172.109. 61 |147.237.8.14 |Mexi co e.orchot.idf.il . 1
Potential Scan or Brute Force
175 139, 165. 68 |147. 237 76.30 |nat avsia i msh i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T Y o Potential Scan or Brute Force
- ET SCAN Suspi ci ous Wser-Agent Contai ning Wb Scan/er, Likely
137.226.113.7 |147.237.76.42 |Ger many refuah.idf.il 1
Wb Scanner
81.27.85.28  |147.237.76. 42 ;";gegom refuah.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 66 |147.237.76.31 |China nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 |147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
. D ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201.42.42.106 |147.237.76.34 |Rrazil yohal an. i df . il ) 1
Potential Scan or Brute Force
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
175. 139. 165. 68 |147.237.0. 34 |Mi aysi a tikshuv.idf.il . 1
Potential Scan or Brute Force
ET SCAN Suspi ci ous User-Agent Contai ning Vb Scan/er, Likel
137.226.113.7 |147.237.76.31 |Ger many nakchal . i df . i1 P g 9 y 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature Acti on ‘Count
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nmonitor 120
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
151. 252, 97, 142 [P SStINan TerTitory. 1y 7 537 77, 216 |dover.idf.i1 [Bad TOP sequence SYNPACK retransmt with monitor |17
Cccupi ed di fferent w ndow scal e
151. 252. 97. 142 glcf;i'géa” Territory. {147, 237. 77. 216 |dover. idf.i1  |Bad TCP sequence I'nval i d ACK nunber monitor |16
Sreanming Engine: TP Invalid i i ssi
66.249. 64.190 |United Sates 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. |, 16
Ret r ansni ssi on Packet dropped.
151. 252. 97. 142 glcf;i'géa” Territory, 1147 237.77. 216 |dover. i df il [SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 13
95.141.29.53  [Luxenbourg 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SN retransmt wth different monitor |12
w ndow scal e
. o SYNtACK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence g fferent i ndow scal e nmonitor |10
92.236.75.7 United Kingdom 147.237.77. 216 |dover.idf.il |drop SAMrul e drop
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
. e SYNtACK retransmt wth .
192. 243. 55. 138 [Doni ni ca 147.237.77. 216 |dover.idf.i| |Bad TCP sequence di fferent w ndow scal e nonitor |9
192. 243. 55. 130 |Doni ni ca 147.237.77. 176 |metpash.i df .iI{Bad TCP sequence I'nval i d ACK nunber nonitor |8
151. 252, 97. 142 glcf;i'géa” Territory. 1147 237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber aert 8
212.143.142.56 |[lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
e SYNretransmt wth different .
77.126.151. 206 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence wi ndow scal e nonitor |6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 6
. . SYNretransmt wth different .
37.26.147.146 |lsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi
80. 246. 136. 181 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
87.68.251.80  |Israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
. . . SYNtACK retransmt wth .
192. 243.55. 130 |Doni ni ca 147.237.77. 176 |matpash. i df.i1|Bad TCP sequence di fferent vindow scal e noni t or 6
- . . SYNWAKK retransmt with .
192. 243.55. 130 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence di fferent w ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i sSi
82.81.81.218 | srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.55. 181 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I nval i d ACK nunber alert 5
192. 243. 55. 130 |Doni ni ca 147.237.77. 176 |mat pash. i df .1 1|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 5
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I nval i d ACK nunber noni t or 4
46. 19. 85. 228 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243.55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber nonitor |4
188. 161. 52. 153 ga:lcis;i':éa” Territory. {147, 237. 77. 216 |dover. idf.i1  |drop First packet isn't SN drop 4
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 149 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or 4
102. 243.55. 138 |Domini ca 147.237.77. 176 |mat pash.i of .i1|Bad TCP sequence SINFACK retransmt wi th monitor |4
different wndow scal e
5.22.131.29 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid AGK nunber nonitor |4
2.54.55.181 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |4
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
192. 243.55. 130 |Doni ni ca 147.237.77. 176 |matpash.idf.i1|Bad TCP sequence Invalid ACK nunber alert 4
Sreaming Engine: TGP Invalid i i sSi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka. idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
188. 120. 148. 199|I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
o SYNretransmt wth different
37.26.147.146 |lIsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence wi ndow scal @ alert 3
Sreaming Engine: TP Invalid i i ssi
79.183.18.32  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, o 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
84.228.193.66 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.176.103.99 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, o 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.127.14.137 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.54.55.181 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng BEngine: TCP Invalid i i ssi
46.19.86.204  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |y, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 182. 243 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
192. 243.55. 138 |Doni ni ca 147.237.77. 216 [dover.idf.il |[SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
79.179. 208. 103 |l srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
2.54.25. 85 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 306
66.249.64.190 |[Lhited Sates [147.237.72.166|aka.idf.il Mul ti pl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 14
66.249.66.76 |lLhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 3
46.19.85.124 |lsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
176.13.19.56 |[lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
66.249.66.75 |lhited Sates [147.237.76.86 [navy.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 75 B ock 2
37.26.148.198 |Israel 147.237.77.216|dover. i df . il Unt raceabl e SSL Sessi ons: Qpen Mde None 2
66.249.66. 72 |Wited Sates [147.237.76.86 [navy.idf.il Ml tipl e Unauthorized URL Access from 66. 249. 66. 72 B ock 2
66.249.64.190 |lhited Sates [147.237.72.166aka.idf.il PHP Att enpt B ock 1
Unaut hori zed URL Access to
L . - wwv | aw i df.il/tenpl ates/getfil e/ getfile. aspx?fil enane=xgf 5b3nol w vy3nc
192.243.55. 130 |Coni ni ca 147.237.77.74 |law i df.il dghpa2f cbwzahvsyxzcbwr yxj r zw ux3j pc2hlbvwxl nbkzg==& nf ocent eri Bl ock 1
tenstrue
82.81.55.161 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 1
213.8.204.49 |Israel 147.237.72. 166 |aka. i df . i | tnknown Paramet er VI EABTATEENCRYPTED i n None 1
wav aka. i df . i |/ mai n/ sachar / nas. aspx
109. 66. 202. 238 |l srael 147.237.77.243|nobi l e.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
71.43.100.242 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/). htnb( B ock
66.249.64.190 |[lLhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter cat.. in ww aka.idf.il/main/drushindnisrot.aspx None
194. 72. 238. 241 Eiqlr:;c(ijom 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/xyzzy Bl ock 1
82.81.81.218 |[Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.66. 75 |lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/forun asp/ showf orumasp |B ock 1
37.60.47.124 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for vww aka. i df.il/mai n/sachar/fag. aspx Bl ock 1
137.226.113.7 |Ger many 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/ B ock 1
. . D stributed Lhaut hori zed URL Access on
77.126. 151. 206 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shared/ r eset . css B ock 1
66.249.64.190 |lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter d.. in ww aka.idf.il/giyus/general/ None
199. 30.24. 112 |Wnited Sates |[147.237.77.216|dover.idf.il Dstributed Waut hori zed URL Access on waw i df.il/error. htm B ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
5.102.232.209 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
95.141.29.53 |Luxembourg |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to 147.237. 77. 216/ B ock 1
79.179.161. 71 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .il/sip_storage/files B ock 1
66.249.64.234 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 926- he/ at al . aspx B ock 1
207.46.13.51 |lhited Sates |147.237.77.176|nmat pash.idf.il Unhaut hori zed URL Access to ww cogat . idf.il/tenpl at es/ news/ news. aspx |B ock 1
37.26.147. 146 |lIsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
. nobi | e.neitav.idf.i _
107.150.42.36 |lhited Sates [147.237.76.39 | Unaut hori zed URL Access to www yun. ph/ B ock 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1381- he/ dover. aspx B ock 1
188. 43.123. 70 gz::: on 147.237.77.216|dover. i df .i | Paraneter Type M ol ation SearchText in wwidf.il/1065 en/dover.aspx |B ock 1
80. 246. 136. 181 |I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
87.26.147.242 || srael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ shared/ cl i ent scri pts/j query/jquery-1.4.2.nin.js Bl ock !
207.46.13.74 |wited Sates |147.237.77.176|nat pash. i df . i | thaut hori zed LR. Access to . . Bock |1
waw cogat . i df . i |/t enpl at es/ dynam c_nap/ dynam c_nap. aspx
108.30.58.92 |lhited Sates [147.237.72.156|anan.idf.il SSL Untraceabl e Connection - Cpen Mde None 1
68.180.230.29 |United Sates [147.237. 77. 176 |nat pash. i df . i | Faraneter Type M o ati on Pageflmin Bock |1
v cogat . i df . i | /901- he/ cogat . aspx
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