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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
48. 134. 97. 193 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 37713
62. 196. 20. 133 Italy 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 36645
64.210.7.110 Lhited Sates 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 36535
225.70. 227. 37 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 36519
201. 153. 26. 107 Mexi co 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36390
198. 58. 250. 46 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36382
48. 131. 196. 189 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36356
71.132.121. 215 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 36309
144, 128. 156. 111 Lhited Sates 147.237.77. 216 dover. i df.i||TQP handshake viol ation, first packet not syn drop 36301
193. 137. 6. 155 Por t ugal 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 36230
231. 203. 236. 255 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36140
232.158. 119. 149 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36084
113. 145. 103. 223 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 36055
18. 175. 203. 248 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn dr op 35894
49.69. 212. 179 Chi na 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 35844
62. 26. 93. 122 Cer many 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35815
99. 246. 148. 127 Canada 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35810
216. 206. 154. 150 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35798
160. 208. 183. 23 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35672
1.58.211. 200 Chi na 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn dr op 35663
101. 195. 118. 204 Chi na 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 35661
160. 20. 38. 113 Japan 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35642
73.151. 81. 143 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35546
36. 18. 120. 202 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35527
223.67.27. 185 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35477
149. 252. 208. 255 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 35417
191. 48. 136. 46 Brazil 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 35389
228. 245. 255. 101 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35310
219. 102. 86. 8 Japan 147.237.77. 216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 35282
246. 232.178. 10 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 35282
76.180. 143. 137 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 35136
84.2.191. 175 Hungary 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 35041
105. 115. 172. 150 N geria 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 35041
231.106.41.188 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34956
164. 6. 175. 49 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34943
75.189. 124. 57 Lhited Sates 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 34794
53. 223. 97. 234 Cer many 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34648
167. 165. 200. 119 Lhited Sates 147.237.77.216 dover. i df.il|TGP handshake viol ation, first packet not syn drop 34616
145, 82. 129. 207 Net her | ands 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 34585
45. 4. 95, 32 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34576
241.110. 23. 193 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34558
4.99. 204. 116 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34536
33. 239. 103. 63 Lhited Sates 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34439
52.167. 137. 60 Lhited Sates 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 34429
167.34. 7. 155 Canada 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 34360
60. 219. 87. 162 Chi na 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34357
144.21. 238. 15 Por t ugal 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34296
253.111.82.211 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34260
158. 227. 252. 203 Spai n 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 34249
102. 243. 86. 248 147.237.77.216 dover. i df.il|TQP handshake viol ation, first packet not syn drop 34235
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site ‘Sgnature Devi ce Action |Count |
109. 64. 73. 193 I srael 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the URL B ock 16
61.135.189.119 |China 147.237.77.216 |dover.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 3
2.54.146. 170 | srael 147.237.0. 34 tikshuv. idf.il|Cl000138: HTTP. prefix 1.01 in the URL B ock 2
246.29. 111. 184 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 2
252.105. 96. 224 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 2
106. 38.241. 106 |Chi na 147.237.77.216 |dover.idf.il [ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
240. 0. 84. 26 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.0.96. 133 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 109. 214 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 114. 27 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.0.142.53 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 184. 158 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 0. 202. 135 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.0.242.34 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.1.119. 21 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240.1.121.19 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.1.185. 84 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
240. 1. 238. 241 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 1. 239. 74 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 1. 239. 148 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
240. 1. 239. 182 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 2. 85. 74 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 94. 147 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 100. 189 147.237.77.216 |dover.idf.il [0055: IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240.2.219. 213 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 48. 240 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 56. 226 147.237.77.216 |dover.idf.il [0055: IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 3. 81. 210 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 89. 184 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 141. 92 147.237.77.216 |dover.idf.il [0055: IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 3. 172. 95 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 196. 35 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 209. 242 147.237.77.216 |dover.idf.il 0055 IP. Source I P Address Sooofed (Reserved for Testing) B ock 1
240. 4. 4.132 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 4. 36. 12 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.4.41.8 147.237.77.216 |dover.idf.il 0055 IP. Source I P Address Sooofed (Reserved for Testing) B ock 1
240. 4. 53. 103 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 4. 111. 206 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 4. 128. 95 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Sooofed (Reserved for Testing) B ock 1
240. 4. 180. 166 147.237.77.216 |dover.idf.il |0055: IP. Source I P Address Spoof ed (Reserved for Testing) B ock 1
240.4.187.18 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 78. 240 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 103. 140 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.5.119. 45 147.237.77.216 |dover.idf.il |[0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 151. 40 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 154. 60 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.5.167. 65 147.237.77.216 |dover.idf.il |[0055: IP. Source I P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 195. 247 147.237.77.216 |dover.idf.il 0055 IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 5. 218. 253 147.237.77.216 |dover.idf.il |0055: IP. Source | P Address Spoofed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

85. 64. 2. 84 147.237.76.30 |Israel hi nush. i df .i ET SCAN NVAP -sA (2) 2
217.55.204.12 |147.237.77. 216 |Egypt dover.idf.il portscan: TCP D stributed Portscan 1
138. 43.240. 230 |147.237.77.216|lhited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
61.240.144.67 |147.237.0.19 |China madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
213. 8. 204. 44 147.237.77. 216 |I srael dover.idf.il portscan: TGP Dstributed Portscan 1
137.226.113.7  [147.237. 72. 156 |Ger many anan. i df.i | EI' SCAN Suspi ci ous. User-Agent Containing Véb Scan/ er, 1
Li kel y Vb Scanner
45.32.49. 30 147.237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 4096 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
i ET SCAN Behavi oral Lhusual Iy fast inbound Tel net
112.72.184.211 |(147.237.0.17 Ok‘f’rea REpUDI T C {1y kosher-kravi i df .i Connect ons. Potent a Scanyor Brite Force 1
202.71.25. 29 147.237.77. 212 [Indi a e.dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
37.26.148.197 |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 135. 165|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
198. 183. 44. 155 |147.237.77.216|lhited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
8.37. 230. 85 147.237.77. 216 /;r”&;ym’“s dover. i df il portscan: TGP Distributed Portscan 1
109. 67. 30. 75 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 201. 227.70 |147.237.0.16 |Wkraine ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
2.54.55. 159 147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
95.217.174.35  [147.237.77. 216 |krai ne dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
189. 218. 144. 196(147. 237. 77. 234 |Mexi co hal ag. i df .il ET SCAN Behavi oral pnusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
89.139.13.220  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
176.13.23.243 |147.237.77.216|Israel dover.idf.il portscan: TGP Dstributed Portscan 1
85. 64. 36. 220 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
143.49.52.248 |147.237.77.216|lnited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
79. 180. 0. 155 147.237.77. 216 |I srael dover.idf.il portscan: TGP Dstributed Portscan 1
213.136.91.26 |147.237.77.61 |Ger many e.cogat.idf.il ET SCAN Potential SSH Scan 1
138.43.91. 175 |147.237.77.216|lnited Sates |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.121.100. 206 |(147.237.77.216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
128.199.57.97 |147.237.77. 216 |S ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
45.32. 49. 30 147. 237.76. 34 yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
209. 148.91. 8 147.237.77.216|Wited Sates  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
109. 253. 216. 93 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
202.71.25. 29 147.237. 77. 212 [Indi a e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
24.13.206. 70 147.237.77.216|Wited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 96. 230  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
194.50.175. 46  |147.237.77. 216 |Israel dover.idf.il portscan: TP Dstributed Portscan 1
5.29.9. 114 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131|147. 237. 77. 176 |Canada mat pash. i df .i | ET SCAN NVAP -sS w ndow 4096 1
192. 219. 172. 228|147. 237. 77. 216 |Canada dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93. 172. 26. 80 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
177.238. 147. 122(147. 237. 76. 34 |Mexi co yohal an.idf il ET SOAN Behavi oral .L,husual |y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
85. 64. 81. 23 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
172.56.21. 133 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
100. 15.90. 152 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 136
194. 218.27. 162 [Sweden 147.237. 72. 166 [aka.i df .i Bad TCP sequence I'nval i d AGK nunber moni tor  |120
141.8.132.78 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 100
93.158. 152, 52 |Ussian 147. 237. 77. 216 |dover. i df . i | dr op Frst packet isn't SN drop 96
Feder at i on
141.8 184,13 |Rssian 147. 237.77. 216 |dover i df . i | drop First packet isn't SIN drop 82
Federation
41.206. 148. 11  |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 63
194. 218.27. 162 |Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber alert 60
205.203.135.1 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 51
173.208. 130. 67 |lLhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
31.154.148. 177 [Israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence mdzirsa:aslnlt wehdifferent — Joonitor |35
95. 159. 5. 92 zrpluzﬂ ,Cﬂrab 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 34
79.180. 185. 179 |Israel 147.237.76.31 |nakchal .idf.il Streaning Engine: TCP Invalid|invalid segnent retransmissi on drop 24
Ret r ansmi ssi on Packet dr opped.
109. 200. 30. 168 |United Ki ngdom |147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 24
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
93. 158. 152. 68 :32::1”' on 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 24
94.77.196. 82 Saudi Arabia 147.237. 77. 216 |dover.i df i | drop First packet isn't SN drop 22
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 21
109. 64.73.193  [Israel 147.237.0.34  |tikshuv.idf.il Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 21
Ret ransni ssi on Packet dropped.
92.236.75.7 Uni ted Ki ngdom |147.237.77. 216 |dover.idf.il drop SAMrul e drop 20
85.130.251. 54 |l srael 147. 237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
85.130.251. 54 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |18
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 18
94. 11. 30. 69 Uni ted Kingdom |147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 17
213.57.172. 234 |israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 14
Ret r ansmi ssi on Packet dropped.
198.58.103.92 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
139. 162. 216. 112|Net her| ands 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 12
107.170. 142. 158|thited Sates  |147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 12
66.249.64.190 |lhited Sates  |147.237.72. 166 |aka idf. il Streaning Engine: TCP Invalid|invalid segnent retransissi on drop 10
Ret r ansmi ssi on Packet dr opped.
149. 88. 109. 135 | srael 147.237.77. 226 "‘:"IW chanatz. aka. 1dl eyn At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19. 85. 60 I srael 147. 237. 77. 243 |nobi 1 e. i of . i Streaning Engine: TCP Invalid|invalid segnent retransissi on drop 9
Ret r ansmi ssi on Packet dr opped.
68.180.228. 112 |lWhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 29 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |8
50. 87.144. 145 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SN drop 8
5.22.131.29 I srael 147.237. 77. 216 |dover . i df i | Bad TCP sequence I'nval i d AGK nunber nonitor |8
5.22.131.29 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |8
41.206.148.11 |Egypt 147.237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 7
85.130.251.54 |l srael 147.237.77. 216 |dover .i df .i | Bad TCP sequence I'nval i d ACK nunber alert 7
46. 19. 85. 206 I srael 147. 237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
37.46.39.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |7
192. 243.55. 130 |Doni ni ca 147.237.77. 216 |dover .i df .i | drop First packet isn't SN drop 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
217.31.55. 69 Czech Republic [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
109. 66. 202. 238 I srael 147.237.77. 243 |robi L e. i of . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansmi ssi on Packet dropped.
141.8.132.95 |Rssian 147.237. 77. 216 |dover. i df .i | drop First packet isnt SN drop 6
Federati on
79.179.161.71 |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dropped.
79.179.139.17 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid|invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dr opped.
46.19.85. 77 | srael 147.237.76. 200 |eitan. aka.idf.il dr op Frst packet isn't SN drop 6
41.206.148.11 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
50.108.23.219 |Whited Sates 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 6
70.198.202. 255 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
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Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.16. 152 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 142
89. 138. 101. 238 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 18
66.249.64.190 [Lnited Sates |147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 64. 190 Bl ock 14
46. 19. 85. 119 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
37.142.191.77 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 3
109. 66. 202. 238 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
80. 246. 130. 249 |l srael 147.237.77.216|dover. i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 3
199. 30. 25. 27 Uhited Sates [147.237.77. 216 |dover.idf . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 3
46.19. 85. 60 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 2
2.54.171.2 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
213. 251. 182. 103 |France 147.237. 77. 176 |nat pash. i df . i | m“é:;;'.zich’_?ﬁsf;f;s;;g;“ s/ 0 s 2622040 3410, g, 51 Bock |2
90. 154. 240. 200 |Rul garia 147.237.77. 216 |dover . i df . i | %&%ﬁ%&ﬂfﬂfg - Protocol vidlation None 1
79.178.102.73 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
208. 49. 213. 4 Uited Sates [147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 102. 9. 91 Lhited Sates [147.237. 77. 216 [dover. i df . i | Uhaut hori zed UR. Access to wawidf.il/1294-en/vwwidf.il/english  [B ock 1
109. 66. 202. 238 |l srael 147.237.77.243|nobi | e.i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
37.26.146.209 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
87.69.121.223 | srael 147.237.76.39 |nobi | e. neitav.idf.il ;'?)Lﬂf% tz/p?d\:?ll 7:;3; ;:;s%ﬁzgi acetbl der 15t xt Passvord in g 1
66. 249. 66. 72 Lhited Sates |147.237.76.86 [navy.idf.il Ml tipl e Unaut horized URL Access from 66.249. 66. 72 Bl ock 1
40.77.167. 77 Uited Sates [147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
185.35.62. 11  |Swtzerland |147.237.76.147|chi nuch. aka.idf.il |Mitiple Unauthorized UR. Access from 185. 35. 62. 11 B ock 1
95. 86. 125. 19 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod HEAD for aka.idf.il/nai n/sachar/ B ock 1
79.178.102.73 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
212.76.110.63 |Israel 147.237.72. 166 |aka. i df . i | mmm:v”:k‘“; iF;r.?T‘;tn: n}’;dylij:/ st conei re. aspx None 1
109. 67. 198. 246 |l srael 147.237.72. 166 |aka. i df . i | mmwlfungk"‘gizfar_?ﬁn;r nf;;fr?ic/t;a?gficiﬂgfcphsaChar$°t' S7in None 1
37.26.148.184 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
87.71.77.134 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 66. 76 Lhited Sates [147.237. 77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/tenpl ates/article/watch B ock 1
185. 35. 62. 11 Shtzerland [147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
108. 30. 58. 92 Uhited Sates [147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
80. 246. 130. 0 I srael 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on waww i df.il/error.htm B ock 1
213.57.172. 234 | srael 147.237.77. 243 |nobi L e. i df . i | ﬁ;ﬂt%ﬁﬁ’/ g;eggrcﬁsemztesn <t ehi 1 ddocument s/ 1071 Bock |1
66.249.64.190 [Lnited Sates |147.237.72. 166 |aka. i df . i | Unknown Paraneter Do in ww aka. i df.il/giyus/ general / defaul t. asp None 1
149.78.223.38 |israel 147.237.72. 166 |aka. i df . i | mngk":i??w;: nf;;g?ic/t;ag(;ficBrs‘f\’:isgfmhsamar$°t' 13in None 1
88. 0. 124. 214 Spai n 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/anan B ock 1
66.249. 66. 129 |United Sates [147. 237.76. 200 |ei tan. aka. i df . i | onknoun Perane.er Pegemumin s None 1
198.58.103.92 |United Sates [147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df . il Bl ock 1
17.142.156. 109 |United Sates [147.237.77.216|dover.idf .| Uhaut hori zed LRL Access to ww i df.il/appl e-app-site-association Bl ock 1
66.249.64.190 |lhited Sates |147.237.72.166|aka. i df .il Uhknown Paraneter docld in waw aka. i df . il/shalishut/sitelfaq. aspx None 1
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
157.55.39. 148 United Sates |147. 237. 77. 226 mﬁhanm 7okl vmué:;;tzzéik?i_df&rﬁstse:r; at es/ i magevi deogal | eryl obby/ Bl ock !
79.177.147.174 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main/hgiyus B ock 1
Unknown Par anet er
46.120. 134. 152 |Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 02%ct | 03$txt Fi el d in [None 1
w aka. i df . i |/ mai n/ gi yus/ questi onnai re. aspx
109. 66. 202. 238 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
31.154.148.177 |Israel 147.237.77. 234|hal ag. i df . i | ?;t ;'Sgugsd2;27?;:‘;;';2‘:}3';‘:&/%7?2 f;i . Bock  [1
86. 162. 10. 209 LK”i‘i;gegom 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.249.64.190 |lhited Sates |147.237.72.166|aka. i df .il Uhknown Paraneter docld in ww aka. idf.il/shalishut/site/list.aspx None 1
37.203.214.2 Sweden 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to www ti kshuv.idf.il/wp-1ogin. php B ock 1
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