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Top Attackers

M dover.idf.il
M aka.idf.il
M nadi matal .idf.i
M refuah.idf.il
M tikshuv.idf.il
M navy.idf.il
I hal ag.idf.il
Matal.idf.il
nobi | e.idf.il
M eitan aka.idf.i

M 92.236.75.7
194. 218. 27. 162
I 46. 19. 86. 219
5.28.177. 137
Il 46. 19. 85. 252
M 66. 249. 64. 190
I 46. 19. 85. 229
M 213. 151. 32. 163
109. 67. 123. 253
W 41.33.231.90
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

109. 65. 181. 46 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 6
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp All _Nets dr op 3
146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-trafl drop 1
164. 132. 54. 194 Italy 147. 237. 72. 166 aka.idf.il Block Np All Nt drop 1
1.245.176. 64 Korea, Republic of 147.237.77.170 naar achot . i df . il Bl ock Up Al Nets drop 1
164. 132. 54. 194 Italy 147. 237. 76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
50. 30. 37. 59 Lhited Sates 147.237.8. 14 e.orchot.idf.il ock Wdp Al _Nets drop 1
113. 241. 207. 112 Chi na 147.237.72.14 dover.idf.il(old) |Bock Wdp All Nets dr op 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
5. 102. 206. 148 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 10
149. 78. 150. 196 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
61.135. 189. 119 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
66. 249. 93. 121 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 3
199. 30. 24. 156 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
2.54.37.67 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
84.108. 94. 232 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
172. 19. 206. 153 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
185. 24. 207. 50 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
109. 253. 220. 133 [l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
66.249. 93. 117 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
92.236.75.7 147.237.77. 216 LKJ?';;gom dover.idf.il VWEB- M SC Chunked- Encodi ng transfer attenpt 8
.. |ET DC5 Large amount of TCP ZeroWndow - Possible Niller2 DDos

80. 246. 133. 89 147.237.77. 170 |l srael naar achot . i df . il 2
attack

62.210. 69. 71 147. 237. 76. 147 |France chinuch. aka. i df .i I|ET SCAN Potential SSH Scan 1

59. 45. 79. 117 147.237.76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1

59. 45. 79. 117 147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1

222.211.77.35 |147.237.0.19 |China madi matal .idf.il |ET SCAN Potential SSH Scan 1

195. 216. 176. 244|147. 237.76. 42 |Latvia refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1

, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

120.71.117.5 147.237.77. 74 |China lawidf.il . 1
Potential Scan or Brute Force

84.109.98. 114  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1

66.249. 64.190 |147.237.72.166|lhited Sates |aka idf.il WEB- 03 redirect access 1

60. 217. 72. 16 147. 237. 76. 44 |Chi na erefuah.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

59. 45. 79. 117 147. 237.72. 167 |Chi na ishurimaka.idf.il|ET SCAN Potential SSH Scan 1

218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1

, S ET SCAN Suspi ci ous Wser-Agent Contai ning V@b Scan/er, Likely Vb

137.226. 113.7 |147.237.76. 30 |Ger many hi nush.idf.il 1
Scanner

94.102.48.193  [147.237. 77. 178 |Net her| ands ematpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1

92.236.75.7 147. 237, 77. 216 | 1 &9 dover. i df il SERVER- WEBAPP DELETE at t enpt 1

Ki ngdom
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Ret ransm ssi on

Packet dropped.

Country
92. 236.75. 7 Wni ted 147. 237. 77. 216 |dover. i df . i | Conmand | nj ecti on conmand i nj ection detected in | i 754
Ki ngdom request: 'Sh
194. 218.27. 162 |Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor (120
194. 218.27. 162 |Sweden 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber alert 60
Sreaning Engine: TGP Invalid i i ssi
66.249. 64.190 |Uited Sates [147.237.72. 166 |aka i of . 9 =9 Invalid segnent retransmssion. |, 56
Ret r ansni ssi on Packet dropped.
109. 67.123. 253 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |36
w ndow scal e
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrule drop 30
46. 19. 85. 229 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (20
185. 3. 144. 44 | srael 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 20
Sreaning Engine: TGP Invalid i i ssi
79.177.181. 177 |israel 147. 237.76. 200 |ei tan. aka. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
i Sreaming Engine: TGP Invalid i i ssi
2.124. 229, 205 |Wted 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ki ngdom Ret r ansn ssi on Packet dr opped.
46. 19. 85. 229 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12
92.236.75.7 LKTI;gegom 147. 237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 10
107. 150. 24. 158 |Wnited Sates |147.237.0.17 ][“Inly kosher-kravi-i1d o\ At t ack SYN -> SYN-ACK -> RST rej ect 8
92.236. 75. 7 Wni ted 147. 237. 77. 216 |dover.idf .i | dro SAMrule dro 7
o Ki ngdom o - P P
Sreanming Engine: TCP Invalid i i sSi
109. 67.28.127 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
s SN retransnmit wth different .
213.8.204. 44 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence vi ndow scal @ monitor |6
46. 19. 85. 229 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
109. 253. 136. 1141 srael 147. 237. 77. 243 |nobi l e. i df .i | 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.220. 194 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 148. 253 |Israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64.97. 247 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g, 6
Ret ransmi ssi on Packet dropped.
46. 19. 85. 229 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid ACK nunber moni tor (6
Sreaming Engine: TGP Invalid i i ssi
109. 226. 49, 101 | srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182.234.32  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.171. 122 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
. . SN retransmt wth different .
213. 8. 204. 14 I srael 147.237.77.234 |hal ag.idf il Bad TCP sequence wi ndow scal e noni t or 6
5.102. 195. 3 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
80. 230. 18. 243 [l srael 147.237. 72. 156 |anan.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
s SWNretransmit wth different
213.8.204. 14 I srael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence i ndow scal e aert 5
46.19. 85. 27 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
89.139. 255. 99 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (4
93.172. 26. 80 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence monitor (4
85. 65. 43. 174 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 4
85. 65. 43. 174 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor (4
46.120.24.174 |Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.95.205.199 |l srael 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
193. 43. 245. 250 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 233 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
188. 120. 154. 173|I srael 147.237.72. 166 |aka.i of .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
193. 43. 246. 250 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
79.183.69.181 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g, 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.66. 105 |Lnited Sates |147. 237. 77. 243 |nobile.idf .1 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65.22. 235 |israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g, 3
Ret ransmi ssi on Packet dropped.
198. 84. 161. 220 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
94.230.86.240 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i sSi
5.22.131. 32 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180. 69.109 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
109. 66.107. 44 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 12 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
46. 19. 86. 219 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 131
5.28.177.137 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 112
46.19. 85. 252 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 85
213.151. 32. 163 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 38
66.249.64.190 [Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 64. 190 B ock 18
92.236.75.7 Lhited Kingdom |147.237.77.216|dover.idf.il Unaut hor i zed HTTP Met hod B ock 14
92.236.75.7 United Ki ngdom 147.237.77. 216 |dover . i df . i | Mul tiple Whaut horized URL Access from92.236.75.7 B ock 13
109. 253. 196. 1661 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
92.236.75.7 Lhited Kingdom |147.237.77.216|dover.idf.il Ml tipl e Unaut horized Request Content Type from92.236.75.7 [B ock 7
87.69.26.102  |Israel 147. 237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on Bock |4
ww aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
176.13.11. 77 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 4
213.57.215.6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
176.13. 4. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66. 249. 66. 72 Lhited Sates 147.237.76.86 |navy.idf.il Ml tipl e Unauthorized URL Access from 66.249. 66. 72 B ock 3
66.249.66.75  |lLhited Sates 147.237.76.86 [navy.idf.il Ml tiple Unaut hori zed URL Access from 66. 249. 66. 75 Bl ock 2
- . Unaut hori zed Met hod HEAD for
2.54.132. 248 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai v sachar/ vi ewpaysl i p. aspx Bl ock 2
66.249.66.78  |Lhited Sates 147.237.76.86 [navy.idf.il Mil tiple Unaut hori zed URL Access from 66. 249. 66. 78 Bl ock 2
46.119.122. 177 |Wkraine 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to waw i df.il/nazi/ B ock 2
185.22.32.3 Lebanon 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 2
109. 66. 59. 57 I srael 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 2
92.236.75.7 United Kingdom |147.237.77.216|dover.idf.il Unaut hori zed Request Content Type from 92.236.75. 7 B ock 2
84.108. 27. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
Unknown Par anet er
37.142.168.95 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207. 46. 13. 89 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
168.9.214.221 |lnited Sates 147.237.77. 216 |dover. i df .i | D stributed Lhauthorized URL Access on wawidf.il/error.htm  |B ock 1
] . . Unaut hori zed URL Access to
66.249.93. 14 Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ styl ef shar ed/ r eset . css B ock 1
94. 159. 159. 232 i srael 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Miolation in None 1
wwn aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
. - D stributed Lhaut hori zed URL Access on
46.117.205.24  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
87.251.222. 124 |Sweden 147.237.77. 216 |dover. i df .i | D stributed Whaut horized URL Access on ww idf.il/arr/ B ock 1
. - - Unhaut hori zed URL Access to
77.75.78. 163 Czech Republic 147.237.77.216|dover. i df . il vw i . i |/ newsi t ef engl i shi docunent s. asp B ock 1
Pal esti ni an . . Miltiple Untraceabl e SSL Sessions from37.8.68. 14 (Prot ocol
37.8.68.14 Territory, Gcupied 147.237.77. 216 |dover . i df . i | vi ol ati on (SSL_CONN APPL| CATI ON DATA EXCHANGE) ) None !
185. 35. 62. 11 Qi tzerl and 147.237.77.19 [lawforumidf.il Unaut hor i zed URL Access to 147.237.77.19/ B ock 1
Unaut hori zed URL Access to
66.249.74.100 |United Sates 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ useful i nf or mati on/ speaker of mat pash/ pages/ coo |Bl ock 1
rdi nat i onof ned25022010. aspx
109. 253. 136. 114/l sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
92.236.75.7 Lhited Kingdom |147.237.77.216|dover.idf.il Lhaut hori zed Request Content Type i mage/ j peg B ock 1
66.249.64.190 [Lnited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/valtam B ock 1
. . Unaut hori zed URL Access to
85.65.43.174  [Israel 147.237.77.233|atal .idf . il 147. 237.77. 233/ 1136- hel at al . aspx B ock 1
40.77.167.0 Lhited Sates 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . D stributed Lhaut hori zed URL Access on
213. 8.204. 14 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
] ; . Paraneter Type M ol ati on PageNumin
68.180.228.95 |lhited Sates 147.237.76.31 |nakchal .idf.il nakhal .i df i |/ 1073- hel nakhal . aspx Bl ock 1
. . Unknown Paraneter sig2 in
95. 86. 73. 50 I srael 147.237.72.166 |aka. i df . i | voww aka. i o i |/ nai v gj yus/ general . aspx None 1
79.178.6. 50 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.i|/matash B ock 1
Pal esti ni an . - SS. Lhtraceabl e Gonnection - Protocol violation
37.8.68. 14 Terri tory, Groupied |17 237- 77- 216 |dover. i df .i | (SSL_CONN APPLI CATI ON_ DATA EXCHANGE) None !
. www. chamrat z. aka. i )
185. 35. 62. 11 Sntzerl and 147.237.77. 226 df il Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66.249.79.195 [lnited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list2 htm B ock 1
. . . Unaut hori zed URL Access to
92.236.75.7 United Kingdom [147.237.77.216|dover.idf.il vow i df i1 /i p storagelfiles/ 3 1473 png B ock 1
66.249.64.190 [Lhited Sates 147.237.72. 166 |aka. i df . i | Unknown Paraneter KEY in wan aka.idf.il/valtaniasp/ defaul t.asp [None 1
. . D stributed Lhaut hori zed URL Access on
213.8.204. 18 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
46.19. 85. 170 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
2.54. 134. 202 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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