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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il{network flood | Pv4 UDP drop 1373875
75. 74. 68. 25 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 37186
93. 225. 119. 227 Ger nany 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 36773
114.201. 207. 165 Korea, Republic of 147.237.77.216 dover. i df.il|TCP handshake viol ation, first packet not syn drop 36727
254.75. 87. 241 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36640
214.6.160. 161 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 36392
95. 217. 236. 86 Lkr ai ne 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 35835
193. 163. 255. 217 Dennar k 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35756
95. 244, 137. 168 Italy 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35551
63.101. 22. 174 Lhited Sates 147.237.77.216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 35474
250. 108. 101. 207 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35432
50. 63. 11. 55 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35402
64. 36. 113. 152 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 35369
143. 102. 202. 244 Lhited Sates 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 35248
117.193.119. 169 Indi a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 35188
0. 140. 216. 74 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 35070
132.232.12.48 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34935
193. 88. 139. 147 Denmar k 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34928
104. 84. 72. 234 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34882
61. 200. 106. 129 Japan 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 34832
6.6.139.0 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 34830
159. 142. 107. 132 Lhited Sates 147.237.77.216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 34717
51. 221. 90. 231 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34696
42.40. 251. 43 Korea, Republic of 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34654
17.8.1.54 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 34540
86. 175. 199. 16 Uni ted Ki ngdom 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 34496
76.227.173.212 Lhited Sates 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 34495
221.132.46. 51 Vi et nam 147.237.77.216 dover.idf.il|TCP handshake viol ation, first packet not syn drop 34227
72.181. 159. 186 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34180
44.37. 35. 184 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34080
32.245.183. 123 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 34070
140. 191. 31. 78 Argentina 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 34068
186. 102. 155. 40 Col onbi a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 34062
232.103. 44. 94 147.237.77. 216 dover.idf.i||TGP handshake violation, first packet not syn drop 34040
151. 230. 212. 220 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34023
61.188. 105. 10 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 34008
11. 15. 52. 33 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33994
159. 148. 55. 190 Latvi a 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33984
190. 60. 217. 195 Col onbi a 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33982
111.187.10. 30 Chi na 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33981
106. 70. 151. 251 Australia 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33935
251. 227. 244. 159 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33924
27.39.155. 74 Chi na 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33858
37.34.226.97 Kuwai t 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33833
2.68.142. 235 Sweden 147.237.77. 216 dover.idf.i||TGP handshake viol ation, first packet not syn drop 33810
157.201. 224. 124 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33786
56.111. 18. 70 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33745
1.135. 51. 253 Australia 147.237.77. 216 dover.idf.il|TGP handshake violation, first packet not syn drop 33733
137.114. 232.181 Lhited Sates 147.237.77. 216 dover.idf.il|TGP handshake viol ation, first packet not syn drop 33729
247.58. 15. 59 147.237.77. 216 dover. i df.il|TCQP handshake viol ation, first packet not syn drop 33726




03-02-2016-16:04:06 to 03-02-2016-17:04:06

|Top Attackers In IPS|

Attacker Address tacker Gountry |Target Address ‘Site Devi ce Action |Oount |
37.46.41. 242 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 13
87. 68. 249. 53 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 12
5.29.127.137 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
2.52.0. 146 I srael 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
10.0.0.4 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
79.181. 184. 47 | srael 147.237.0. 34 tikshuv.idf.il [CL000138: HITP. prefix 1.01 in the LR B ock 2
84.228.168.254 |Israel 147.237.0. 34 ti kshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
176.13. 8. 179 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
240. 100. 217. 192 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 2
243. 251. 92. 230 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 2
252. 145.211. 192 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 2
106. 38.241.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126.113.80 [China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.197 |e. hinush.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
240.0.12. 83 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 26. 111 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 0. 107. 236 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 0. 125. 150 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 0. 143. 112 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.1.11. 89 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.1.13.32 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 1. 31. 48 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 1. 68. 67 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 1. 106. 129 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.1.117. 142 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.1.171. 155 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 1. 208. 27 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.1.227.21 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 1. 240. 193 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 1. 248. 234 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 33.125 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testi ng) B ock 1
240. 2. 40. 212 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.2.50. 32 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 2. 69. 224 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testi ng) B ock 1
240. 2. 70. 83 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.2.91. 243 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240.2.127. 27 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 2. 146. 164 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 3. 15. 180 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 20. 52 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 3. 65. 117 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 3. 102. 230 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3.104. 111 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testi ng) B ock 1
240. 3. 166. 90 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240.3.174.57 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 3. 209. 232 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testi ng) B ock 1
240. 4.28. 21 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 4. 83. 237 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
240. 4.109. 211 147.237.77.216 |dover.idf.il 0055: |P. Source | P Address Spoof ed (Reserved for Testing) B ock 1
240. 4. 149. 68 147.237.77.216 |dover.idf.il 0055: IP. Source | P Address Spoof ed (Reserved for Testing) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ountry ‘S’te ‘Signature

212.179.21. 194 |147.237.77. 216 |Israel dover.idf.il|portscan: TGP DO stributed Portscan 1
31.210.176. 179 |[147.237.77. 216 |l srael dover.idf.il|portscan: TGP DO stributed Portscan 1
195. 216. 176. 244|147, 237. 77. 179 |Latvi a emazi.idf.i[ET SCAN NVAP -sS wi ndow 1024 1
5.29. 96. 95 147.237.72. 166 I srael aka.idf.il [portscan: TGP DO stributed Portscan 1
185.118.27.11 |147.237.77.216 dover.idf.il|portscan: TGP DO stributed Portscan 1
2.54. 38. 187 147.237.77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
94.159.177. 106 |147.237.72.166 | srael aka.idf.il [portscan: TGP DO stributed Portscan 1
85. 64. 165. 51 147.237.77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
80.246. 130. 30  [147.237.77. 216 |l srael dover.idf.il|portscan: TCP DO stributed Portscan 1
79.181.126. 248 |147.237.77. 216 |Israel dover.idf.il|portscan: TGP DO stributed Portscan 1
46.116. 250. 135 [147.237.77. 216 |l srael dover.idf.il|portscan: TGP DO stributed Portscan 1
213.57.70.9 147.237. 72. 166 |I srael aka.idf.il [portscan: TCP DO stributed Portscan 1
46.19. 85. 23 147.237.77. 216 (I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
200. 101. 66. 141 [147.237.77. 121 |Brazil e.navy.idf.i|[ET SCAN NVAP -sS w ndow 1024 1
31.154. 94. 61 147.237.77. 216 |I srael dover.idf.il|portscan: TGP DO stributed Portscan 1
186. 177.98. 130 [147.237.77.216|Qsta Rca dover.idf.il[ET SCAN NVAP -sS wi ndow 3072 1
5 29.78. 161 147 237 72. 166 |1 57 ael kaidh il SEF\\/ER APACHE Apache nod ssl non-SSL connection to SSL port denial of 1

servi ce attenpt

149. 88. 200. 115 |147.237. 77. 216 |I srael dover.idf.il|portscan: TCP D stributed Portscan 1
2.54.32.62 147.237.77. 216 |I srael dover.idf.il|portscan: TCQP DO stributed Portscan 1
89.139. 152. 66  [147.237. 72. 166 |l srael aka.idf.il |portscan: TCP DO stributed Portscan 1
84.108. 13. 96 147.237.77. 216 |I srael dover.idf.il|portscan: TCP D stributed Portscan 1
80.178. 102. 199 |[147.237.77. 216 |l srael dover.idf.il|portscan: TCQP DO stributed Portscan 1
79.176.111. 68  [147.237.72. 166 |l srael aka.idf.il |portscan: TCP DO stributed Portscan 1
217.132. 115. 188(147. 237. 77. 216 || srael dover.idf.il|portscan: TCP D stributed Portscan 1
46. 19. 86. 35 147.237.77. 216 |I srael dover.idf.il|portscan: TCQP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
78.40.177. 35 Lebanon 147.237.77. 216 |dover.idf.il |drop First packet isn't SW drop 718
185.118.27. 11 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 135
185.118. 27. 8 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 120
185. 118.27.9 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 116
185.118.27. 14 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 113
185.118.27. 10 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 109
185. 118. 27. 13 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 105
185.118.27.7 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 103
194. 218.27. 162 |Sweden 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 102
185. 118.27. 15 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 89
185.118.27. 12 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 84
Sreaming Engine: TGP Invalid i i sSi
2.52. 38, 84 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 60
Ret ransnm ssi on Packet dropped.
194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber aert 50
79.183.26.175 [ srael 147.237.76.42 |refuahidf.il |Bad TOP sequence iz;e”a”sm wWth different wndowl oovor |37
92.236.75.7 Wi ted 147.237.77. 216 |dover.if .i1  |Bad TCP sequence SWNretransmt wth different wndow) ;o |35
Ki ngdom scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
78.40.177.35 Lebanon 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 19
209.141.43.114 |Wited Sates |147.237.77.216 |dover.idf.il |drop First packet isn't SW drop 17
Sreaming Engine: TGP Invalid i i sSi
37.26.148.212 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 67. 248.43  |israel 147.237. 72, 166 jaka icf. i1 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
176.13.0.180  |israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.54. 48. 99 I srael 147. 23772, 166 |aka i or i1 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 12
Sreanming Engine: TCP Invalid i i ssi
37.26.147.211 |israel 147.237.72. 166 |aka. i df . i 9 =g I nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dr opped.
128.139.251.9 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
78.40.177. 35 Lebanon 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 8
188. 120. 148. 227! srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 7
46. 19. 85. 23 | srael 147.237.77. 176 |nat pash.i df . i1 [dr op Frst packet isn't SN drop 7
198.134.125. 78 [lhited Sates [147.237.77.216 [dover.idf.il |dr op First packet isn't SYN drop 7
Sreamng Engine: TCP Invalid i i ssi
79.181.96.101 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
s SYNWtACK retransmit with different .
132.64.26. 162 |l srael 147.237.72. 156 [amn.idf.il  [Bad TCP sequence wi ndow scal 6 noni t or 6
Sreamng Engine: TCP Invalid i i ssi
2.52.132.218  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dr opped.
192. 243.55. 136 |Domi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
109.64.76.35  |Israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dr opped.
- o SYNHAK retransnit with different .
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence v ndow scal 6 noni t or 6
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 6
192. 243.55. 131 |Doni ni ca 147.237.77. 176 [matpash.idf.il [Bad TCP sequence Invalid AGK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
192. 243.55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 5
46. 19. 85. 90 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 85. 90 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
Sreamng Engine: TCP Invalid i i ssi
82. 166. 152. 130 I srael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dr opped.
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
Sreamng Engine: TCP Invalid i i ssi
65.55.210. 248 |Uited Sates |147.237. 76. 200 |ai tan. aka. i of . 9 =g Inval i d segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dr opped.
192. 243.55. 131 |Domi ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
66.249.78.37  |Wited Sates |147.237.77. 234 |l ag i i 9 =g Inval i d segnent retransmssi on. dr op 4
Ret ransm ssi on Packet dr opped.
192. 243.55. 132 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
2.54.168. 48 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address [Site Sgnature Action ‘Count
82.80.131.234 |lsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 200
109. 253. 131. 225|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 32
66. 249. 66. 25 Lhited Sates 147.237.77. 216 |dover . i df . il Mil tiple Unaut hori zed URL Access from 66.249. 66. 25 B ock 22
137.135. 176. 175|Uhited Sates 147.237.77.216|dover . i df . i Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock
66.249.81.215 |Russian Federation [147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock
84.108. 89. 23 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock
. . Paraneter Type M ol ation ctl00$Cont ent P acetbl der 16t xt Gontent in
176.13.18.151  |Israel 147.237.76.42 |refuah.idf.il v r ef ua. at al i df .i 1/ 1518- hel ref uah. aspx B ock 3
. - . Unaut hori zed URL Access to
2.54.149. 70 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
199. 30. 25. 160 |Lhited Sates 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm B ock 3
2.52.132.218 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 2
66.249.81.212 [lnited Sates 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 2
87. 68. 48. 153 I srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/anman B ock 2
212.33.102. 162 (F;ajcis;i':('ja” Territoryl 47 237.77. 176 |mat pash. i df . i | [Uhaut hori zed URL Access to vaw cogat . i df . i1/894-ar Bock |2
46.19. 86. 197 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
109. 253. 128. 168l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock
. - Uhtraceabl e SS. Sessions: Protocol violation
46. 19. 86. 197 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 2
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover.i df . il Paranet er Type M ol ation PageNumin ww i df.il/1153-he/ dover. aspx |B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
31.154. 3. 222 I srael 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
109.203.215.1 |israel 147. 237.72. 166 |aka. i df . i | thknown Paraneter 1s in . None 1
wwn aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
157. 55. 39. 58 Lhited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/reserve/ B ock 1
. . O stributed Whaut hori zed URL Access on
2.52.39.21 I srael 147.237.77.234|hal ag.i df . i | 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
107.150. 42.37 |Uhited Sates 147.237.77.19 |l awforumi df. il [Unaut horized URL Access to waw yun. ph/ B ock 1
46. 19. 85. 209 I srael 147.237.77.234|hal ag. i df . i | Mal formed URL _pk_ses. 284. 4cde=* B ock 1
37.187.157.108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx Bl ock 1
. . Unhtraceabl e SS. Sessions: Protocol violation
5.29.78. 161 I srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
L . . Uhaut hori zed URL Access to waw i df.il/newsite/ novi es/ yassi n2. wiv
192. 243.55. 136 |Domi ni ca 147.237.77.216|dover . i df . i htt p: / apexvi d. cond t 8p746bl n3qp B ock 1
’ . . DO stributed Uhauthorized URL Access on
66.249.81.218 |lnited Sates 147.237.77.234|hal ag.i df . i | 147, 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . DO stributed Whaut hori zed URL Access on
46.117.30. 165 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
109. 253. 213. 150|1 sr ael 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Gode B ock 1
46. 19. 85. 209 I srael 147.237.77. 216 |dover.i df . il Illegal HITP Version 02 Mar 2016 14:03:48 QI B ock 1
91.199.69.254 [Israel 147.237.72. 166 [aka. i df . i | Uhknown Paranet er sbredirect in waw aka.idf.il/nai n/sachar/ None 1
68.180.230.29 |hited Sates 147.237.77. 176 |nat pash, i df | [2rameter Type Miolation PageNmin Bock |1
waw cogat . i df . i | / 2027- he/ cogat . aspx
31.154.94.6 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mvde None 1
] . .1 |Uhaut hori zed URL Access to
207.46.13.189 |lhited Sates 147.237.77. 170 [maar achot . i df . i | naar achot i df i 1/ pdf /11 es/ 9/ 110539, pe . B ock 1
’ . . . |Uhknown Paraneter &SortDr in
66.249.66.133 |Lhited Sates 147.237.76.200ei tan. aka. idf . i 1| o i i1/938 en/ei tan. aspx None 1
109. 67. 199. 215 |I srael 147.237.77. 216 |dover.idf.il Distributed Unaut hori zed URL Access on wa i df . il /aman Bl ock 1
46.19.85.209 | srael 147.237.77. 234|hal ag. i df . i | thknoun HTTP Request Method . 1456930520. in LR Bock |1
_pk_ses. 284. 4cde=*
46.19. 85. 28 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
85. 255. 233. 175 |[United Ki ngdom 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx Bl ock 1
Unknown Par arret er
5.29. 158. 132 I srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Paraneter Type Mol ation SearchText in
194. 42.11. 12 Cypr us 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df . |/ 938- en/ cogat . aspx B ock 1
66.249.81.244 [lnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css  |B ock 1
54.200.74.228 |lhited Sates 147.237.0.34 |tikshuv.idf.il |Dstributed Illegal Byte Qode Character in Mthod B ock 1
133. 130. 63. 178 |Japan 147.237.77.216|dover.idf .l Distributed Whaut horized URL Access on wwidf.il/error. htm Bl ock 1
92.236.75.7 Uhi ted Ki ngdom 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
46. 19. 85. 209 | srael 147.237.77.216|dover. i df . il Mal formed URL wed, B ock 1
79.183.26.175 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
31.154. 94. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
209. 23.179.200 |Whited Sates 147.237.77.216|dover. i df .il Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
2.54.149. 70 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 1
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