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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |[Site

|Signature

|Device Action |Count |

81. 218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 93
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
192. 99. 63. 194 Canada 147.237.77.176 nat pash. i df .i | B ock Np Al _Net drop 1
192. 99. 63. 194 Canada 147.237.8. 27 e.nadimatal .idf.il [Bock Np Al Net drop 1
212.118. 253. 117 United Ki ngdom 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
192. 99. 63. 194 Canada 147.237.8. 45 eeitanidf.il B ock Np Al _Net drop 1
61. 85.222. 199 Korea, Republic of 147.237.76. 30 hi nush.idf.il B ock_Udp Al _Nets drop 1
164. 132. 54. 194 Italy 147.237.8. 50 e. tikshuv.idf.il Bock Np Al Net drop 1
192. 99. 63. 194 Canada 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 1
74.82.47.9 Lhited Sates 147.237.0. 200 . i df il B ock_Udp Al Nets drop 1
164. 132. 54. 194 Italy 147.237.77.170 naar achot .i df .i | B ock Np Al _Net dr op 1
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|Top Attackers In IPS|

Attacker Address

|At tacker Gountry

arget Address

Devi ce Action |Oount

79. 182. 50. 252 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 16
176. 228. 30. 3 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 8
46. 117. 250. 65 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 6
46.19. 86. 138 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 4
195. 154.187.115 |France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
212.143.57.129 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
195. 154. 187. 115  |Rrance 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot B ock 2
144.76. 4. 148 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
195. 154. 187. 115  |France 147.237.77.176 |natpash.idf.il [CLO00074: HTTP: najestic bot Bl ock 2
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
157. 55. 39. 210 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
199. 58. 86. 211 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
207. 46. 13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker

‘Ste

‘Signature

Count ry
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
2.54.148.226  [147.237.72. 166 I srael aka. idf.il portscan: TP D stributed Portscan 1
91. 143. 232, 133 [147. 237. 72. 166 |I srael akaidf.il portscan: TCQP D stributed Portscan 1
82.80.17.162  |147.237.72. 166 I srael aka. idf.il portscan: TCQP D stributed Portscan 1
79.183.199. 92 [147.237.72. 166 [I srael aka. idf.il portscan: TP D stributed Portscan 1
218.246.0.97  [147.237.77. 227 |Chi na e hanaz.idf.i||ET SCAN NVAP -sS w ndow 1024 1
79.180. 134. 32 |147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
66.249. 81. 212 [147.237.72. 166 [Lhited Sates |aka.idf.il portscan: TCQP D stributed Portscan 1
176.13.1.116  |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.117.250. 65 |147.237.77.216|I srael dover.idf.il |portscan: TCP D stributed Portscan 1
109. 226. 22. 249 |147. 237. 77. 216 || srael dover.idf.il |portscan: TCP D stributed Portscan 1
37.26.149. 139 [147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
109. 65. 137. 161 |147. 237. 72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
2.54.254.131 [147.237.72. 166 [I srael aka.idf.il portscan: TCQP D stributed Portscan 1
93. 94. 40. 14 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
84.95.48.100 |147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
81.218. 104. 109 |147. 237. 77. 176 |l srael nat pash. i of .iI[ET SCAN NVAP -sA (2) 1
79.181.231.81 |[147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
212.76.111. 10 |147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
79. 176. 194, 233 [147. 237. 77. 216 [I srael dover.idf.il |portscan: TCP D stributed Portscan 1
192.162.26.4  |147.237.72.166 (Sain aka.idf.il portscan: TGP D stributed Portscan 1
66.249. 81. 209 |147.237.72.166 [Lhited Sates |akaidf.il portscan: TGP D stributed Portscan 1
113 76.90.49  |147 237 77 61 |ani na e coet. i o i1 SER\/ER—_APAO—E Apache nmod_ssl non-SSL connection to SSL port denial 1
of service attenpt
37.26.149.192 [147.237.77. 216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
109. 67. 222. 125 |147. 237. 77. 216 || srael dover.idf.il |portscan: TCP D stributed Portscan 1
31.168.72. 112 [147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
93. 173. 156. 142 [147. 237. 77. 216 |1 srael dover.idf.il [portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

194. 90. 151. 18 | srael 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 93

194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 84

194. 218.27. 162 |Sweden 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 40

194.90.151.18 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 31

o SN retransnmit wth different .

80. 246.130. 37 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 25
Sreaning Engine: TGP Invalid i i ssi

2.54.190. 83 I'srael 147. 237. 77. 243 |robi l e i df . i | 9 =g Invalid segnent retransmssion. drop 24
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 219. 64 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransnission drop 18
Ret ransmi ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
Sreaning Engine: TCP Invalid i i ssi

84.110.36.155 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.242  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 12
Ret ransmi ssi on Packet dropped.

2.54.38.222 I srael 147. 237. 72. 167 |i shuri maka.i df . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12

66.102. 9. 115 Uhited Sates [147.237.76.202|e.halag.idf.il |Geo-|ocation enf orcenent Geo-| ocati on i nbound enf orcenent |drop 7

62.0.218.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7

46.19. 85. 170 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi

2.54.55. 161 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.121. 214. 193 |Israel 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

192. 114. 23.208 | srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.

r N ine: TCP Invali i i ssi

5.29.205.202  |israel 147.237.77. 203\ e i1 | AM NG Engine: TQP Invalid invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

77.127.241. 158 |Israel 147.237.72. 166 |aka. i df .1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46.19. 85. 51 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

46.19.86.208  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

82.81.99.235  |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 140. 39 |Israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segment retransmission. drop 6
Ret ransmi ssi on Packet dropped.

194. 90. 151. 18 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6

. . SYN+AXK retransmit with different .

80. 246. 136. 33 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence i ndow scal 6 noni t or 5

46. 19. 85. 10 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 5

5.22.130. 65 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or 5

37.26.149.139 | srael 147. 237. 77. 216 |dover i df i Bad TCP sequence SIHAK retransmt with different | oo g

w ndow scal e

46. 19. 86. 100 | srael 147.237.77. 243 |mobi | e. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 2 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

37.26.149.139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi

213.151. 47. 159 |i srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.

5.22.131.57 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or

37.26.149.139 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

37.26.149.139 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

2.54. 39, 165 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.179.1.231  |israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

5.28.164.118  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.95.205.171 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.

80.246.130.37 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

2.54.3, 233 I'srael 147, 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

37.26.149.139 |[lIsrael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber nmoni t or 3
Sreaning Engine: TGP Invalid i i ssi

79.183. 103. 245 |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

31.168.25.193 | srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.

81. 218. 241. 25 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi

37.26.149.147 |israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

80.178.97.168 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

46.19.86.179  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 59 Invalid segment retransmssion. drop 3

Ret r ansm ssi on

Packet dropped.
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A tacker .
Attacker Address count ry Target Address |Ste Signature
i Sreaning Engine: TGP Invalid i i ssi
167. 220. 196, 178|" L& 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ki ngdom Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.140. 126 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 174
79.181.54.123 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 101
66. 249. 66. 25 Uited Sates [147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 66. 25 B ock 15
109. 253. 200. 174|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 14
2.54.3.227 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 14
66.249.81.218 |[wited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 6
66. 249. 81. 215 :ZZ::FI on 147.237.77. 216 |dover.idf . il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 5
2.54.190. 83 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 4
147.236.238.20 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hor i zed Method CPTI ONS for waw aka. i df .il/ B ock 4
85.130.131.75 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Waut horized Method for Known URL on wawn aka.idf.il/ [B ock 4
2.54.12.108 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 3
66.249.83.158 |[Wnited Sates [147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 3
46. 19. 86. 237 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.81.212 |[Wited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waww idf.il/error.htm B ock 3
2.54.139. 39 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
109. 253. 219. 64 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
31.154.19.5 I srael 147.237.77. 216 |dover. i df .i | Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 3
84.228.242.15 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. idf.il/main/ B ock 2
66. 102. 8. 233 Uited Sates [147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 2
72.9.148.10  [tnited Sates [147.237.76.86 [navy.idf.il m“tnzs;' izzf_ e navy. aspx. aspx Bock |2
5. 29. 205. 202 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 2
37.26.147.225 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
2.54.52. 141 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
31.13.100.112 |[Irel and 147.237.77. 216 |dover.i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm B ock 2
2.54.11.197 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
68.180.230.29 |United Sates |147.237.77.176 |mat pash. i df . | \;P:'Wa'z;zi e Mol o /F;ac?;atm_”;;gx Bock |1
169.229. 3. 91 Lhited Sates |147.237.72.167]i shurimaka.idf.il Dstributed |l1egal Byte Gde Character in URL B ock 1
66.249.78.153 |lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to vww aka. i df . i|/mai npni ot/ B ock 1
169.229.3.91  |wited Sates |147.237.0.17 ;nfnlyl kosher-kravi i |, vl y Long Request net hod B ock 1
107.150. 42. 37 |wited Sates |147.237.72.167|i shuri maka.idf.il Unaut hori zed URL Access to waw yun. ph/ B ock 1
46.19. 86. 208 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
207.46. 13. 22 Lhited Sates [147.237.77. 216 |dover.idf.il Distributed Lhauthorized URL Access on waw idf.il/error. htm B ock
Unknown Par arret er
2.52.0.52 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$35 in aka.idf.il/nan/giyus/ questionnaire. aspx
169. 229. 3. 91 Uited Sates [147.237.0.19 [nadimatal.idf.il Mil formed URL - f po~zic[[#5] ] e [#6] | N O'S B ock 1
31.168.138.81 |Israel 147.237.77. 234 |hal ag. i df . i | i~ ;g?”;‘;%;ﬂff;ggg;iﬂaﬁ osess T Bock |1
212.179.21.194 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
94.159. 159. 114 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df. i1/ v tikshuv.idf.il B ock 1
2.54.50. 147 I srael 147.237.77.216|dover. i df . i | SSL Wntraceabl e Gonnection - Cpen Mde None 1
169. 229. 3. 91 Lhited Sates |147.237.72.167|i shuri maka.idf .il D stributed Wknown HITP Request Met hod B ock 1
66.249.78.230 [Lnited Sates [147.237.77.243|nobile.idf.il D stributed Suspicious Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.17 (rjr;niyl- kosher -kravi . i Dstributed I11egal Byte de Character in Mthod B ock 1
109. 66. 114. 101 |l srael 147. 237.77. 243 |nobi | e. i df . i | Em;tlré_bi“éf‘:lﬁzﬁgg: /'izrfge)fﬂ‘ Access on Bock |1
207.46.13.107 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . i|/1503-en/ dover. aspx. B ock 1
85. 64. 68. 134 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/atal . aspx  |B ock
2.52.164. 152 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/main/ hone/6_s3_ B ock
160.220.3.91  |wited Sates [147.237.0.19 [nadimatal.idf.il [T %’;?g[“[e;;”e'\?[;%d] LRI EESI TSI T T €8 gy o 1o
66.249.83.161 [lWited Sates |[147.237.77.216|dover.idf.il Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 1
66. 102. 8. 238 Uited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
147. 236. 238. 20 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip _storagel/files/5/ Bl ock 1
213.151.47.159 I srael 147. 237.76. 200 |ei t an. aka. i df . i | o 2o M hod D e/ ei Lo asix None |1
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