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03-02-2016-12:04:00 to 03-02-2016-13:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Signature Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 412
81. 218. 56. 245 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
184. 105. 247. 227 Lhited Sates 147.237.77. 243 nobi | e. i df.il Block Udp All Nets drop 1
192. 99. 63. 194 Canada 147. 237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1
185.94. 111. 1 147.237.8. 24 elifestyle.idf.il ock Wp Al _Nets drop 1
104. 148. 100. 2 Lhited Sates 147. 237.0. 35 akaws. i df . i | ock_Wp Al _Nets drop 1
185.94.111. 1 147.237.76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets drop 1
164. 132. 54. 194 Italy 147.237.77. 19 lawforumidf.il Bock Np Al Net drop 1
185.94.111.1 147. 237. 76. 44 e.refuah.idf.il Block Udp All Nets dr op 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al Nets drop 1




03-02-2016-12:04:00 to 03-02-2016-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Count
79.179.128. 52 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 12
46.19. 86. 193 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 9
147. 236. 31. 231 I srael 147.237.0. 34 ti kshuv.idf.il| |Cl000138: HITP. prefix 1.01 in the URL B ock 7
46.117.233.31 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
79.176. 80. 248 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 2
147.234.241.19 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
51. 255. 65. 85 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
192. 116. 55. 245 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
51. 255. 65. 28 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
51. 255. 65. 31 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
31.3.74.26 Denmar k 147.237.77. 216 dover.idf.il C1000008: HTTP: Xenu User Agent B ock 1
51. 255. 65. 43 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

109. 235. 254. 181 147.237. 8. 46 Tur key e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 67. 123. 106 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 242, 247 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
82. 166. 16. 174 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
218.246. 0. 97 147.237. 8. 46 Chi na e. chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
82. 80. 196. 44 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
209. 126. 116. 147 147.237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 93. 103 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147.237.0. 34 Sweden tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
62.219. 144. 41 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 198. 151. 44 147.237.77. 216 Eur ope dover.idf.il portscan: TCP O stributed Portscan 1
5.29. 185. 180 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
185. 120. 125. 1 147.237.77. 216 dover.idf.il portscan: TCP O stributed Portscan 1
109. 81. 209. 151 147.237.77. 216 Czech Republic dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 114 147.237.0. 19 Wkrai ne medi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
84.108. 116. 182 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.81.21. 68 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
213.151. 47. 45 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
81.218. 153. 166 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 62. 54 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 78. 146 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
193. 105. 134. 220 147.237.0. 16 Sweden ny- kosher - kravi .i df . il ET SCAN NVAP -sS wi ndow 1024 1
37.26. 147. 227 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
187. 58. 224. 213 147.237. 72. 166 Brazil aka.idf.il ET SCAN NVAP -sS w ndow 4096 1




03-02-2016-12:04:00 to 03-02-2016-13:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Addr ess ‘Ste ‘Signature

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |84

194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 44
Sreaming Engine: TGP Invalid i i sSi

185.32.179. 252 |Israel 147.237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 36
Ret ransnm ssi on Packet dropped.

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrule drop 23
Sreamng Engine: TCP Invalid i i ssi

5.22.135.136  |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 15
Ret r ansn ssi on Packet dr opped.

reamn ine: TCP Invali i i ssi

109. 253. 131. 74 |Israel 147. 23777, 243 |rti 1 e i o 11 || €M NG Engi ne: TCP alid finvalid segnent retransmssion. | op 12
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.3.212  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansn ssi on Packet dr opped.

87.71.110. 38 I srael 147.237. 72. 166 |aka. i df .i | drop First packet isn't SN drop 12

62. 0. 200. 166 | srael 147.237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 10

2.54.173. 233 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9

213, 244. 118, 251 | SStIN an TerTitory. |y 47 537 77216 |dover.idf.il  |drop Frst packet isn't SN drop 8

Cceupi ed

212.179. 218. 166|l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop

109. 253. 203. 74 |l srael 147.237.76.30 |[himush.idf.il |Bad TCP sequence Inval i d ACK nunber alert

109. 253. 203. 74 |l srael 147.237.76.30 |himush.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

176.13.16.59  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.

2.54.3.102 | srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect

46.19. 86. 193 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TGP Invalid i i sSi

2.54.148.237  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dropped.

46.19. 85. 183 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 6

46. 19. 86. 193 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6

46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

87.71.43.23 I srael 147. 237. 76. 200 |ei tan. aka. i of . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

84.110.36.155 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | o 6
Ret ransn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

109.67.172.35 |israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

46.19.86. 6 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. | o 6
Ret ransn ssi on Packet dr opped.

46. 19. 85. 197 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i Ssi

185.27.106.70 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 6
Ret ransm ssi on Packet dr opped.

2.54.173.233 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 6

R SYNtACK retransmt wth .

46. 19. 85. 234 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence di fferent w ndow scal e monitor |5

46.19. 85. 183 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5

212.179. 218. 166 |l srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5

89. 138.83. 19 | srael 147.237.0.34 |tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4

82.80. 196. 44 I srael 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4

2.54.173.233 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber nonitor |4
Sreanmng Engine: TCP Invalid i i Ssi

82.166. 130. 213 |Israel 147.237.76. 200 |ei tan. aka. i f . | 9 =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dr opped.

2.54.173.233 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunber nonitor |4

79.183.175. 146 |lsrael 147.237.72.166 |aka. i df .i dr op First packet isn't SYN drop 4

46. 19. 85. 234 I srael 147.237.76. 42 |refuah.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4

195. 60. 232. 57  |Israel 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4

2.54.173.233 | srael 147.237.77.216|dover.idf.il |SYN At tack rej ect 4

213, 244.118. 251 gjceusgi':('ja” Territory.l147. 237. 77. 216 [dover.icf. i1 |Bad TOP sequence Inval i d ACK nunber monitor |4

79.183. 175. 146 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

2.52.32.175 I srael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid ' i ssi

79.180. 251. 139 i srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.

5.22.129. 244 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

37.46. 38. 217 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

46.19.86.243  |israel 147.237.72. 166 |aka i df .i 9 =9 Inval id segnent retransmssion. |, 3
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

79.178.48.1 I'sr ael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dr opped.

. . SYNtAXK retransmt with .
46.19. 85. 205 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence different vindow scal e monitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.11. 197 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 269
109. 253. 144. 1511 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 200
109. 253. 202. 174]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 67
2.54.36. 209 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 35
109. 65. 113. 154 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 34
176. 13. 6. 110 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 18
46. 19. 86. 115 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 12
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.i | Mul ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 12
185. 32. 179. 252 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 7
46.121.123.29 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.121.123. 29 Bl ock 5
109. 253.131. 74 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Mthod from192. 162. 26. 4 B ock 4
2.54.54. 107 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
185. 32.179. 252 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 192. 162. 26. 4 B ock 3
2.54. 142. 80 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?r(;lee? , ';Z‘eggfﬁzmztesn st chi | ddocunent s/ 1362 Bock |3
176. 13. 10. 60 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mil tiple Malformed URL from 192. 162. 26. 4 B ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 192.162.26.4 B ock 3
46.19. 85. 25 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.52.2.99 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
79.176.81.128 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 79.176. 81. 128 Bl ock 3
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Header Nane from 192. 162. 26. 4 B ock 3
2.54.142. 80 I srael 147.237.77.243|nobi | e.i df . i | Ml tiple Unaut horized URL Access from 2.54. 142. 80 B ock 3
131.253.25.229 |Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wnauthorized URL Access on waw idf.il/error.htm Bl ock 3
Pal esti ni an
82.213.48.43 Territory, 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to w cogat.idf.il/sip _storage/files/6/4616.] pg |B ock 2
Qccupi ed

192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mil tiple Malformed HTTP Header Line from 192. 162. 26. 4 B ock 2
192. 162. 26. 4 Sai n 147.237.72. 166 |aka. i df . i | Mil tipl e Aonornal |y Long Header Line from 192.162.26. 4 Bl ock 2
176. 13. 16. 59 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
109. 253. 194. 132|I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.19.151 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
192. 162. 26. 4 Sain 147.237.72. 166 |aka. i df . i | Mil ti pl e NILL Character in Header Nare from 192. 162. 26. 4 B ock 2
94.199. 151. 22 LK!iﬂr:gegom 147.237.77. 216 |dover. i df .i | Mil tipl e Unaut hori zed URL Access from 94.199. 151. 22 B ock 2
176.13. 3. 212 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Method from 192, 162. 26. 4 B ock 2
79.176.81.128 [Israel 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 2
105. 106. 175. 182|A geria 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 2
80. 246. 139. 193 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
192. 162. 26. 4 Spai n 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP Version from192. 162. 26. 4 B ock 2
169.229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Mil tiple NULL Character in Ul from169.229.3.91 B ock 1
66.249.66.176 |Wited Sates [147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robot s. t xt B ock 1

Mal formed URL [[#2[[£]]#0°s]] 114 [9]2f1] €[ [42#]] °1p|

XYL [#31]]d, [[#7]] ~ @Y, qN—¥ixf YWw+EV3 X068 [ « #267] | | £
192. 162. 26. 4 Sai n 147.237.72. 166 |aka. i df . i | t.! \"([7[ #6]] —N5@hkee aYig#coy [ 03#] ] ¥ [ [ 03#] ] —'6210#[ [ 42#] ] 0s8Y Bl ock 1

pEU opYa] 1 #15[ [ N~...@C) 11U 2y acn<S 2+@n»] | #16[ [ 1] #6[ [ 0¥

[[[#7]
207. 46. 13. 22 Lhited Sates |147.237.77.216|dover.idf.il Mul ti pl e Unaut horized URL Access from 207. 46. 13. 22 B ock 1
62.219.35.179  |Israel 147. 237.77. 216 |dover . i df . i | mir;fb_“itle/‘: elr;hp?‘; 2‘5’; l ;r?rgl R feoess oener  of Bock |1

Illegal Byte (ode Charactef in Header Nane
192.162.26.4  |Sain 147.237.72. 166 |aka. i df . i | Eﬁ“ﬁlli]l ]Z’¥§<JDQS[W[i[#[1#§]]] ri%;é-[[[[:zzzg]]]]kjﬂg;@m of[#12]] i [ #23]] 260 [B O |2

11A @-obEni U8 7, [[#3]] BNA W ¢[ [ #18] ]i °[ [ #18] ] =b6Z6c_
37.142.64.11  |israel 147.237.72. 166 |aka. i df . i | mnzkv:ﬁr?ﬁﬁ nf;;g?:f/t;angicE:ﬁ;prhsachar$°t' S5in None |1
88.249.31.184 [Turkey 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawwidf.il/arr/ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|hal ag.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
79.176.81.128 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i/ aj ax/ updat est at us. php B ock 1
66. 249. 66. 37 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
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