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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

Device Action Count

|Target Address |Site

Signature

84.108. 233. 193 | srael 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 3
192. 99. 63. 194 Canada 147.237.72. 156 anan.idf.il B ock Np Al Net dr op 1
184. 105. 139. 94 Lhited Sates 147.237.77. 234 hal ag.idf.il Bock Np Al Net drop 1
185.94.111. 1 147.237.72.14 dover.idf.il (ol d) B ock Np Al _Net drop 1
192. 99. 63. 194 Canada 147.237.77. 235 sviva. idf.il B ock Np Al Net drop 1
184. 105. 139. 98 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237. 76. 147 chi nuch. aka. i df . il B ock Np Al _Net drop 1
184. 105. 139. 74 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock Np Al Net dr op 1
184. 105. 139. 122 Lhited Sates 147.237.77. 170 naar achot . i df il Bock Np Al Net drop 1
185.94.111. 1 147.237.76. 200 eitan. aka.idf.il B ock Np Al Net drop 1
184. 105. 139. 94 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il B ock Np Al Net drop 1
185.94. 111. 1 147.237.0. 15 kosher-kravi .idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Sgna1 ure Devi ce Action |C0unt
93.173. 44. 187 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 5
81.218.101. 3 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
51. 255. 65. 28 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HTTP.  AnrefBot craw er B ock 1
51. 255. 65. 3 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 31 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
95. 86. 120. 47 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 1
51. 255. 65. 12 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 34 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 18 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 89 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 25 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
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Attacker Address
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Signature

2.54.1.153 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 144. 156|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
87. 69. 125. 54 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
82. 81. 53. 134 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
79. 177.59. 84 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
54.72.73. 168 147.237.77. 216 |Irel and dover.idf.il portscan: TCP O stributed Portscan 1
194, 187.249. 70 |147.237.76.34 |Europe yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 85. 50 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
192. 114. 23. 209 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.29.2 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
176. 13. 4. 163 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
87. 69. 230. 93 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.165. 135. 130 |[147.237.76.38 |Ger many eenetav.idi.il |ET SCAN Potential SSH Scan 1
81.218.128.28 |[147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
62.219.99.130 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.76.39 |China nobi | e.nei tav.idf.i |ET SCAN Potential SSH Scan 1
212.235.8.225 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 120. 28. 83 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
192. 243. 55. 138 |147. 237. 77. 216 |Doni ni ca dover.idf.il portscan: TCP O stributed Portscan 1
97 201, 220,123 |147. 237, 77. 121 |chi na e navy. i df il ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
176.13.12. 93 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
194. 218. 27. 162 |Sweden 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 111
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning BEngine: TQP Invalid i i SSi
91.135. 102. 173 | srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 222. 178|i srael 147. 237, 77. 243 |nobi 1 e. i of . i g =g nval i d segnent retransmssi on. drop 30
Ret r ansmi ssi on Packet dr opped.
2.52.158. 241 I srael 147.237.77. 216 |dover. i df . il SYN At ack SYN -> SYN-ACK -> RST rej ect 24
Sreamng Engine: TCP Invalid i i ssi
176.13.5.166  |Israel 147. 237. 77. 243 |nobi l e.i df i | g =g Invalid segnent retransmssion. |, ) 24
Ret r ansmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
95.35.92.135  |Israel 147, 237. 77, 243 |roti L e i i1 || €@M NG Engine: TGP alid finvalid segnent retransnission drop 15
Ret ransm ssi on Packet dr opped.
o SWNretransnmit wth different
195. 160. 242. 40 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal aert 14
46. 19. 85. 88 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.182  |israel 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
37.26.148.195 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different oo |12
W ndow scal e
46.19. 85. 88 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 11
46. 19. 85. 88 I srael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 10
79.177.206. 134 |lIsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
Sreamng Engine: TCP Invalid ' i ssi
2.54.168. 23 I srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
109. 253. 206. 242|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
Sreaning BEngine: TCP Invalid i i SSi
149.78.37.59  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
85.130.175.23 |l srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or
85.130.175.23 |[lIsrael 147.237. 77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid ' i ssi
109. 66. 213. 167 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
176.13.20. 188 |Israel 147.237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
109. 253. 206. 242! srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber aert 9
R SYNretransmt wth different
195. 160. 242. 40 |l srael 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal e alert 8
2.52.158. 241 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid AGK nunber noni t or 8
R SWNretransnit wth different .
195. 160. 242. 40 |l srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e noni t or 8
2.52.158. 241 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or
66.102. 9. 125 Lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |dr op
Sreanming Engine: TCP Invalid i i ssi
157.55.39. 148 |Wnited Sates |147.237.76. 200 |ei tan. aka.i df . il g =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
62. 0. 197. 205 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 [matpash.idf.il  [Bad TCP sequence noni t or
Sreaning Engine: TGP Invalid i i SSi
109. 64. 113. 74 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
62.0.219. 129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.146.254 | srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence SINAK retransmt with different | oo o
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
109.67.123.71 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. |, ) 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.52.158. 241 I srael 147.237. 77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 6
213.57.119. 122 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i SSi
81.218.193. 174 |israel 147.237.72. 166 |aka.i df . 9 =g I nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
62. 0. 238.55 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i SSi
176.13.5.230  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
84.110.37.123 |israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i SSi
46.19. 85. 55 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

Anonynous S . .
8.37.227.68 Pr oxy 147.237. 77. 216 |dover . i df .| Bl ock HTTP Non Conpli ant Response out of state monitor |6
85.130.176.11 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 6

Sreaning BEngine: TQP Invalid i i SSi
213. 151. 35. 213 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85.130.176.11 |[lIsrael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
82.166. 93. 161 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SN drop 5
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A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176.13.11. 77 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 145
46. 19. 86. 106 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 138
46.19. 85. 20 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 117
2.52.158. 38 | srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 117
176.13.15. 12 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 36
109. 253. 199. 132]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 28
37.26.146.194 |lsrael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 27
66. 249. 66. 25 Lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 17
46.19. 85. 130 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 11
109. 253. 199. 2381 srael 147.237.77. 243 |nobi 1 e. i df . i | mﬂ? ?&Tﬁ?s\;ﬂﬁi;gnggg:ﬁs;mrd n Bl ock 10
109. 253. 222. 178]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 10
91.135.102. 173 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspici ous Response CGode Bl ock
176. 13. 5. 166 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock
97.77.68. 58 Uhited Sates |147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock
46.19.85.56 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?rc;fsz , t’;eggfﬁm‘;esu <t ohi 1 ddocument s/ 1071 Bl ock 6
46. 19. 85. 182 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
46.19. 86. 145 I srael 147.237.77.243|nobi [ e.i df . il Ml tipl e Unauthorized URL Access from 46. 19. 86. 145 B ock
82.102. 169. 113 |l srael 147.237.77.216|dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock
46.19.86.145 |Israel 147.237.77. 243 |nobi 1 e. i df . i | nlf;;“f : olrd'fz'f? , geggf;zmztes” <t ohi | ddocunent </ 1362 Bl ock 4
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 4
95. 35.92. 135 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 4
134.191.232. 70 |l srael 147.237.77.216|dover . i df . i Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 3
24.153.142.218 |Wited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 3
94.199. 151. 22 zi;gegom 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 94.199. 151. 22 B ock 3
82.102.136.65 |Israel 147.237.77.216|dover . i df . i Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 3
134.191.232.72 |lIsrael 147.237.77. 216 |dover . i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm Bl ock 3
46. 19. 86. 252 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.179.9.7 I srael 147.237.77.216|dover . i df . i Ostributed Unhaut hori zed URL Access on waw i df.il/error.htm B ock 2
213.151. 35. 213 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
80.179. 9. 115 I srael 147.237.77. 216 |dover . i df . i | O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
46.19. 85. 202 I srael 147.237.77.243|nobi [ e.i df . i | Paranet er Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
176.13.9. 162 | srael 147.237.77.243|nobi l e. i df . i | Paraneter Type Mol ation Bwil in nobile.idf.il/sachar/creat eaccount B ock 2
66. 102. 8. 238 Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 2
80.246.133.29 |[Israel 147.237.77.216|dover . i df . i Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
66. 102. 8. 243 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
213.57.202.100 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to waw aka.idf.il/ giyus B ock 1
2.54.161. 230 I srael 147.237.76.86 |navy.idf.il Cooki e Tanpering on cookie __ atrfs: Expected ab/ None 1
97.74.215.183 |Wited Sates |147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua.atal.idf.il/blog/ wp-admn/ B ock 1
Uhaut hori zed URL Access to
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | v cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ nor ei nf of ti chnun. yosh@ |[Bl ock 1
gnai | . com
46.19.85.1 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66.249.78.135 |Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i[haut hori zed URL Access to chinuch. aka. i df .i1/894-he B ock 1
5.29. 163. 189 I srael 147.237.76.31 |nakchal .idf.il PHP Att enpt B ock 1
2.52.1.216 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
91.220.22.1 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/nain/ giyus/ general .aspx |B ock 1
50. 63. 147. 13 Lhited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wp-admin/ B ock 1
207. 46. 13. 89 Uhited Sates |147.237.76.31 |nakchal .idf.il D stributed Unauthori zed URL Access on 147.237.76. 31/ robot s. t xt B ock 1
46. 19. 85. 182 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspici ous Response CGode Bl ock 1
81.218.241.25 |[lIsrael 147.237.77. 216 |dover.idf.i |l Mil tipl e Unhaut hori zed URL Access from 81.218. 241. 25 Bl ock 1
37.26.146.194 |israel 147.237.0.19 |nadimatal.idf.il E:;?’:::;I T‘i”iﬁ_\iAIc;'ﬁgﬁl,%g@”;ﬁgi?;ﬁ;:‘ der 1Stxthobile in Bl ock 1
132.74.1. 4 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/ undefi ned Bl ock 1
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