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03-02-2016-07:04:02 to 03-02-2016-08:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 65. 181. 46 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 6
81.211. 8. 238 Eur ope 147.237. 76. 197 e hinush.idf.il Bl ock_Udp All _Nets drop 1
185.94.111.1 147.237. 8. 28 e nobil e-ks.idf.il Block Np All Net drop 1
47.88. 103. 153 Canada 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 drop 1
192. 99. 63. 194 Canada 147.237.77. 61 e.cogat.idf.il B ock Np Al Net drop 1
47.88. 103. 153 Canada 147. 237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 drop 1
184. 105. 139. 80 Lhited Sates 147. 237.77. 227 e. hanaz. i of .i | Block Np Al Net drop 1
204. 42. 253. 2 Lhited Sates 147.237.72. 167 ishurimaka.idf.il Bl ock_Udp All _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 108 Lhited Sates 147. 237. 77. 212 e. dover.idf.il Block Np All Net drop 1
40. 85. 142. 106 Lhited Sates 147. 237. 76. 197 e. hinush. i df .i | JLMPurple Gon Linit Htp drop 1




03-02-2016-07:04:02 to 03-02-2016-08:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
176.13.0. 143 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
123.126.113.80 |China 147.237.72.166 [|aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 3
51. 255. 65. 87 United Ki ngdom 147.237.77.170 |maarachot.idf.il [Cl000146: HITP. AhrefBot craw er Bl ock 1
106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 72 United Kingdom  |147.237.77.170 |maarachot.idf.il |Cl000146: HTTP. AhrefBot craw er B ock 1




03-02-2016-07:04:02 to 03-02-2016-08:04:02

|Top Attackers In |D|

A tacker

Target Address ount ry ‘S’te Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
113.76.90.199 |147.237. 72. 166 |Chi na aka i df il SERVER APACFE Apache mod_ss| non-SSL. connection to S3. port |,
deni al of service attenpt
93.113.125.11 |147.237.77. 178 |Romani a e. nat pash. i df . il ET SCAN NVAP -sS wi ndow 1024 1
46.151.52.139 [147.237.72. 217 |Wkrai ne eidf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 254. 90. 133 |147. 237. 76. 38 |Mexi co eeneitav.idf.il ET SCAN NMAP -sS w ndow 2048 1
189. 254. 90. 133 [147. 237. 76. 38 |Mexi co eenetav.idf.il ET SCAN NVAP -f -sS 1
185. 72. 179. 221 |147. 237. 77. 226 wav chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147. 237. 77. 176 mat pash. i df .il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147. 237. 76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
113.76.90. 199 |[147.237.77. 243 |hi na nobi | e.i df.il SEF\VER APAO_E. Apache med_ss| non-SSL connection to SSL port 1
deni al of service attenpt
95.35.209. 94  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
84.110. 192. 241 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 36 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
189. 254. 90. 133 |147. 237. 76. 38 |Mexi co eeneitav.idf .il ET SCAN NMAP -sS wi ndow 1024 1
187.75.48.23  |147.237.76.39 |Brazil nobi | e. nei tav. i df.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
Potential Scan or Brute Force
185. 72. 179. 221 |147. 237. 77. 216 dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 72. 179. 221 |147. 237. 76. 147 chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1




03-02-2016-07:04:02 to 03-02-2016-08:04:02

|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor  [118
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACGK nunber aert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
66.249.93.239 |Lhited Sates 147.237.77. 176 |natpash.idf .il |dr op drop 24
66.249.93.239 |Lhited States 147.237.77. 176 |natpash.idf.i| [Bad TCP sequence Inval i d ACGK nunber aert 18
66.249.93.239 [lLited Sates 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Inval id ACK nunber monitor |18
66.249.93.241 |Lhited Sates 147.237.77. 176 |matpash.idf.il |Bad TCP sequence Inval i d ACK nunber alert 11
66.249.93.241 |Lited Sates 147.237.77. 176 |matpash.icf .il |Bad TCP sequence Inval i d ACK nunber monitor |11
: S Unexpect ed post SYN packet - RST
66.249. 93.239 |lhited Sates 147.237.77. 176 |matpash.icf .il  |dr op or SYN expect ed drop 10
217.132. 123. 166/l srael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
66.249.93.241 |Whited Sates 147.237.77. 176 |metpash.icf.il  |drop drop
: s Unexpect ed post SYN packet - RST
66.249.93.241 |lhited Sates 147.237.77. 176 |matpash.idf .il  |dr op or SYN expect ed drop 7
2.52.25. 110 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
reamn ine: TCP Invali i i ssi
176.13.21.24  |israel 147.237.77. 243 |rvi e i1 || €AM NG Engine: TCP I nval i djinval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.23.173 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission drop 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
109. 253. 221. 249|i srael 147.237.77. 243 |rvi e i1 || €AM NG Engine: TCP I nval i djinval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
5.102.242.122 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
94.230.86.214 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
149.50. 127.138 |Wited Sates 147, 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
94.230.86.239 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |4
5.22.135. 103 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |4
66.249.93.241 |lhited Sates 147.237.77. 176 |matpash.idf .il  |dr op Frst packet isn't SYN drop 4
46. 19. 85. 219 I srael 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
reamn ine: TCP Invali i i ssi
79.177.128.28 |israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alidlinvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
207.46.13.163 |Wited Sates 147. 237, 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
62. 219. 136. 238 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval i dfinvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.135  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
2.54.141.123  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.137  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
79.177.235.18 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.127.84.83  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransission. drop 3
Ret r ansni ssi on Packet dr opped.
195. 160. 242. 40 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber moni tor |3
S reamng Engi ne: TCP i
93.113.125.11  |Romani a 147. 237. 77. 170 |nmar achot . i of . i | 9 =g TCP segnent out of maxi mim drop 3
Segnent Limit Enforcenent al | oned sequence. Packet dropped.
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
37.26.147.240 |l srael 147.237.72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 2
87.69.211. 85 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber monitor |2
2.54. 44. 95 I srael 147.237. 77. 216 [dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
2.54.22.11 I srael 147.237.0.19 |nadimatal.idf.i [SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
66.249.93.239 |lLited Sates 147.237.77. 176 [matpash.icf.il [Di rectory Traversal directory traversal overflow monitor |2
2.54.44. 95 I srael 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
79.177.217.184 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence S retransmt with different wndow |, onitor |2
5.22.135. 103 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
2.54.44. 95 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber alert 2
80. 246. 130. 239 |l srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Inval i d ACGK nunber noni tor |2
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber alert 2
66.249. 93.241 |Israel 147.237.77. 176 |natpash.idf .il |dr op First packet isn't SW drop 2
Pal esti ni an s ! .
213. 244.118. 251 Territory, Grcup ed 147.237.77. 176 |matpash.icf .il |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
85.250. 21. 207 [lIsrael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.44.95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.246.136.82 |lsrael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 45
2.52.143. 47 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
109. 253. 194. 249]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 22
66. 249. 66. 25 Lhited Sates [147.237. 77. 216 |dover. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 B ock 18
2.54.15. 34 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
2.54.148. 24 | srael 147.237.77. 243 |nobi | e. i df . i | ansiult :?réfz'f? , g;‘eggrcﬁim;es” tehi | ddocunent s/ 1071 Bock |4
109. 253.223.29 |Israel 147.237.0.19 |nadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
2. 54. 148. 237 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
87.69.221.161 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.190. 74 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
2.54.22.11 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
80. 246. 130. 9 I srael 147.237.77. 216 |dover.i df . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 2
2.54.148. 24 I srael 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut horized URL Access from 2.54. 148. 24 B ock 2
46.19. 85. 252 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
185. 80. 220. 24 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ cgi - bi n/ php B ock 1
Uhaut hori zed URL Access to
95. 86. 70. 10 I srael 147.237.77.74 [lawidf.il www, | aw i df . i |/ 421- 2258- he/ pat zar . aspx&a=u8ved=0ahukewj Oi _- 1gkhl ah |Bl ock 1
woo5okhf 3t axkgf ggr nram@usg=af qj cngd7sy4j f 1c6zw04e95dxui al voaa
79.177.3.184  |Israel 147.237.72. 166 |aka. i df . i | mn;’k‘“giﬁr_?ﬁg mcégﬁﬁtgaggﬁgzﬁgfphsacw$°t' S5in None |1
217.194.204.8 |[Israel 147.237.77. 216 |dover.i df . il Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock 1
54.213.197.191 |thited Sates [147.237.72. 167 |i shuri maka. i df . iINLLL Character in URL B ock 1
66.249.93.239 |lhited Sates |147. 237. 77. 176 [nat pash. i df . i | Dstributed LR is Avove Root Drectory B ock 1
54.200.74.228 |lWnited Sates [147.237.76.31 |nakchal .idf.il Illegal Byte Gode Character in Method B ock 1
185.99.32.3 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: pen Mde None 1
109. 67. 199. 207 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
2.54. 15. 34 I st ael 147.237.0.19 [nadi matal . i df i [|-hathori zed U Access tte(r’ml <t s/ basket / basket. a5px Bock |1
79.177.217.184 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
217.194. 207. 188/l srael 147.237.77.216|dover.idf .l Ostributed Wnaut hori zed URL Access on waw idf.il/error. htm B ock 1
54.213.197.191 |lnited Sates |147.237.72. 167 |i shuri maka. i df . ijunknown HTTP Request Met hod pfViR) [ [#20]]0&J[[#14]]1" in URL B ock 1
113.76.90.199 |China 147.237.72. 166 [aka. i df . i | SSL Lhtraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HALLQ |[None 1
93.113.125.11 |Romani a 147.237.77. 170 [maar achot . i df . i | |Uhaut hori zed URL Access to / B ock 1
68.180.230.29 |Lhited States [147.237.77. 176 |nat pash. i df . il Paraneter Type M ol ation PageNumin ww cogat . idf.il/1038-ar/cogat.aspx |B ock 1
54.200.74.228 |lhited Sates |147.237.76.31 |nakchal .idf.il |NUL Character in Mthod B ock 1
207.46.13.107 |Wited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
2.54.15.34 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
79.180.17.202 |Israel 147.237.72. 156 |anman. i df . i | SSL Wntraceabl e Gonnection - Qoen Mde None 1
65. 55. 210. 25 Uited Sates [147.237.77. 216|dover.idf . il Dstributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 1
113.76.90.199 |China 147.237.77.243|nobi l e. i df . i | SSL Wnhtraceabl e Connection - Protocol violation (SSL_QONN QLIENT HALLO [None 1
94.199. 151. 22 zi;g’gom 147.237.77.216|dover.i df . il Mil tipl e Unaut horized LRL Access from 94.199. 151. 22 Bl ock 1
68.180.230.29 |lhited Sates |147.237. 77. 176 |nat pash. i df . i | Paraneter Type M ol ati on PageNumin waw cogat . i df . il/1043-he/ cogat . aspx |Bl ock
54.213.197.191 |United Sates [147.237.72.167|i shuri maka. i df . i|lI1egal Byte Qode Character in Method uAVI)[[#20]]0&J[[#14]]" B ock 1
217.194.195.86 |lIsrael 147.237.77.216|dover.idf .l Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
Unaut hori zed URL Access to
109. 253. 220. 222|1 srael 147.237.77.233|atal .idf .il www at al . i df . il/1498-he/ atahtt p:/ 192. 118. 60. 6/ r adi o/ 2015/ 03/ 31/ 628782 |B ock 1
6. np3l . aspx
46. 19. 85. 236 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
176.13.21. 24 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
94.199. 151. 22 LK!iﬂr:gegom 147.237.77. 216 [dover . i df . i | Uhaut hori zed URL Access to waw i df .i1/894-he B ock 1
77.237.138. 202 ggj‘;ﬂc 147.237.77.19 |lawforumidf.i| |Uhauthorized URL Access to / Bock |1
217.194. 199. 199! srael 147.237.77. 216 |dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock
54.213.197.191 |lhited Sates |147.237.72.167|i shuri maka. i df . i|ll1egal Byte Gde Character in URL B ock
109. 253. 221. 249|1 sr ael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
66.249.66.39  |Lhited Sates [147.237.77.74 |lawidf.il Peraneter Type Mol ation SearchText in Bock |1

waw | aw i df . i |/ 163- 6639- he/ pat zar . aspx
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