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Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
184. 105. 139. 96 Lhited Sates 147.237.72. 217 e.idf.il B ock Np Al Net drop 1
192. 99. 63. 194 Canada 147.237.0. 16 ny- kosher-kravi .i df .il Bock Np Al Net drop 1
184. 105. 139. 68 Lhited Sates 147.237.77. 234 hal ag.i df .il B ock Np Al Net drop 1
184. 105. 139. 96 Lhited Sates 147.237. 77. 243 nobi | e.i df.il Block Np All Nt drop 1
74.82.47. 14 Lhited Sates 147.237.77.212 e.dover.idf.il Bl ock_Up Al _Nets drop 1
198. 20. 70. 114 Lhited Sates 147.237.77.121 e navy.idf.il B ock Np Al _Net drop 1
184. 105. 139. 80 Lhited Sates 147.237.0. 15 kosher -kravi .idf.il B ock Np Al Net drop 1
47.88. 103. 153 Canada 147.237.77.170 naar achot . i df.il bl ock-sp-traf 1 drop 1
184.105.139. 116 Lhited Sates 147.237.0. 16 ny- kosher-kravi .i df .il Bock Np Al Net drop 1
74.82. 47. 26 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il Bl ock Up Al _Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
47.88. 103. 153 Canada 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-trafl drop 1
184.105. 139. 116 Lhited Sates 147.237.72. 156 anan. i df.il B ock Np Al Net drop 1
176. 102. 202. 32 Lkr ai ne 147.237.77. 176 nat pash. i df .i| B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 5
69. 30. 215. 26 Lhited Sates 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Bl ock 2

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

176.13.22. 37 147. 237. 77. 233 |I srael atal.idf.il 4
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent
110. 77. 230. 216 |147.237.8.27 |Thailand e.madi matal .idf.i Er SCAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force

104.215.89.20 [147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 122. 144. 162 |147.237. 76. 199 |Ronani a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
195. 216. 176. 244|147. 237.76. 31 |Latvia nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.253.96.122 [147.237.77.176|i na nat pash. i df . i | ET SCAN NVAP -sS w ndow 4096 1
189. 202. 241. 84 |147.237.8.46 |Mexico e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
58.253.96.122 |147.237.77.176|China nat pash. i df .i ET SCAN NVAP -f -sS 1
189. 202. 241. 84 |147.237.8.46 |Mexico e.chinuch.idf.il |ET SCAN NVAP -f -sS 1
185. 72.179. 221 |147. 237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147.237.8.50 e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104.215.89.20 [147.237.77.233|Wited Sates [atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
93. 122. 144. 162 |147.237. 76. 199 |Ronani a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237. 76. 176 |Chi na test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93. 122. 144. 162 |147.237. 76. 199 |Ronani a e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
58.253.96. 122 |147.237.77.176|Chi na nat pash. i df .i ET SCAN NVAP -sS wi ndow 2048 1
189. 202. 241. 84 |147.237.8.46 |Mexi co e.chinuch.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
185.72.179. 221 |(147.237.77.19 lawforumidf.il |ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147.237.8.50 e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
185. 72.179. 221 |147.237.8.24 elifestyle.idf.il|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry [Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor  [119
194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber aert 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185. 130. 5. 193 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
107. 150. 24. 158 |Uhited Sates 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaming Engine: TGP Invalid i i sSi
109. 65. 242, 128 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dr opped.
176.13.22. 37 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor (8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
176. 13. 22. 37 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
213.57.57.169 |[Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 6
213.57.57.169 |lsrael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (6
85. 64. 22. 197 I srael 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> Tineout [reject 5
46.19. 86. 187 I srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 86. 187 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 86. 103 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 4
Russi an D Streamng Engi ne: TCP Inval i dinvalid segnent retransnission.
178. 154. 189. 201 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i sSi
79.177.112. 238 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
31.154. 148. 135 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
66.249. 64.203 |United Sates 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.206 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
31.154. 253. 217 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dr opped.
77.235.135. 234 |Lebanon 147. 237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreamng Engine: TCP Invalid i i ssi
2.54.168. 23 I srael 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
31.168.207.6  |lsrael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
37.26.146.196 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
Sreanming Engine: TCP Invalid i i SSi
131.253.25.233 |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .1 9 =g Invalid segnent retransmssion. g ., 2
Ret ransmi ssi on Packet dr opped.
188. 120. 148. 123l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber nonitor |2
o SYNtACK retransmt wth .
45.102. 139. 146 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vi ndow scal monitor |2
37.26.146.196 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 1
123.125.71.72 |China 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
216.218. 206. 112|lnited Sates 147.237.72. 167 |i shuri maka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
79.177.55.195 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 1
195.10.197.89 |Saudi Arabia 147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [alert 1
47.88.103.153 |Canada 147.237.77. 226 ":"l"’“ha”atz' aka. 1df 1oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 110|lhited Sates 147.237.0.33 |idf.il drop drop
45, 120. 188. 105 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Tineout |[reject
163. 44.164. 72 |Japan 147.237.0.33 lidf.il drop drop
5.144.131. 170 'F;xa :i'ﬁ?"c 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence Inval i d ACK nunber moni tor |1
99. 237. 151. 207 [Canada 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
Russi an s . Geo-1 ocati on i nbound
195. 62. 53. 168 r at i on 147.237. 77. 227 |e. hanaz. i df .i | Ceo- 1 ocati on enf or cenent onf or coment drop 1
74.82.47.22 Lhited Sates 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139.75 |[lLhited States 147.237.0.35 |akavs.idf.il drop drop 1
195.10.197.89 [Saudi Arabia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
62. 84.73. 242 Lebanon 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 139. 110|Wnited Sates 147.237.0.200 |mdu.idf. il Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
R SYNtACXK retransmt with .
45, 120. 188. 105 147. 237.77. 216 |dover.idf.il Bad TCP sequence different vi ndow scal e monitor |1
74.82.47.39 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.120.240.36 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni tor |1
184. 105. 139. 95 |lhited Sates 147.237.77. 234 |hal ag.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 88.198.88 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 147. 16 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 72
66. 249. 66. 25 Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66. 249. 66. 25 B ock 28
37.26.148.173 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 22
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df.i |l Distributed Unaut horized LRL Access on waw i df . il/894-he B ock
188. 120. 154. 180|1 sr ael 147.237.77.243|nobi l e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock
77.125.6.20  |israel 147.237.72. 166 |aka. i df . i | m”;kh:ri ! d?_eidl /'\f;jhn(;dsamif kunpr at i hi i m aspx Bock |2
217.132.2.53 | srael 147.237.77.74 |lawidf.il Mil ti pl e Unhaut horized URL Access from217.132.2.53 B ock 1
46.193. 65. 65 France 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39. 104 |uhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to waw tikshuv.idf.il/tenpl ates/ oprol es/ Bl ock 1
94.199. 151. 22 Ei“ir]tgegom 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwuidf.il/894-he B ock 1
69. 156. 25. 30 Canada 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
194. 158. 199. 28 |Bel arus 147.237.77.216|dover. i df .il Unaut hori zed URL Access to v idf.il/error.htm B ock 1
131.253.36.204 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm Bl ock 1
77.237.138. 202 gg;lhic 147.237. 77. 176 |nat pash. i df . i | Unaut hori zed LRL Access to / Bt ock 1
217.132.2.53 I srael 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
176. 9. 59. 182 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/ol d/wp-admn/ Bl ock 1
94.199. 151. 22 z";;gom 147. 237. 77. 216 |dover. i df . i | mﬂté‘f‘ﬁ'lffgmﬁ :Cs/ct‘fr;ﬂ ;:’ecom ol s/ genericf Bl ock 1
74.82.47.2 Lthited Sates [147.237.0.16 nlyl kosher-kravi . 1df | =\ 1orized (R Access to 147.237. 0. 16/ B ock 1
31.154. 253,217 | srael 147. 237.72. 166 |aka. i df . i | 'C)L'rigeij/ i?’;geeg’?fmg:ag:g;eéoibgcﬁi/ fm’j W kapat 2/ /1 es#012 Bl ock 1
199. 104.126. 60 |Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/ wp-adnin/ B ock 1
79.181.173.28 [Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 66. 133 |Wnited Sates |147.237.76.200|ei tan. aka.idf. il mu;htoarriéii EJ;_. iAIC/CteeS:plta(t)es/ it erap s t erap, a5 Bl ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.idf . il waw. i df . i1/ english/idf_in_pictures/ 2003/ novenber/ mmmmm=d507 |B ock 1
a9eenmmmmm d507a9ee
99. 237. 151. 207 [Canada 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
74.82.47.2 Lhited Sates [147.237.0.19 |madi matal .idf.il Unhaut hori zed URL Access to 147.237.0. 19/ B ock 1
31. 154, 253. 217 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from3L. 154. 253. 217 B ock 1
205.186.184.15 [lnited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua.atal.idf.il/bl og/ wo-admn/ Bl ock 1
148.251.21. 227 |Ger many 147.237.77. 216 |dover . i df . i | muitgfo.ri' szﬁeﬁw'ogf;asnsi Zta?i oy homef ront / Bl ock 1
81.218.241.25 |[Israel 147.237.77.216|dover.idf .l Mil tipl e Unhaut hori zed URL Access from 81.218. 241, 25 Bl ock 1
68.180.228.112 |lLhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df . il/kesher B ock 1
188. 40. 89. 95 Ger many 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/wp/ wp-admn/ B ock 1
104. 131. 147. 112|United Sates |147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wwu i df . i/ newsite/ hebrew nain. asp Bl ock 1
74.82.47.3 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
216.218.206.68 |lLhited Sates |147.237.72.167(i shurimaka.idf.il |Wauthorized URL Access to 147.237.72. 167/ B ock 1
157. 55. 39. 46 Uhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
68. 180. 230. 224 |Lnited Sates |147.237.76.31 |nakchal .idf. il mazztki;“l’%? .\fl(;lfjlt_::.?—nhgagzltﬁgi.gspx Bl ock 1
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