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Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
185.94.111. 1 147.237.76. 34 yohal an.idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 96 Lhited Sates 147.237. 8. 28 e.nobil e-ks.idf.il B ock Np Al Net dr op 1
164. 132. 54. 194 Italy 147.237.0. 15 kaosher-kravi .idf.il Bock Np Al Net drop 1
184. 105. 139. 112 Lhited Sates 147. 237.0. 19 madi matal .idf.il Block Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147.237. 8. 45 e.eitanidf.il B ock Np Al Net drop 1
59. 126. 151. 156 Tai wan 147.237.77.212 e.dover.idf.il Bl ock_UWp Al _Nets drop 1
216. 60. 132. 15 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_UWp Al _Nets drop 1
184. 105. 139. 100 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np Al Net dr op 1
184. 105. 139. 68 Lhited Sates 147.237.77. 179 e.nazi.idf.il Bock Np Al Net drop 1
184. 105. 139. 120 Lhited Sates 147.237.0. 35 akaws. i df.il Bock Np Al Net drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | B ock Np Al Net drop 1
74.82. 47. 54 Lhited Sates 147. 237. 72. 156 anan.idf.il Block Udp All Nets  [drop 1
184. 105. 139. 108 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il B ock Np Al _Net drop 1
184. 105. 139. 72 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il B ock Np Al Net dr op 1
184.105. 139. 124 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np Al Net drop 1
184. 105. 139. 92 Lhited Sates 147. 237. 0. 200 . i of i | Block Np All Net drop 1
89. 248. 173. 115 Net her | ands 147.237.77. 243 nobi | e.idf.il B ock_Udp Al Nets drop 1
184. 105. 139. 108 Lhited Sates 147.237.0. 34 ti kshuv. i df il Block Np Al Net drop 1
184. 105. 139. 76 Lhited Sates 147. 237.8. 27 e.nadimatal .idf.il Block Np Al Net drop 1
47.88. 103. 153 Canada 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 dr op 1




03-02-2016-05:04:06 to 03-02-2016-06:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address Devi ce Action |Count
151. 80. 31. 150 Italy 147. 237.76. 42 refuah.idf.il Cl000146: HTTP. AnrefBot craw er B ock 2
151. 80. 31. 151 Italy 147.237.76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 2
151. 80. 31. 153 Italy 147.237.76. 86 navy.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
151. 80. 31. 154 Italy 147. 237.76. 42 refuah.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
188.165.15. 209  [France 147.237.77.176  |natpash.idf.il |C1000146: HITP. AnrefBot craw er Bl ock 1
151. 80. 31. 152 Italy 147.237.76. 42 refuah.idf.il C1000146: HITP. AhrefBot craw er Bl ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the LR B ock 1
151. 80. 31. 152 Italy 147.237.76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
189. 254. 90. 133 |147.237.0.34 |Mexico tikshuv.idf.il ET SCAN NVAP -f -sS 1
113.76.90. 199 [147.237.76.30 |China hi nush. i df . i SER"x/ER’-APAO-E'Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
210.117.121. 60 |147. 237. 72. 167 g?rea, REPUDI I C i oy rimaka.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
98.119. 105. 221 |[147.237.76.31 |Wited Sates |[nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
210. 14. 157. 131 [147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
210. 14. 157. 131 |147.237.76.38 |China eenetav.idi.il [ET SCAN Potential SSH Scan 1
210. 14.157. 131 |147.237.0.200 [China mau.idf. il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237.77. 121 |thited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 254. 90. 133 [147.237.0.34 |Mexi co tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 72. 179. 221 |147.237.76. 42 refuah.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 [147.237.76.31 |Lhited Sates |nakchal .idf.il ET SCAN NMAP -sS wi ndow 3072 1
210.117.121. 60 |147. 237. 72. 167 ok‘f’rea REPUDI I C i oy yimaka.icf il [ET SCAN NVAP -sS wi ndow 1024 1
93.87. 16. 148 147. 237. 76. 148 gacenter.aka i of .i [ET SCAN Potential VNC Scan 5900- 5920 1
210. 14. 157. 131 [147. 237. 76. 201 |Chi na eata.idf.il ET SCAN Potential SSH Scan 1
210. 14.157. 131 |[147.237.76.31 [China nakchal . i df.il ET SCAN Potential SSH Scan 1
209. 126. 116. 147|147. 237. 77. 176 |Uhited Sates  |natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
209. 126. 116. 147|147.237.8.14 |thited Sates e orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
189. 254. 90. 133 |147.237.0.34 |Mexi co tikshuv.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nvali d ACK nunber noni tor |17
194. 218.27. 162 [Sweden 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber aert 58
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 30
61.90.66.221  |Thailand 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nvali d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
109. 67. 123. 237 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
66.102.6.143  |Uited Sates [147.237. 76. 200 [ei tan. aka i f i 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
172.58. 25. 6 Lhited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i sSi
176.13.12.237 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.133 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
109. 67. 124. 228 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.12.47  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
120.59.175.36 |India 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54. 180. 70 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |y ., 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i sSi
149. 78. 225. 137 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
85. 90. 246. 233 Ei"";gegom 147.237.72.14 |dover.idf.il (ol d) drop SAMirul e drop 1
141. 212. 122. 199|Ui ted Sates |147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.39 Lhited Sates |147.237. 77. 227 |e. hanaz.i f .1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
216. 218. 206. 123|Wni ted Sates [147.237.0.17 ;"I”I” kosher-kravi.id o\ at t ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 95 |Uhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
162. 196. 177. 252|Uited Sates |147.237. 77. 216 |dover. i df .l SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
94.199. 151. 22 E?';;gom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
198. 20. 69. 98 Lhited Sates |147.237.0.16 |ny-kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
178.79.130.52 | ted 147. 237. 76. 197 |e. hi mush. i df . i Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
Ki ngdom enf or cenent
141.212.122. 200|United Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.43 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216. 218. 206. 123|Wni ted Sates |147.237.77. 227 |e. haraz. i of . Geo- | ocati on enf or cenent Sﬁ?o'rggi'n?”  nbound drop 1
184. 105. 247. 200|Uhited Sates [147.237.77. 243 |nobile.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
171.16.0. 120 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 1
74.82.47.8 Lhited Sates |147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 98 Lhited Sates |147.237.0.16 |ny-kosher-kravi.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
183. 60. 149. 203 |ni na 147.237.0. 17 ;"I”I” kosher-kravi.id o\ at t ack SYN -> SYN-ACK -> Tineout  |reject 1
141.212. 122, 205|Uited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn I nbound drop 1
Lhited . .
85. 90. 244. 30 Ki ngdom 147.237.76. 34 |yohal an.idf.il drop SAMrul e drop 1
218.22.211.69 |China 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
47.88.103.153 |canada 147.237.0.19 [nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 228|Wnited Sates [147.237.8.27 |e.madimatal.idf.il  |Geo-1 ocation enf or cenent Sﬁ?o'rggi'n?”  nbound drop 1
74.82.47.8 Lhited Sates |147.237.76. 148 |gqcenter. aka. i df . il drop drop 1
184. 105. 139. 74 |Uited Sates |147.237.72. 166 |aka.idf. i SYN A tack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 206 |Uited Sates |147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggﬁ:nfn I nbound drop 1
85. 90. 244. 30 LK*i"rfgegom 147. 237. 76. 147 |chi nuch. aka. i df . drop SAMrul e drop 1
221.199. 217. 173|Austral i a 147. 237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
47.88.103.153 |canada 147. 237. 77. 212 |e. dover i f . Geo- | ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
74.82.47.38 Lhited Sates |147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 104|thi ted Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
184. 105. 139. 83 |Uited Sates |147.237.77.235|sviva idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Unaut hori zed URL Access from 66. 249. 66. 25 Bl ock 12
85. 65.183.235 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 85, 65. 183. 235 B ock 6
46.121.136. 195 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . i|/mai n/ sachar/ B ock 5
31.154. 94.83 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response Code B ock 3
109. 253. 140. 125|1 sr ael 147.237.0.19 |nadi matal . i df. i |Suspici ous Response Code B ock 3
176.9. 61. 55 Ger many 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ B ock 1
207. 46. 13. 22 Uhited Sates [147.237.77.216|dover.idf.il Distributed haut horized URL Access on Bl ock 1
ww i df . i | /894-en/ i df gdover . aspx
85. 65.183.235 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df.i|/mai n/ sachar/ B ock 1
46.120. 182. 240 |israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ct| 00Sct | 00Scphiai nScphSachar $ct1 55 in None 1
w aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
184.105. 139. 70 |Wnited Sates |[147.237.72.166|aka.idf .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
: . . . Unaut hori zed URL Access to
66.249.78.127 |Lhited Sates [147.237.0.34 |tikshuv.idf.il v £ kshuv. i df i |/ i nodul es/ f or ums/ f or um aspx B ock 1
184. 105. 247. 196|Uhited Sates |147.237.77.243|nobil e.idf.il Unaut hori zed URL Access to 147.237. 77. 243/ B ock 1
68.180.228.175 |lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9186- he/ r ef uah. aspx  |Bl ock 1
. . . . S Whtraceabl e Gonnection - Protocol violation
113.76.90.199 [China 147.237.76.30 |hinush.idf.il (SSL CONN LI ENT FELLO None 1
54.213.177.200 [hited Sates [147.237.77.19 [lawforumidf.il|lllega Byte Gde Character in Mthod B ock 1
184.168. 46.66 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal.idf.il/wp-adnin/ B ock 1
68.180.230.29 |United Sates |147.237.77.176|natpash. idf.j| |"ra™eer Type iolation Pagehumin Bl ock 1
v cogat . i df . i | /2113- he/ cogat . aspx
17.138. 56. 26 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
. - . Unaut hori zed URL Access to
157. 55. 39. 67 Lhited Sates [147.237.72.166|aka.idf.il aka. i df i1/ il ui mit enpl at es/ wa behazdaa, org. i | Bl ock 1
54.213.177.200 |Whited Sates [147.237.77.19 |lawforumidf.il [NLL Character in Mt hod B ock 1
185. 106. 104. 242 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to ww i df.il/nazi B ock 1
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