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|Top Attackers | n DDoS- Def ence |

Attacker Address
47.88.103. 153

|Attacker Country
Canada

Target Address

Signature

Device Action Count
147.237.76. 30 hi nush. i df . i | bl ock-sp-traf1 drop 1
71.6.216. 55 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ock Np Al Net drop 1
164. 132. 54. 194 Italy 147.237.76. 44 e.refuah.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature

41.227.250.92 |Tunisia 147.237.77.216 |dover.idf.il [19813: HITP. WrdPress Thene Ovi Orectory Traversal Ml nerability Bl ock 1
157.55.39.210 [thited Sates 147.237.0.34  |ti kshuv. i df . i|C1000138: HTTP. prefix 1.01 in the LRL Bl ock 1
41.227.250.92 |Tunisia 147.237.77.216 |dover.idf.il| |19863: HITP. WrdPress Revslider/ Showbiz PHP File Wl oad B ock 1
41.227.250.92 |Tunisia 147.237.77.216 |dover.idf.il |Cl000133: HTTP. (pisrael 2015 - key words and groups Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il |ClLO00071: HTTP: User Agent Sogou+web+spi der B ock 1
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il| |CL000074: HTTP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker
Gountry

Signature

158. 69. 206. 202 |147.237.77.216|lhited Sates  |dover.idf.il Tehila - Perl LW with fake user agent 7

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2

159. 122. 254. 212|147. 237. 76. 30 |Net her| ands hi nush. i df i | ET SCAN Potential SSH Scan 1

146. 185. 250. 105|147. 237. 76. 39 gj::;”ion nobi | e. nei tav. idf.il ET SCAN NVAP -sS wi ndow 1024 1

93. 87. 16. 148 147.237.8.50 e tikshuv.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

89. 163. 145. 155 [147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net

211.112.64.67 |147.237.0.16 |<O"8® RePUOIIC |0 1 cher-kravi.idf il . . y 1
of Gonnections, Potential Scan or Brute Force

195. 216. 176. 244|147. 237.77. 61 |Latvia e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1

189. 254. 90. 133 |147. 237. 77. 205 |Mexi co prisha.idf.il ET SCAN NVAP -sS w ndow 2048 1

177.240.22.86 (147.237.72.14 |Mexico dover.idf.il (ol d) ET SO Behavi oral Lhusual l'y fast inbound Tel net 1
T T o Gonnections, Potential Scan or Brute Force

146.185.250.2  |147.237.8. 46 g{j;:;‘im e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1

91.201. 236. 114 |[147.237.0.16 |lkraine ny-kosher-kravi.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1

82.117.208. 243 |147.237.0.19 nadi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1

i ET SCAN Behavi oral Uhusual |y fast inbound Tel net

211.112. 64.67 |147.237.76.30 [FO€ Repwblic | cn idh il ) . y 1
of Gonnections, Potential Scan or Brute Force

198. 20. 69. 98 147.237.77. 121 |Lnited Sates e.navy.idf.il ET DRCP Dshi el d B ock Li sted Source 1

189. 254. 90. 133 |147. 237. 77. 205 [Mexi co prishaidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

At acker

Devi ce

count ry ‘Target Addr ess ‘Ste ‘S|gnature Action ‘Count
194. 218. 27. 162 |Sneden 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 118
194, 218. 27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber alert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
Sreaning Engine: TQP Invalid i i SSi
98.229. 155. 200 |Whited Sates  [147. 237. 77. 216 |dover. i df . i1 9 =g Inval i d segnent retransmssi on. drop 14
Ret ransni ssi on Packet dropped.
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |matpash.idf .il |Bad TCP sequence i ndow scal e noni t or 6
Sreaning Engine: TGP Invalid i i sSi
66.249.78.146 |Lnited Sates  |147.237.72. 166 |aka i df . il 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
- R SYNWACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 5
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.if i1 [Bad TCP sequence SINHAK retransmt with different | oniior |4
w ndow scal e
192. 243. 55. 132 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert
192. 243. 55. 138 |Doni ni ca 147.237.77. 176 |mtpash.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or
L . . SYNPAXK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 176 |matpash.idf .il |Bad TCP sequence wi ndow scal e noni t or 4
192. 243. 55. 135 |Domi ni ca 147.237.77. 176 |matpash.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.if i1 [Bad TCP sequence SINHAK retransmt with different | oniior |4
w ndow scal e
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 4
102. 243. 55. 138 |Doni ni ca 147.237.77.176 |matpash.iof .i1 |Bad TOP sequence SINAK retransmt with different oo [
W ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |nat pash. i of .i1 |Bad TCP sequence SINAX retransmt with different oo |3
w ndow scal e
Sreaning Engine: TCP Invalid i i SSi
109. 67.59. 127 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber noni t or
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.if i1 [Bad TCP sequence SINHAK retransmt with different | oniior |3
w ndow scal e
192. 243. 55, 132 |Doni ni ca 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
' Sreamng Engine: TCP Invalid ' i ssi
130.193.51. 91 |RUssian 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval i d segrent retransmssi on. drop 3
Federation Ret r ansnm ssi on Packet dropped.
192. 243, 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SAK retransmt with different o 3
W ndow scal e
L . . SYNtAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence i ndow scal e noni t or 3
192. 243. 55. 131 |Comi ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINACK retransmt with different oo |2
W ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 2
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237. 77. 176 [mat pash.i df . i1 [dr op First packet isn't SN drop 2
192. 243. 55. 132 |Doni ni ca 147.237.77.176 |matpash.idf.i| |Bad TCP sequence noni t or 2
192. 243. 55. 137 |Doni ni ca 147.237.77. 176 |matpash.i df . i1 |[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invali d ACK nunber noni t or 2
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYNACK -> Ti meout rej ect 2
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 2
192. 243. 55. 130 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 216 |dover.if i1 [Bad TCP sequence SINHAK retransmt with different | oniior |2
w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 2
192. 243. 55. 134 |Dom ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237.77.176 |matpash.idf.i1 |Bad TCP sequence Inval i d ACK nunber alert 2
192. 243. 55. 135 |Doni ni ca 147.237.77. 176 |t pash.i df .il |[dr op First packet isn't SYN drop 2
192. 243. 55. 132 |Doni ni ca 147.237.77. 176 |matpash.idf .il |Bad TCP sequence Inval i d ACK nunber alert 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
- R SYNWACK retransmt wth different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il drop First packet isn't SN drop 2
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 25 LUhited Sates |147.237.77.216|dover.idf.il Mil tipl e Whaut horized URL Access from 66. 249. 66. 25 B ock 13
158. 69. 206. 202 |lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhauthorized URL Access from 158. 69. 206. 202 B ock 7
66.249.78.146 |lnited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 78. 146 B ock 6
66. 249. 66. 25 LUhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwuidf.il/error.htm B ock 4
2.54.148. 237 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wan i df.il/894-he B ock 3
41.227.250.92 |Tunisia 147.237.77. 216 |dover. i df . i | PHP At enpt Bl ock 3
41.227.250.92 |Tunisia 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 41. 227. 250. 92 B ock 2
192. 243. 55. 129 [Doni ni ca 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw idf.il/anan B ock 1
68.180.230.29 |Lhited Sates [147.237.77.176|matpash.idf.il [Paraneter Type Vol ation PageNumin www cogat . i df.il/1043-ar/ cogat . aspx [B ock 1
194. 72. 238. 241 z‘;;gom 147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to / B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df. il /shared/ usercontrol s/ headerupper |Bl ock 1
79.181.144.54 | srael 147.237.72. 166 |aka. i df . i | Unknown Pararet er ct| 00Sct | 00Scphi n$cphSachar $ct! 75 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
41.227.250.92 |Tunisia 147.237.77. 216 |dover.idf . il Adnin Bl ocki ng B ock 1
R . . URL is Above Root Drectory
197.231.221. 211|Liberia 147.237.77. 216 |dover . i df .il Wi o i1/ ./ shared/cli entscri pts/j query/j query-1 4.2.min. | s B ock 1
Unaut hori zed URL Access to
192. 243.55. 134 |Doni ni ca 147.237.77.74 [lawidf.il v | aw i df il /tenpl at es/ getfil e/ getfil e. aspx?fil enane=xhl | yt axl t anns5kb2 |Bl ock 1
m=& nf ocent eri t en¥t rue
95.119.236.86 |Ger many 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df.il/hebrew an B ock 1
180. 214. 232. 29 |l ndonesi a 147.237.77.216|dover. i df . i | Mil tiple Untraceabl e SSL Sessions from 180. 214. 232.29 (Qpen Mode) None 1
66.249.66.39  [Lhited Sates |147.237.77.74 |lawidf.il llegal Paraneter Encoding searchiext in None 1
wan | aw i df . i 1/275- he/ pat zar . aspx
- . . Unaut hori zed URL Access to
192.243. 55. 135 |Doni ni ca 147.237.77. 176 nat pash. idf.il wwn cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
141.8.132. 78 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wwwi df . il /1294-en/ v i df . i1/ english B ock 1
180. 214. 232. 29 |l ndonesi a 147.237.77.216|dover . i df .i | SSL Untraceabl e Gonnection - Q(pen Mde None 1
1.4.175. 242 Thai | and 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
Unaut hori zed URL Access to
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il vy | aw i df.il/tenpl ates/getfilelgetfile. aspx?fil enane=xgf 5b3nol wvy3ncd |B ock 1
ghpa2f cdhphdm t xdewodcuzg9j & nf ocent eri t en¥t r ue
148. 251. 21. 227 |Ger many 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 148. 251. 21. 227 B ock 1
41.227.250.92 |Tunisia 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to ww i df . il/wp-adm n/ adm n-post . php Bl ock 1
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