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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 2
164. 132. 54. 194 Italy 147.237.76. 148 ggcenter.aka. i df.il B ock Np Al Net dr op 1
164. 132. 54. 194 Italy 147.237.77.179 e nazi.idf.il Bock Np All Net drop 1
47.88. 103. 153 Canada 147.237.77.19 lawforumidf.il bl ock-sp-traf 1 drop 1
188. 42. 218. 163 Luxenmbour g 147.237.76. 34 yohal an.idf.il Bl ock_ Udp Al _Nets drop 1




03-02-2016-03:04:01 to 03-02-2016-04:04:01

|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site |Sgna1ure

106. 38. 241. 107 |Chi na 147.237.77. 216 |dover. i df . i | |CL000071: HTTP. User Agent Sogou+web+spi der B ock 5
157.55.2.154 |thited Sates 147.237.0.34 |tikshuv. i df . |C1000138: HITP. prefix 1.01 in the UR B ock 1
185. 80. 220. 24 147.237.76.86 |[navy.idf.il| [16798: HTTP. QW Bash HITP Header Remote Code Execution Wul nerability [Bl ock 1
185. 80. 220. 24 147.237.77. 216 |dover. i df . i | [16798: HITP. QW Bash HITP Header Renote Code Execution Wul nerability |B ock 1
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover.i df . i | |CLO00071: HTTP: User Agent Sogou+web+spi der B ock 1
199.58.86.206 |Lhited Sates 147.237.77. 216 |dover . i df . i | |C1000074: HTTP. naj estic bot B ock 1




03-02-2016-03:04:01 to 03-02-2016-04:04:01

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147. 237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
158. 69. 206. 202 [147. 237. 77. 216 |Lhited Sates dover.idf.il  |Tehila - Perl LWP with fake user agent 3
109. 6. 155. 232 |147 237 76.30 |1 srael s il ET DO5 Large amount of TGP ZeroWndow - Possibl e Nkiller2 DDos 5
attack
185.130. 5. 159 |147.237.76.176 test.ncore.idf.iflET SCAN NVAP -sS wi ndow 1024 1
104. 44. 133. 108 |147. 237. 76. 202 [Lhited S ates ehalag.idf.il |ET SCAN NVAP -f -sS 1
62.210.25.81 |147.237.0.35 |France akaws. i df .i | ET SCAN NMAP -sS wi ndow 3072 1
38.105. 146. 70 [147.237.76.44 |Lhited Sates e.refuah.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
38.105. 146. 70 [147.237.76.44 |Lhited Sates erefuah.idf.il |ET SCAN NVAP -f -sS 1
104. 44. 133. 108 [147. 237. 76. 202 |Uhited Sates ehalag.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
89.255.21.58  |147.237. 77. 233 |Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |147.237. 76. 202 |Chi na ehalag.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
38.105. 146. 70 |147.237.76.44 |lhited Sates e.refuah.idf.il [ET SCAN NVAP -sS wi ndow 2048 1




03-02-2016-03:04:01 to 03-02-2016-04:04:01

|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address |Ste Signature Action ‘Count
194, 218. 27. 162 |Sweden 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 119
194. 218. 27. 162 [Sweden 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber aert 59
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
66.249.78.146 |Wnited Sates  |147.237.72. 166 |aka.idf.il 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.190 |[Uhited Sates |147.237.72. 166 |aka idf. il 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 131 |Donmi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 6
Lo s SYNHAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 176 |nat pash. i of . i | Bad TCP sequence . noni t or 6
w ndow scal e
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
- . . SYNHAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 5
192. 243. 55, 131 |Doni ni ca 147.237.77.176 |matpash. i df.il  [Bad TCP sequence SINHAK retransmt with different | o oo g
W ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 5
. Do SYNHAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal noni t or 4
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d ACGK nunber noni t or
192. 243. 55. 138 |Domi ni ca 147.237.77. 170 |marachot.idf.il [Bad TCP sequence SINHAK retransmt with different 1oy ior g
W ndow scal e
- . . SYNHAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |naarachot.idf.il |Bad TCP sequence Vi ndow scal e noni t or 4
192. 243. 55. 137 |Domi ni ca 147. 237. 77. 216 |dover i df i Bad TCP sequence SINHAK retransmt with different 1oy ior g
W ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |natpash. i df il [Bad TCP sequence SNeA retransmt wih different |, |3
W ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINACK retransmt with different Jooior |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.59. 186 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 129 |Domi ni ca 147.237.77. 176 |matpash.idf il [Bad TCP sequence SINAXK retransmt wih different | oivor |3
w ndow scal e
. Do SYNHAXK retransmit with different .
192. 243. 55. 132 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal noni t or 3
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence SINAK retransmt with different oo ior |3
w ndow scal e
i Sreamng Engine: TCP Invalid i i ssi
93. 158. 152, 49 |SSIan 147. 237. 76. 147 |chi nuch. aka. i df . | 9 =9 Inval i d segnent retransmssi on. drop 3
Federation Ret r ansni ssi on Packet dr opped.
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence SINAK retransmt with different Jooior |3
w ndow scal e
Russi an o Sreamng Engine: TQP Invalid Invalid segnent retransnission.
130.193.51.69 |- o i 147. 237. 72. 166 |aka.i df .i | Ret r ansmi Ssi on Packet dr opped. drop 3
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SINAK retransmt with different Jooior |3
w ndow scal e
192. 243. 55. 131 |Domi ni ca 147.237.77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert
i Sreaning Engine: TGP Invalid ' i ssi
93.158. 152,83 | 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segrent retransmssi on. dr op 3
Federation Ret r ansni ssi on Packet dropped.
192. 243. 55. 131 |Domi ni ca 147.237.77. 170 |marachot.idf il [Bad TCP sequence SINHAK retransmt with different oo |3
W ndow scal e
62.210.25.81 |France 147.237.0.35  |[akavs.idf.il drop drop
192. 243. 55. 131 |Domi ni ca 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
192. 243. 55. 136 |Doni ni ca 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert
- . . SYNHAK retransmit with different .
192. 243. 55. 130 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 170 |nmarachot .idf .il [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
91.200. 12. 7 Wkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 2
192. 243. 55. 131 |Dom ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 2
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
192. 243. 55. 136 |Doni ni ca 147.237.77. 170 |naarachot.idf.i| |Bad TCP sequence Invalid ACK nunber noni t or 2
192. 243. 55. 130 |Doni ni ca 147.237.77. 170 |naarachot.idf.il |Bad TCP sequence Invali d ACK nunber noni t or 2
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 2
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 2
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 2
192. 243. 55. 132 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 2
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 2
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover . i df i | Bad TCP sequence noni t or 2




03-02-2016-03:04:01 to 03-02-2016-04:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
66.249.78.146 |Wited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 146 B ock 8
66.87.124.191 |[hited Sates [147.237.77.216|dover.idf.i | Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 6
66. 249. 66. 25 Uhited Sates [147.237.77. 216 |dover.idf . il Ml tipl e Unaut horized URL Access from 66.249. 66. 25 Bl ock 5
5.29. 243. 65 | srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
158. 69. 206. 202 |lhited Sates [147.237. 77.216|dover.idf . il Ml tiple Uhauthorized URL Access from 158. 69. 206. 202 B ock 2
] . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
66.249.64.190 |Wited Sates |147.237.72.166|aka.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 64. 190 Bl ock
73.22.155. 10 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to vww i df.il/newsitel english/ Bl ock
66. 249. 66. 25 Lhited Sates [147.237.77. 216 |dover.idf .il D stributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock
94.199. 151. 22 E?';gegom 147.237.77. 216 |dover. i df .i | Ml tipl e Unauthorized URL Access from 94.199. 151. 22 Bl ock 2
. . - Unaut hori zed URL Access to
5. 29. 243. 65 | srael 147.237.77. 243|mobi | €. i df . i ] nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
; . . Unhaut hori zed URL Access to
66.249.78.4 Uited Sates (147.237.77. 233 atal . i df . i | 147. 237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
219.74.36.175 |9 ngapore 147.237.77. 216 |dover.idf .i | Dstributed Waut horized URL Access on waw i df.il/error.htm Bl ock 1
125. 209. 235. 168 g;ﬁaic o [147-237.72.166aka i df i Unaut hor i zed URL Access to 147. 237. 72. 166/ r obot s. t xt B ock 1
68.180.228.112 |nited Sates [147.237.77. 216 |dover.idf .i | Paraneter Type Miol ation PageNumin v i df . il/1115-ar/ dover . aspx Bl ock 1
’ . . Unaut hori zed URL Access to
158.69. 206. 202 |Wnited Sates [147.237.77. 216 |dover . i df .i | i df i1/ 1153- 16426- en/ dover . aspx&anp Bl ock 1
66. 249. 78. 18 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 927-he/ atal . aspx B ock 1
125. 209. 235. 177 gﬁaic o [147-287.72.166|aka.idf i Unaut hori zed URL Access to 147. 237.72. 166/ B ock 1
; . . Unhaut hori zed URL Access to
68.180.228.112 |Uhited Sates |147.237.77. 216 |dover . i df . i1 www i df . i |/ engl i sh/ announcenent s/ 2000/ oct ober/ 8. st m Bl ock !
Unaut hori zed URL Access to
192. 243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il ww | aw i df . i |/ tenpl ates/ getfil el getfil e aspx?fi | enane=xgf 5b3nol wvy3n |B ock 1
cdghpa2f cdhphdm t xdewnt guzg9j & nf ocent eri t en¥t r ue
94.199. 151. 22 zlnt:gom 147.237.77. 216 |dover . i df .i | Dstributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
66. 249. 78. 79 Wited Sates |147. 237.77. 233 lat al i df .i | Unaut hori zed URL Access to wwwn atal .idf.il/1316-he/ Nl NADIDLN N B ock 1
aspx. NP'UoAD
_ ny- kosher -kravi .id _ o
157. 55. 39. 40 Lhited Sates |147.237.0. 16 £l Uhaut hori zed URL Access to ww ny- kosher-kravi.idf.il/ B ock 1
’ - - Unhaut hori zed URL Access to
68.180.228. 175 |lhited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8873- he/ r ef uah. aspx Bl ock 1
- . . Unaut hori zed URL Access to
192.243.55. 131 |Doni ni ca 147.237.77. 176 |nat paSh' idf.il ww cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube Bl ock !
157. 55. 39. 58 Lhited Sates |147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 157. 55. 39. 58 B ock 1
] . . . Unaut hori zed URL Access to
68.180.229.31 |United Sates |147.237. 76. 147 |chi nuch. aka. i df . i | wan chi nuch. aka. i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 66. 37 Lhited Sates |147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover.i df .i | Uhaut hori zed LRL Access to wwuidf.il/englisch Bl ock 1
Lhi ted . . Unaut hori zed URL Access to
94.100.151.22 |\ g0 |147-287.77.216 dover.idf.il v i df i 1/ 1133- 21744- ar /| df gdover . aspx Bl ock 1
] . . Unknown Paranet er pageNumin
66.249.78.146 |Wnited Sates [147.237.72. 166 |aka. i df . il v aka, i df . i 1/1 o i f or urd asp/ showf or um asp None 1
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