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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
122.236.118. 216 Chi na 147.237.77.176 nat pash. i df . i | JLM Under At tack_Con_Tcp drop 2
47.88. 103. 153 Canada 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
182. 207. 134. 232 Chi na 147.237.76. 176 test.ncore.idf.il |Bock Udp All Nets drop 1
47.88. 103. 153 Canada 147.237.77.176 nat pash. i df .i| bl ock-sp-trafl drop 1
47.88. 103. 153 Canada 147.237.77. 235 svivaidf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 107 Chi na 147.237.77.216  |dover.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 10 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HTTP.  AnrefBot craw er B ock 1
51. 255. 65. 20 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
157. 55. 39. 210 Lhited Sates 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 1
51. 255. 65. 51 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HTTP. AnrefBot craw er B ock 1
207. 46. 13. 96 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
51. 255. 65. 91 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
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195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249. 78.158 |147.237.72.166 |Lhited Sates |aka.idf.il SERVER APAO_E Apac'he mod_ssl - non- S8 connection to SS. 2
port denial of service attenpt
36.37.226.117 |147.237.76.39 [Canbodi a nobi | e. nei tav. i df il ET SCAN NMAP -sS wi ndow 4096 1
209. 126. 116. 147|147. 237. 76. 197 [Lited Sates |e. himush.idf.il ET SCAN NVAP -sS w ndow 1024 1
159. 122. 254, 212|147. 237.8.14 |Netherlands  |e.orchot.idf.il ET SCAN Potential SSH Scan 1
118. 165. 65. 161 |147. 237. 76. 177 |Tai van ncore.idf.il ET SCAN Potential SSH Scan 1
82 197 122 114 |147 237 0.17 |France m ny- kosher -kravi i df.i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.210. 69. 71 147.237. 72. 217 |France eidf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
60. 18. 162. 244  [147.237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
209. 126. 116. 147|147.237.77.74 |Wited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
118. 165. 65. 161 [147. 237. 76. 199 |Tai wan e. nakchal .idf .il ET SCAN Potential SSH Scan 1
118. 165. 65. 161 |147. 237. 76. 176 |Tai wan test.ncore.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 64 |147.237.8.50 |China e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
60. 18. 162. 244  |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
60. 18. 162. 244  [147.237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN NVAP -f -sS 1




03-02-2016-01:12:34 to 03-02-2016-02:12:34

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194, 218.27. 162 |Sweden 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor  [120
194. 218.27. 162 [Sweden 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 60
Sreaming Engine: TGP Invalid i i ssi
108. 53. 49. 9 Lhited Sates |147.237.77. 216 |dover.idf.il 9 =g Invalid segnent retransmssion. |, 44
Ret r ansmi ssi on Packet dropped.
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 24
Sreamng Engine: TCP Invalid i i ssi
109. 65. 215. 23 [Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
79.183.117.85 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.177  |Israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.50. 103 I'srael 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249. 78. 146  |Whited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
171.7.205.82  |Thailand 147.237.77.74 |lawidi. il Header Rejection ?ggﬁitrej ection pattern found in | onivor  a
171.7.205.82  |Thailand 147. 237. 77. 176 |at pash. i df . | Header Rejection 'fgfﬁitre' ection pattern found in | ovor s
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 4
171.7.205.82  [Thailand 147.237.77. 216 |dover. i df .i Header Rejection :':"lﬁ;re’ ection pattern found in | oivor s
Sreaning Engine: TQP Invalid i i ssi
79.181.96. 112 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
2.54.18.191  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
188. 120. 148. 139|i srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y 3
Ret r ansmi ssi on Packet dr opped.
202.62.121.67 |Aji 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaming Engine: TGP Invalid i i ssi
2.52.54.172 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
176.13. 9. 32 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
202.62.121. 67  |Hji 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
202.62.121.67 |Aji 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.135.174  [Israel 147.237.77. 226 |} " chamatz.aka.1df |gaq TOP sequence Inval i d ACK nunber moni tor |2
37.26.147.207 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert
37.26.147.207 |Israel 147.237.72. 166 |aka i of .i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i ssi
40.77.167.42  |Wwited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
149.78.75.216 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
47.88.103.153 |canada 147.237.76. 201 |e. atal .i cf . Geo- | ocati on enf or cenment Geo-locati on i nbound drop 1
enf or cenent
209. 126. 116. 147|Wnited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.26.147.207 |Israel 147.237.72. 166 |aka i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or
178.79. 130. 52 LKTI;;gom 147.237.72. 166 |aka. i df . drop SAMrule drop 1
2.52.20.102 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122. 199|United Sates |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 214. 27 |Israel 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber alert 1
47.88.103.153 [Canada 147.237.77. 176 |nat pash. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209. 126. 116. 147|Wited Sates |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenment Geo-locati on i nbound drop 1
enf or cenent
37.142.64.68 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert
141.212.122. 200|Whited Sates |147.237.76.38 |e.e.neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
85. 90. 246. 233 Ei"";gegom 147.237.0.19  |nadimatal .idf.il drop SAMrule drop 1
47.88.103.153 [Canada 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 214. 27 |Israel 147.237. 77. 170 |naar achot . i of . i | Bad TCP sequence Invalid AGK nunber noni t or 1
47.88.103.153 |canada 147.237.77. 235 |sviva.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.142.64.68 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 206|Uhited Sates |147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
87.69.175.219 [Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
47.88.103.153 |Canada 147. 237. 76. 198 |e. yohal an. i f . | Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1
enf or cenent
202.62.121.67 |Aji 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212. 122. 193|Wnited Sates [147.237.0. 16 Fy'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.182.113 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 207 |United Sates |147.237.8.45 |e.eitanidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
47.88.103.153 |Canada 147. 237. 76. 199 |e. nakchal . i df . Geo- | ocati on enf or cenment Geo-I ocati on i nbound drop 1

enf or cenent
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176.13.6.141  |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 38
66.249.66.25 |lLhited Sates |147.237.77.216|dover.idf .il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 14
195. 184. 208. 4 |Wkrai ne 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock

195. 184. 208. 4 |Wkrai ne 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 195. 184. 208. 4 Bl ock

94.199. 151. 22 z"rfgegom 147.237.77.216|dover.idf .i | Mil tipl e Unaut horized LRL Access from 94.199. 151. 22 B ock 2
66.249.78.158 |Lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: Protocol violation (SSL_CONN QLI ENT_HALLQ None 2
195. 184. 208. 4 |krai ne 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/main/giyus/index. php B ock

93. 158. 152. 52 233:3 on 147. 237.77. 216 |dover . i df . i | Dstributed Uhaut hori zed LRL Access on wanidf.il/error. htm B ock 1
46.19.85.177 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
141.8.132. 78 :Z; ;ni o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to wiw i df . i1/ 1133-23092- he/ dover . aspx B ock 1
66.249.78.146 |Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 66. 249. 78. 146 Bl ock

213.57. 218. 230 [l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/mai n/ sachar/i nmages/tof es106 |B ock
52.25.116.236 |[Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/nazi'a=0 B ock 1

’ . . Unaut hori zed URL Access to
66.249.78.146 |Wnited Sates |147.237.72.166|aka.idf.i | vowv aka. i o i |/si p storage/files/ /4574 . pdf . accessed B ock 1
. . - Unaut hori zed URL Access to
104.236. 244. 32 147.237.0.34  [tikshuv.idf.il tikshuv.idf.il/894-he/tikshuv. aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
109. 67. 236. 158 || srael 147.237.72. 166 |aka. i df . i | Unknown Parameter __VI EWBTATEENCRYPTED i n None 1
waw aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx

66.249.66.39 |lLhited Sates [147.237.77.74 |lawidf.il Illegal Paraneter Encodi ng searchText in wan |awidf.il/275-hel pat zar. aspx [None
66.249.83.158 |[Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock

141. 8. 132. 53 Russi an 147.237.77.233|atal i df il Uhaut hori zed URL Access to waw atal . i dfv. i1/1498-he/ atal . aspx 06 aTOM X B ock 1

Feder ati on € B CBOMX VICC/IEI0BAHMAX FOBOPUT GpUrafHbIli reHepas payTio
66.249.78.93 |Wited Sates |147.237.77.233|atal .idf.il :;2;“ f:%,bzed LR Access to ww atal . idf.il/927-he/ DAbNI MADMDON PN B ock 1
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