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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
82.145. 217. 3 Eur ope 147.237.77.176 nat pash. i df . i | B ock_Ip V¢b_In drop 4
10. 8. 0. 38 147.237.0.15 kosher - kravi .i df il bl ock-sp-traf 1 forward 2
93.174. 93. 218 Net her | ands 147.237.0. 15 kaosher-kravi .idf.il bl ock-sp-traf 1 drop 2
47.88. 103. 153 Canada 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
52.53.222.9 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al Net drop 1
119. 131. 147. 214 Chi na 147.237.77. 227 e. hanaz.idf.il B ock Wp Al _Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Signa1 ure Devi ce Action |Oount
31.154. 94. 62 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 7
79.183. 16. 245 I srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the URL Bl ock 6
106. 38. 241. 107 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 4
51. 254, 121. 186 Lhited Ki ngdom 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
51. 255. 65. 88 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 36 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 58 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61. 240. 144. 66 147. 237. 76. 148 Chi na ggcenter. aka. i df . il ET SCAN NVAP -sS w ndow 1024 1
61. 240. 144. 64 147.237.77. 74 Chi na lawidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
208.52. 144. 78 147.237.0.17 Lhited Sates mny- kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147. 237. 76. 202 Canada e halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
93. 87. 16. 148 147.237.77. 235 sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 240. 144. 64 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 1024 1
61. 240. 144. 64 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 64 147. 237.76. 30 Chi na hi nush. i df i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.19 Chi na I awforumidf.il ET SCAN Potential SSH Scan 1
5.28. 145, 37 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
104. 128. 144. 131 147. 237.76. 202 Canada e halag.idf.il ET SCAN NVAP -f -sS 1




03-02-2016-00:04:05 to 03-02-2016-01:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 120
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACGK nunber aert 60
107.167.112.31 |Wited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 46
89. 206. 52. 99 Pol and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 36
Sreanmng Engine: TCP Invalid i i ssi
46.19. 86. 4 I'srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
84.94.84.224 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
37.26.146.175 | srael 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.10. 163 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. | 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 5
79. 180. 61. 36 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
109. 65. 137. 192 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 91 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 5
5.102.254.106 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 91 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 5
46. 19. 85. 91 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5
31. 210. 186. 248 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
176. 126. 237. 217 |Romani a 147.237.77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
Sreaming Engine: TGP Invalid i i ssi
149.78.81.30  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransnssion. drop 4
Ret r ansni ssi on Packet dropped.
i reamn ine: TCP Invali i i ssi
82.34.218. 220 |Wted 147.237.77. 243 |nobi l e.i df .| Srea g Engi ne @ Invalid finvalid segnent retransnission drop 4
Ki ngdom Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
93.173.45.236 |Israel 147.237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransnssion. drop 4
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.136.221  |Israel 147.237.72. 166 |aka i df .| Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.0.93 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransnssion. drop 3
Ret r ansni ssi on Packet dropped.
37.46. 41. 105 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TGP Invalid i i ssi
79.177.62.79  |israel 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
2.52.21.93 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
176.13.1.235  |Israel 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
2.54.173. 74 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 196. 207 I sr ael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
185.13.192. 134 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
2.52.186.246  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
77.126.27.156 | srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
79.182.183. 123 | srael 147. 237.72. 166 |aka i f .1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109. 253. 222. 157|i srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 149. 159 |Israel 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
37.26.148.234 | srael 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TGP Invalid i i ssi
109. 253. 146. 1331 srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
37.46.38.211 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
217. 194. 198. 104|i srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
93.174.93.218 |[Netherlands [147.237.0.15 [kosher-kravi.idf.il|Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
5.102.195.133 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
5.29.77.198 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d ACGK nunber noni t or 2
212. 101. 249. 140|Lebanon 147.237.77. 216 |dover.idf .i Bad TCP sequence Inval id ACK nunber alert 2
5.102. 195. 65 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 253. 146. 133l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 2
85. 64. 28. 115 I srael 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
212. 101. 249. 140|Lebanon 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or 2
5.29.5.254 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
185.32.179. 119 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 2
84.228.207.57 |lIsrael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.10. 163 | srael 147.237.0.19 |nadimatal .idf.i| |[Ostributed Suspicious Response Code B ock 3
93.174.93.218 [Netherl ands 147.237.0.15 |kosher-kravi.idf.i[Miltiple NLL Character in Method from 93.174. 93. 218 B ock 3
195. 154. 173. 103|France 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nazi B ock 3
66. 249. 66. 25 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 66. 25 B ock 3
46.19.86. 4 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Qode B ock 3
109. 253. 128. 168]I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code Bl ock 2
2.54.10. 163 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
37.26.148.229 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
149. 78. 81. 30 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 2
93.174.93.218 |Netherl ands 147.237.0.15 |kosher-kravi .idf.i[Mitiple Illegal Byte Gode Character in Mthod from93.174.93.218  |B ock 2
87.71.85.83 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
46. 19. 86. 87 I srael 147.237.72. 166 |aka. i df . i | f’g‘stj_" gﬁﬂ?;ﬁ{'ﬁ!f& Protocol violation None 1
194. 72. 238. 241 Ei“ir]tgegom 147.237.77.216|dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/xyzzy B ock 1
66. 249. 66. 76 Uited Sates [147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 66.249. 66. 76 Bl ock 1
109. 253. 140. 90 |l srael 147.237.72. 166 |aka. i df . i | \;Trwa;t;elr f??ﬁ"%@?;'ﬁ;q%efi;m (asp None 1
87.71.85.83 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 87. 71. 85. 83 Bl ock 1
46.19. 86. 87 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.174.93.218 |Nether| ands 147.237.0.15 |kosher-kravi . idf.i[NALL Character in Mthod Bl ock 1
66.249.78.79  |wited Sates |147.237.77.233|atal .idf.il ;Q‘Sit r;%éif.’mm Access to wiw atal .idf.i1/1131-hel | bIDON X o 1
5.29.77.198 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw idf.il/https:/wwnidf.il/ B ock 1
131.253. 25. 246 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
87.71.85.83 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i1/ aj ax/ updat est at us. php Bl ock 1
52.90.163.116 |Uhited Sates |147.237.77. 216 |dover. i df .i | multgfo rii Izler?ev?; e’jcecnjfsth? docunent s, asp Bl ock 1
199. 16. 156. 126 |Lhited Sates |147.237.77.216|dover. i df .i| m”itgfo_ri'lzli? pL_‘zt‘of‘;;gSfi Itgs/ 5/ i 26220x0) 17265 pg Bl ock 1
94.199. 151. 22 E?i;;gom 147.237.77. 216 |dover.idf .i | Mil tipl e Unhaut hori zed URL Access from 94, 199. 151, 22 B ock 1
84.108.237.80 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t rz'?,g”t?;’dZﬁfftnggg;ziaﬁlﬁﬁi 1‘_’; . Bl ock 1
93.174.93.218 |Netherl ands 147.237.0.15 |kosher-kravi.idf.i|lllega Byte Qode Character in Mthod B ock 1
98.207.154.219 |[Lhited Sates [147.237.77.216|dover.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
87.70.54.200 | srael 147.237.77. 234 |hal ag. i df . i | ﬁ?f’tzgg_r;;_eggz?‘mpgg;fh;oe /bl et 1. gi Bl ock 1
157.55.39.183 |Uhited Sates |147.237.72.166|aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 66. 25 Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/print_text.asp Bl ock 1
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