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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count |
141. 255. 149. 126 Net her | ands 147.237.77.216 dover.idf.il DOS- HTTP- t or shanmer dest - r eset 256

82. 145. 209. 76 Eur ope 147.237.77.216 dover.idf.il ock | p_ Wb In dr op 22
79.177. 6. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
37.142.134.111 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

111. 203. 223. 45 Chi na 147.237.77.170 naar achot . i df. il L4 Source or Dest Port Zero drop 2
71.6.135.131 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1

159. 122. 252. 41 Net her | ands 147.237.0. 16 ny- kosher-kravi .i df.i | B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1ure Devi ce Action |Oount
109. 64. 5. 184 I srael 147.237.0. 34 ti kshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 8
106. 38. 241. 107 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
2.54.58. 45 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
65. 35. 33. 120 Lhited Sates 147.237.77.216 |dover.idf.il [Cl000008: HTTP. Xenu User Agent B ock 1
51. 255. 65. 3 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 14 Lhited Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
51. 255. 65. 65 Uhi ted Ki ngdom 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er Bl ock 1
51. 255. 65. 84 United Ki ngdom 147.237.77.233 atal .idf.il C1000146: HITP. AnrefBot craw er B ock 1
188. 165. 15. 95 France 147.237.77.233 |atal.idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 9
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.240. 144. 67 [147.237.0.35 [China akavs. i df il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 66 |147.237.8.46 |China e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.56.98.150 |147. 237.76.196 e.svivaidf.il ET SCAN Potential SSH Scan 1
24.73.138.186 |147.237.76.202|thited Sates |e.halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
117.18.73.182 [147.237.76. 200 |Hong Kong eitan. aka. idf.il ET SCAN Potential SSH Scan 1
89. 163. 145. 155 [147. 237. 77. 61 |[Ger many e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
61. 240. 144. 67 |147.237.77.234|hina hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240. 144. 66 [147.237. 76. 201 [Chi na eatal.idf.il ET SCAN Behavi or al Unusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
61.240. 144. 64 |147.237.77.226 |Chi na ww chanat z. aka. i df . i | |ET SCAN Potential SSH Scan 1
24.73.138.186 [147.237.76.202|lhited Sates |e.halag.idf.il ET SCAN NVAP -f -sS 1
218.246.0.97 [147.237.0.200 [China mu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
180. 218. 12. 205 |147. 237, 76.30 |Tai van i rush. i il ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 74. 39. 155 |147.237.76. 44 |[Chi na e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 163. 145. 155 [147. 237. 77. 61 |Ger many e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

194, 218.27. 162 |Sweden 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 120

194. 218.27. 162 [Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 60
Sreaning Engine: TGP Invalid i i sSi

46.19. 85. 93 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 30
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

95.35.60.196 | srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dr opped.

5.28. 145. 37 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or 16

5.28. 145. 37 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber aert 16

38.93.232.120 [Uhited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
Sreaning Engine: TQP Invalid i i sSi

109. 253. 210. 163|l srael 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segrent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

149.78.30.155 |l srael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi

85.65.204.45  |Israel 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.

79.177.206. 134 |Israel 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaning Engine: TCP Invalid i i ssi

79.176.97.216 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

2.54.168. 190 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8

95. 35. 60. 169 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 7

66.102. 9. 119 Lhited Sates [147.237.77.234|hal ag.idf.il dr op First packet isn't SYN drop 7

149. 88. 147. 217 |Israel 147.237.77. 176 |natpash.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreanmng Engine: TCP Invalid i i ssi

79.183.57.113  |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

109.65.9.218 | srael 147. 237. 72. 167 |i shuri maka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

. . SYNHAK retransmit with different .
217.132. 106. 198l srael 147.237.77. 216 |dover.idf il Bad TCP sequence vi ndow scal @ noni t or 6
87.71.24.152  |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransnmt wih different monitor |6
W ndow scal e

95. 35. 60. 169 I srael 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect

217.132. 106. 198|l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TQP Invalid i i SSi

80. 246.136.26  |I srael 147.237.77. 243 |nobil e, i df . i1 9 =g nval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

87.71.30.152  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19. 86. 189 | srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi

2.54.191. 50 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

217. 132. 106. 198|I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo o

W ndow scal e

Sreanming Engine: TCP Invalid i i ssi

77.126.27.156 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.

46. 19. 85. 249 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5

109. 253. 210. 125! srael 147.237.77. 233 |atal idf. il Bad TCP sequence Invalid AGK nunber aert 5

37.142.134. 111 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

109. 253. 210. 125|1 srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.168. 190 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber noni t or 5

31.154. 94. 17 I srael 147.237. 77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.168. 190 I srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid sequence nunber noni t or 5

46. 19. 85. 249 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout alert 5

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

217.132. 106. 198l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
Sreanming Engine: TCP Invalid i i ssi

85.64.191. 118 |Israel 147. 237. 72. 167 |ii shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.

185. 3. 144. 37 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi

79.177.42.136  |israel 147.237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

188. 120. 154. 185|I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

66.102.9.5 Lhited Sates |147.237.77.234|hal ag.idf.il drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi

2.54.148.237  |Israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

37.46. 38. 109 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

46.19.85.232  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

217.132.55.7 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop

2.54.168. 190 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

46. 19. 86. 47 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.140. 234 | srael 147.237.0.19 |nadimatal .idf.i| |[Ostributed Suspicious Response Code B ock 15
149.78.30. 155 |l srael 147.237.72. 156 |anan. i df . i | Ml tiple Uhauthorized URL Access from 149. 78. 30. 155 B ock 13
66. 249. 66. 76 Lhited Sates 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66.249. 66. 76 Bl ock 10
46. 19. 85. 93 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 10
95. 35. 60. 196 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 9
188. 120. 154. 180|I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 6
109. 253. 222. 110|I srael 147.237.0.19 |nadimatal .idf.i| [Ostributed Suspicious Response Code B ock 5
85. 65. 204. 45 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 4
66. 249. 81. 215 :32::1”' on 147.237.77. 216 |dover.i df . i | D stributed Uhaut hori zed LRL Access on wawidf.il/error. htm Bl ock 3
79.180.99.129 |[lIsrael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Gode B ock 3
80.246.136.26 [Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Qode B ock 3
37.26.148.234 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 3
85. 65.117.249 |lIsrael 147.237.0.19 |nadimatal .idf.il |[DOstributed Suspicious Response Code B ock 3
80.246.136.45 [Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Qode B ock 3
113. 67. 174. 177 |Chi na 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 2
66. 249. 66. 76 Lhited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waw i df.il/error. htm B ock 2
46.116.24.227  |Israel 147.237.72. 166 |aka. i df . i | m;&;?d?‘_jiwﬁ;t glogéczfa? /“ﬁlxgygﬁrp_fsz")‘(” R on B ock 2
31.168.137.30 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
77.126.27.156 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
66. 102. 8. 233 Lhited Sates 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 2
66. 249. 66. 76 Lhited Sates 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/view ingtop. asp |B ock 2
89.138.248.76 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
2.54.168. 190 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
109. 253. 210. 163|I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 2
66. 102. 8. 238 Lhited Sates 147.237.77. 216 |dover.i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm Bl ock 2
94.199.151.22 |United Ki ngdom|147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 94, 199. 151. 22 Bl ock 2
79.182.18.100 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79. 182. 18. 100 B ock 1
2.54.148. 237 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in wwatal .idf.il/1440-he/atal .aspx |B ock 1
149.78.30.155 [l srael 147. 237. 72. 156 |anan. i df . i | m”;::;_iizd?iﬁtﬁffmoam_i i1/ moci i 1 gener al . aspx B ock 1
54.213.197.191 [lLnited Sates 147.237.0.15 |kosher-kravi . idf.i[NALL Character in Mt hod B ock
83.130.101.55 [Israel 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock

46. 19. 85. 40 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL B ock

5. 44.172. 134 :Z:::tr} on 147.237.77. 216 [dover . i df . i | \Twarwva?‘fitferl I-Il-};peenp:fgtleatsll :gnldt Io?ri end/ sendt of ri end. aspx Bl ock !
207. 46. 13. 22 Lhited Sates 147.237.77.216|dover. i df . i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 1
113.67.174. 177 |China 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Uhaut hori zed URL Access from 113.67.174. 177 B ock 1
46.120.180.12 |Israel 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
87.71.24. 152 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx Bl ock 1
80.57.204.179 [Netherlands  |147.237.76.86 |navy.idf.il ;ﬂ;ﬁtshho” zed LR Access to i navy. 1 df. 11/900-he/ navy. aspx Bl ock 1
37.26.147.214 |Israel 147. 237. 72. 156 |anan. i df . i | %&gﬁaﬂﬂzﬁfﬁﬁg Protocal violation None 1
68.180.228. 112 |lhited Sates 147.237.77.216|dover.idf .i | Paraneter Type M ol ation PageNumin waw i df.il/1133-he/ dover. aspx |B ock 1
2.54.148. 237 I srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
109. 65. 19. 180 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 894- he/ at al . aspx Bl ock 1
83.130.101.55 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 83.130. 101. 55 B ock 1
46. 19. 85. 40 I srael 147.237.76.31 |nakchal .idf.il Unknown HTTP Request Method tymmym in URL B ock 1
31. 154. 94. 69 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt Bl ock 1
211.76.254.2  |Taiwan 147.237.72. 166 |aka. i df . i | V\mwlfvngkv\; i'zf‘r.?fﬁtbfgtig\s'jscz r':/ defeudt. asp None 1
134.191.232.72 |israel 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 1
46.120.180.12 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthori zed URL Access from 46. 120. 180. 12 Bl ock 1
77.125.114. 109 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 1
195.39.71. 250 |Czech Republic [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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