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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
47.88. 103. 153 Canada 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
208.67.1.70 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 1
208. 67. 1. 70 Lhited Sates 147. 237. 76. 201 e.atal.idf.il Block Np Al Net drop 1
85. 105. 13. 167 Tur key 147.237.77. 19 lawforumidf.il Bl ock_Udp Al _Nets drop 1
208. 67. 1. 70 Lhited Sates 147.237.77. 170 naar achot . i of . i | Block Np All Net drop 1
208.67.1.70 Lhited Sates 147.237. 72. 167 ishurimaka.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Qount ry Target Address |Site |Sgna1ure

46.120.38.35 |Israel 147.237.0.34 |tikshuv.i df.i[[|Cl1000138: HITP. prefix 1.01 in the LR B ock 12
109. 66. 166. 47 |l srael 147.237.0.34 |tikshuv.idf.il[C1000138: HTTP. prefix 1.01 in the LR B ock 6
46.19. 85. 95 I srael 147.237.0.34 |tikshuv.idf.i[[Cl1000138: HITP. prefix 1.01 in the LR B ock 4
106. 38. 241. 107 |China 147.237.77.216 [dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
5.9.89.170 Ger many 147.237.77.216 |dover.idf.il [Cl000074: HTTP. najestic bot B ock 2
85. 65.214. 152 |Israel 147.237.0.34 |ti kshuv. i df.il|Cl000138: HTTP. prefix 1.01 in the URL Bl ock 2
144. 76.30. 236 |Ger many 147.237.72. 156 |anan. i df . i | C1000074: HITP. naj estic bot B ock 2
149. 202.54.50 |Ger many 147.237.77.74 |(lawidf.il C1000074: HITP. maj estic bot B ock 2
158. 69. 214. 109 [lhited Sates 147.237.77.216 |dover.idf .i|l [ClL000074: HITP. najestic bot B ock 2
136. 243. 152. 18 |Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
46.244.74.216 |Palestinian Territory, Qcupied147.237.77.176 |mat pash. i df.il[14170: HITP. B ank Wser-Agent (descriptor but no string) |Bl ock 1
69.30.198.178 [lnited Sates 147.237.77.216 |dover.idf .i|l [ClL000074: HITP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 CDos

80.246.133.57 |147.237.77. 233 I srael atal.idf.il 21
attack
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80.246. 130. 85  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 2
195. 216. 176. 244|147. 237. 77. 243 |Latvi a nobi | e.idf il ET SCAN NMAP -sS w ndow 1024 1
109. 160. 167. 60 [147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
93.173. 36. 31 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
183. 82. 106. 200 |147.237.76.44 |Iindia e.refuah.idf.il ET SCAN NMAP -sS w ndow 1024 1
178.79.130.52 |147.237.76.86 [United Ki ngdom |navy.idf.il ET SCAN Potential SSH Scan 1
46.121.223.53 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
146. 185.250. 2  |147.237.8.14 ?éj:i;’}m eorchot.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
121.18. 74. 98 147.237.8.24 |China elifestyleidf.il [ET SCAN Potenti al SSH Scan 1
115.182.17.13  [147.237.76.39 |China nobi | e.nei tav.idf.i [ET SCAN NVAP -sS wi ndow 4096 1
113.76.90. 199 [147.237.77. 234 |hi na hal ag. i df .il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
218. 246. 0. 97 147.237.0.35 |China akaws. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
i ET SCAN Behavi oral lhusual |y fast inbound Tel net Connecti ons,
110.92.195. 112 [147. 237. 76. 30 okfrea’ RepUbliC 1 s i of i Potential Sean or Brute For?:/e 1
195. 216. 176. 244|147. 237. 0. 200 |Latvia ndu. i df il ET SCAN NMAP -sS wi ndow 1024 1
104.232.98.38  [147.237.77. 243 nobi | e.i df.il ET SCAN NVAP -sS wi ndow 3072 1
183. 82. 106. 200 |147.237.76.44 |Iindia e.refuah.idf.il ET SCAN NMAP -sS w ndow 4096 1
183. 60. 48. 25 147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
79. 176. 16. 83 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
146.185. 250.2  [147.237.8.50 23::;'}0'1 etikshwv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
121.18. 74. 98 147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
119. 146. 221. 68 |147.237.0.35 |China akaws. i df .i | ET SCAN Potential SSH Scan 1
115.182.17.13  |147.237.76.39 [China nobi  e.nei tav.idf.i[ET SCAN NVAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 74.39. 155 |147.237.76.86 |China navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
84.228.172.46 |l srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wth different monitor 276
w ndow scal e
194. 218.27. 162 |Sweden 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 115
79.180.173. 160 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |67
w ndow scal e
2.102.177.151 |Wnited Kingdom|147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 66
194. 218.27. 162 |Sweden 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 57
109. 67. 152. 165 |Israel 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different moni tor |39
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
89. 138. 113. 239 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 22
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
84.228.33.15 [ srael 147.237.72. 166 |aka. i f . 9 =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 196. 152 | srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19. 85, 7 I srael 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dropped.
R SN retransmit wth different .
5.28.189. 195 | sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal @ noni t or 7
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
89. 138. 120. 102 |Israel 147.237.72. 167 [ishurimaka. i of . i [SYN At t ack SYN -> SYN ACK -> Ti meout rej ect
R SWNretransmt wth different .
109. 67. 152. 165 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e moni t or 7
80. 246. 133.57 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
o SN retransmit wth different
5.28.189. 195 | sr ael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal @ alert 7
Sreamng Engine: TCP Invalid i i SSi
79.181.178.71 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 176 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreanming Engine: TCP Invalid i i Ssi
192.115.25.79  |israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 27 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
79.178.171. 165 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
149.78.31.81 |l srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80. 246. 137. 189 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.179. 109. 253 i srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 205. 40 |l srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
2.54.181. 68 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Russi an s Sreaming Engine: TGP Invalid Invalid segnent retransnission.
141.8.132. 112 er ot on 147.237. 72. 166 |aka.i df .i | Ret r ansmi ssi on Packet dr opped. drop 6
46.19. 85. 176 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid AGK nunber alert
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or
188. 120. 148. 137|l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid ' i ssi
84.228.200.38 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
192. 243.55. 131 |Doni ni ca 147.237.77. 170 |maarachot. i of .il [Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243.55. 137 |Donini ca 147.237.77.176 |natpash.idf i1 |Bad TCP sequence SINAXK retransmt with different |, uior s
w ndow scal e
80.246.133.57 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
79.181. 153. 142 [lIsrael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
5.29.189. 81 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
192. 243. 55. 133 |Doni ni ca 147.237.77. 176 |matpash.idf.il  [Bad TCP sequence I'nval i d AGK nunber noni t or 5
192. 243.55. 138 |Donini ca 147. 237. 77. 216 |dover i of . i Bad TCP sequence SAK retransmt with different 1ooniior s
w ndow scal e
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
79. 180. 61. 36 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243.55. 133 |Doni ni ca 147. 237.77. 216 |dover i df . Bad TCP sequence SINAK retransmt with different |y o g
w ndow scal e
5.22.129. 226 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or
31.210.187. 154 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 122 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
102. 243.55. 133 [Domini ca 147.237.77.176 |matpash.if il |Bad TOP sequence SINAK retransmt with different | o vor |
w ndow scal e
192. 243.55. 135 |Doni ni ca 147.237.77.176 |matpash.iof il |Bad TCP sequence SINAK retransmt with different |y o g
w ndow scal e
192. 243.55. 135 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence SINCAC retransmt with different |oovor |
w ndow scal e
192. 243. 55. 138 [Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
101. 227. 61. 203 |Chi na 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site dgnature Action ‘Count
176.13. 4. 161 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 79
82.81.64.91 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 63
80.178.207.93 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 80.178. 207. 93 Bl ock 10
80.178.207.93 |Israel 147.237.76.86 |navy.idf.il PHP Att enpt B ock 5
. . Unaut hori zed Met hod HEAD for
46. 19. 85. 203 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ nai n/ sachar / vi ewpaysl i p. aspx B ock 4
82.166. 159. 136 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 82. 166. 159. 136 B ock 3
66.249.81.218 [lLnited Sates 147.237.77.216|dover. i df .i | Distributed Wauthorized URL Access on wawidf.il/error.htm [B ock 3
80. 246. 137.189 |[Israel 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 3
66. 249. 66. 76 Lhited Sates 147.237.77.216|dover.idf .il Ml ti pl e Unaut hori zed URL Access from 66. 249. 66. 76 B ock 2
82. 166. 159. 136 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 2
109. 253. 203. 231 ]I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 2
. . Unaut hori zed URL Access to
79.177.115. 227 |Israel 147.237.77.234|hal ag. i df . il ww | ogi st cs. atal i df .i1/si pstoragel i | s/ 4/ si ze338x0/ 1584, | pg Bl ock 2
109. 66. 196. 152 |l srael 147.237.77. 243 |nobi l e. i df . i | Dstributed Suspicious Response Code B ock
79.176. 42. 32 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock
148. 251.21. 227 |Ger many 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 148. 251. 21. 227 B ock
Pal esti ni an . . DO stributed Lhaut hori zed URL Access on
82.102.193.178 |t o vy quoupied | 147 237- 77176 nat pash. i df . il v cogat i i 1/ 894- ar Bl ock 2
79.178.171. 156 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
. . O stributed Lhaut horized URL Access on
109. 67. 152. 165 |l srael 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
40.77.167. 81 Lhited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
85. 64.157.252 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 85. 64. 157. 252 Bl ock 1
2.54.23.25 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
L . . Unhaut hori zed URL Access to
192.243.55. 131 1Dom ni ca 147.237.77. 216 dover . i df . i | wa i df . i | /1283- 19239- en/ dover . aspx htt p: / di gg. coni subm t Bl ock !
79.177.28.122 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
- . Unaut hori zed URL Access to
148.251.21. 227 |Ger nany 147.237.72.166 |aka. i df . i | aka. i df.il/cgi-bin/shitur/bookpagel00598/i t urfi ndpageexact . pl Bl ock !
109. 65. 22. 235 | srael 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 1
46.121.232.50 |Israel 147.237.72. 156 |anman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
31. 154. 94. 69 I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock
] . . Ill1egal Byte (ode Character in Header Nane Mbzilla/5.0
216.55.143.94 |lLhited Sates 147.237.77. 216 |dover. i df . il (compati bl e spi der/2.0; +http Bl ock 1
. . . Unaut hori zed URL Access to
180.76.15.26  [China 147.237.77. 176 [nat pash. i df . i | v cogat i df . i 1/ 1927- en/ cogat . aspx_gaza senanal es Bl ock 1
79.179. 109. 253 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 1
’ - . Unhaut hori zed URL Access to
66. 249. 66. 126 Lhited Sates 147.237.77. 170 |maar achot . i df . i | 147.237. 77. 170/ pdf / 11 | es/ 5/ 111525. pdf B ock 1
Unknown Par anet er
109. 160. 181. 82 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMii n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
] . . Unaut hori zed URL Access to
40.77.167. 94 Lhited Sates 147.237.72. 166 |aka. i df . i | oo aka i df i1/ rvai o r abanut / 62312 Bl ock 1
85.64.157.252 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ B ock 1
. . DO stributed Uhauthorized URL Access on
2.54.179.35 I srael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx Bl ock 1
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/english/news/ nain.stm [B ock 1
wWaw. chanmat z. aka. i ) )
148. 251. 21. 227 |Ger many 147.237.77. 226 df il Mil tipl e Whaut hori zed URL Access from 148. 251. 21. 227 B ock 1
79.177.28.122 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 79.177.28. 122 B ock 1
109. 65. 22. 235 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut horized URL Access from 109. 65. 22. 235 B ock 1
’ . . Unaut hori zed URL Access to
66.249.64.229 [Wited Sates 147.237.77.233atal .idf . il 147, 237.77. 233/ 1247- hel at al . aspx Bl ock 1
31. 154. 94. 69 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 31.154. 94. 69 B ock 1
192.115.25.79 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
. . Unaut hori zed URL Access to
79.180.173.160 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
85.64.157. 252 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/l/ |[B ock 1
46.19. 85. 123 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
5.61.10. 2 Russi an Federation |[147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . il Mil ti pl e Unhaut horized LRL Access from 192. 243. 55, 134 B ock 1
149. 50. 76. 60 Lhited Sates 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
- . Unhaut hori zed URL Access to
109. 65. 22. 235  |Israel 147.237.72. 166 |aka. i df . i | v aka, i of i 1/ aj ax/ updat est at us. php B ock 1
66.249.66.64  [United Sates 147. 237. 77. 170 |n@ar achot . i df . i | thaut hori zed WRL /ccess to Bock |1

147.237.77. 170/ pdf / fil es/ 7/ 108237. pdf
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