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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action |Count|

84.111.112. 234 | srael 147.237. 72. 166 aka.idf.il ock Wdp Al _Nets drop 12
37.232.10. 242 Georgi a 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 3
212.179. 64. 162 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3
217.26.171. 188 Mol dova, Republic of 147.237.76.176 test.ncore.idf.i|L4 Source or Dest Port Zero drop 1
89. 248. 172. 207 Net her | ands 147.237.77. 205 prisha.idf.il B ock Np Al Net drop 1




03-01-2016-16:04:01 to 03-01-2016-17:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
109. 253. 205. 238 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 6
89.138. 83. 19 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 6
5.29.127.137 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
46.120. 21. 243 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 2
85. 65. 167. 150 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 66. 9. 191 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 2
198. 20. 69. 74 Lhited Sates 147. 237. 8. 46 e.chinuch.idf.il ]13840: TLS penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country |Signature

149. 78. 47. 72 147.237.72. 166 I 'srael aka idf.il ET SCAN NVAP -sA (2) 2
202. 71. 25. 29 147.237. 76. 198 I ndi a e.yohal an.idf.il ET SCAN NVAP -f -sS 1
79.176. 175. 53 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
61. 244. 49. 137 147.237.8. 28 Hong Kong e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.199. 151. 22 147.237.77. 216 United Ki ngdom dover.idf.il portscan: TCP O stributed Portscan 1
46. 116. 29. 109 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
94.102. 48. 193 147.237.76. 30 Net her | ands hi nush. i df il ET SCAN NVAP -sS w ndow 1024 1
31.210. 188. 66 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
93. 87. 16. 148 147.237. 76. 201 e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 87. 16. 148 147.237. 76. 196 e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
218.246. 0. 97 147.237.0. 35 (hi na akavs. i df .i | ET SCAN NVAP -sS w ndow 1024 1
84.111. 225. 218 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
218.57.11. 7 147. 237. 76. 86 Chi na navy. i df.il ET SCAN Potential SSH Scan 1
79.182. 139. 203 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
202. 71. 25. 29 147. 237. 76. 198 Indi a e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 2048 1
79.177.118. 139 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
62. 219. 139. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
117. 21. 248. 87 147.237.0. 17 Chi na mny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 1
50. 77. 145. 78 147.237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48. 193 147. 237. 76. 202 Net her | ands e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.68. 112 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
93. 173. 168. 246 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.24.92 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
93.87. 16. 148 147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
84. 228. 168. 166 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
218.57.11.7 147.237.77. 216 (ni na dover.idf.il ET SCAN Potential SSH Scan 1
84.109. 0. 163 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.21. 194 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 228. 243 147.237.72. 166 I srael akaidf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Country Target Address ‘Ste ‘Signature

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 102

194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber aert 51
Sreaming Engine: TGP Invalid i i ssi

176.13.7.209  |Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segnent retransmssion. |, 36
Ret ransni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

81.218. 193. 174 |I srael 147. 237. 72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 24
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 24
Sreanming Engine: TGP Invalid i i SSi

77.125. 124. 248 |I srael 147. 237. 77. 243 |robi | e. i of . i | 9 =g Invalid segnent retransmssion. g ., 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

37.26.148.131 |israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. g, 12
Ret r ansni ssi on Packet dropped.

147.235.8.69 |lsrael 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 12

C o SN retransnmit wth different .

194.90.25.90 |Israel 147.237.77.233|ata .idf.il  |Bad TCP sequence wi ndow scal e noni t or 12

85. 114. 119. 132 zlcisgi'géa” Territory. 1147 237.77. 176 |nat pash.i f i1 |Bad TCP sequence Invalid ACK nunber monitor |11
Sreanmng Engine: TCP Invalid i i ssi

62.219.211.88 |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

84. 228. 192. 147 |l srael 147.237.72. 166 |aka i i1 | €AMNg Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret ransmi ssi on Packet dropped.

85. 114. 119. 132 gijcis;i':('ja” Territory. |147. 237. 77. 176 |natpash.i of i1 [Bad TOP sequence moni tor |9

85.114. 119, 132 (A SStIN an Territory. 1y 47 537 77. 176 |nat pesh.i il [Bad TCP sequence SINAK retransmt with different | v o o

Cceupi ed wi ndow scal e

Sreanmng Engine: TCP Invalid i i ssi

46.19.85.162 |Israel 147.237. 77. 243 |nobi l e. i f . 9 =9 Invalid segnent retransmssion. |y, 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

212.25.80.227 |Israel 147. 237.76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. g, 8
Ret ransni ssi on Packet dropped.

s SN retransnmit wth different .
79.177.149.58 |lsrael 147.237.76.42 |refuah.idf.il |Bad TCP sequence wi ndow scal e nonitor |8
147.235.8.69  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence SAK retransmt with different oo |7

wi ndow scal e
80. 246. 136. 121 |l srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
85. 114. 119, 132 g“;’cisgi':éa” Territory, 1147 237.77. 176 |nat pash. i of .1 |SYN At t ack SYN -> SYNACK -> Tineout  |reject 7

. . SYNretransmt wth different .
84.94.92.164 |lsrael 147.237.77.234|halag.idf.il |Bad TCP sequence wi ndow scal e noni t or 7
147.235.8.69 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
85.114. 119. 132 zlcis;i';‘('jan Territory. |147. 237. 77. 176 |natpash.i o i1 [Bad TOP sequence Invalid ACK nunber aert 7
93.173. 168. 178 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber moni t or 6

Sreanming Engine: TCP Invalid i i ssi
46.19.85.75 |l srael 147.237.77. 243 |nobi l . i df . i 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.183.124.56 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
5.102.214. 164 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 8 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert
Sreaming Engine: TGP Invalid i i ssi
46.19.86.73  |Israel 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y ., 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 65. 125. 81 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
93.173. 168. 178 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.8 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d AK nunber noni t or 6
212.117.136.7 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
46. 19. 86. 38 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
94. 230. 86. 217 |l srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 38 I 'srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
79. 177. 149. 140 |I srael 147.237.72. 166 |aka. i df .| 9 =9 Invalid segnent retransmssion. |y ., 6
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.170 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
79.181.183.49 |[lIsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
195. 60. 232. 57 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192.162.26.46 |Spain 147.237.72. 166 [aka i df . i1 Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 23 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Invalid ACK nunber alert 5
37.232.10. 242 |Georgia 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 8 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 23 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Inval i d ACK nunber monitor |5
46.19.85.8 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
62. 0. 197. 205 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 5
37.26.146.190 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 23 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
109. 253. 147. 200|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 93
2.54.28.148 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 6
176.13. 7. 209 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
37.115.184. 42 |kraine 147.237.77.216|dover.i df . il Uhaut hori zed LRL Access to wawidf.il/mazi/ B ock 6
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | Distributed Ml forned URL B ock 6
192.162.26.46 [Fain 147.237.72. 166 |aka. i df . i | Dstributed 111 egal Byte Gode Character in Mt hod B ock 6
80.246.139.13 |[Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 6
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | Dstributed Aonormal |y Long Request B ock 6
192.162.26.46 [Fain 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in Header Nane B ock 5
2.54.190. 74 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | Dstributed M forned HTTP Header Line B ock 5
192.162.26. 46 |Sain 147.237.72. 166 |aka. i df . i | Dstributed NALL Character in Header Nane Bl ock 5
192.162.26.46 |Sain 147.237.72. 166 |aka. i df . i | Dstributed Aonornal ly Long Header Line B ock 5
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in Header Val ue B ock 4
213.57.230. 187 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df .il/ Bl ock 4
192.162.26.46 |Sain 147.237.72. 166 |aka. i df . i | Dstributed NALL Character in Mthod B ock 4
2.52.15.184 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspicious Response Code B ock 4
192.162.26.46 [Fain 147.237.72. 166 |aka. i df . i | DOstributed I11egal HITP \ersion B ock 3
85. 65. 97. 123 I srael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut horized URL Access from 85. 65. 97. 123 B ock 3
2.52.181.35 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
77.125.124. 248 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 69. 26 Lhited Sates 147.237.77.216|dover.i df . il Mul ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 3
212.235.119. 131l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 254 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
194. 90. 89.5 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
192.162.26.46 |Sain 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 3
46. 19. 85. 223 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
85. 65. 97. 123 I srael 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 2
2.54.1.151 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspicious Response Code B ock 2
5.22.129.101 | srael 147. 237. 77. 243 |nobi | e. i df . i | ﬁ;ult eh Olro"fz‘f‘lj , t:‘eggfy‘isemztesn <t ohi | ddocunent s/ 1071 B ock 2
77.125. 124. 248 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgr(;fz_??/ g;‘eggrc;sem;esn et | ddocunent </ 1152 B ock 2
192.162.26.46 |pain 147.237.72. 166 |aka. i df . i | khstéfi %Eﬁﬁg?T;Oi %t:ﬁg_&gi\:\lg) None 2
213.57.129. 4 I srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock

46. 19. 85. 162 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock

66. 249. 81. 215 :Z:::Inl on 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
109. 253. 147. 200] srael 147.237.0.19 |[madimatal .idf.il|Automated Wil nerability Scanning VL B ock 1
54.200.74.228 |lited Sates 147.237.77. 216 |dover.i df . il Ostributed NILL Character in Mthod Bl ock 1
46. 19. 85. 170 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
173.200. 193.66 |Lhited Sates  |147.237.77. 216 |dover. i df il ;':‘j‘rwaff;e: J‘{p:np\f;’t'i/i ;’antio?ri end! sendt of 1 end. aspx Bl ock 1
8.25.222.2 Wited Sates  |147.237.77. 234|hal ag. i df . i | o rzlsl;m?sdzﬁ?ﬁggelsfiiaﬁ/ﬁﬁs; l‘_’”gi . Bl ock 1
169.229.3.91  |Wited Sates  [147.237.76.42 |refuah.idf.i| f;':%ov‘“ HITP Request Method °—/tG] QRK'BIBOCA ZAES Tn URL g o) 1
66.249.81.218 |Uited Sates 147.237.77.216|dover.idf.i Ostributed Wnauthorized URL Access on waw idf.il/error.htm Bl ock 1
54, 246.133. 173 |[Irel and 147. 237. 76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to 147.237. 76. 147/ Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Abnornal |y Long Request et hod B ock 1
46.120. 240. 238 |I'srael 147.237.76.86 |navy.idf.il mu:]g\?;l iZZS. ibﬁﬁgg_ef;/ tngvy. aspxht  p: /v sear ch. ask., con B ock 1
89. 139. 158. 171 |Israel 147.237.77. 234|hal ag. i df . i | ?4? r2'3t7’“t7‘;dZgﬁfmgzsfiia%/ﬁffzf 1‘_’% . Bl ock 1
79.183.124.56 |lsrael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod PCST for waw aka. idf.il/main/sachar/faq. aspx |B ock 1
37.26.148.232 |[Israel 147.237.72. 167 i shuri maka. i df . i|Untraceabl e SSL Sessi ons: (pen Mde None 1
169.229. 3. 91 Lhited Sates 147.237.77.74 [lawidf.il Il11egal Byte Code Character in Method B Af.cZ[[#11]]¢Tud B ock 1
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