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03-01-2016-15:04:08 to 03-01-2016-16:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site |Signature |Device Action |Count |
89. 248. 172. 207 Net her | ands 147.237.76. 34 yohal an.idf.il B ock Np Al _Net drop 1
173.234. 39. 194 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al Net drop 1
113. 222. 45. 36 Chi na 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1
173.234. 39. 194 Lhited Sates 147.237.76. 148 gocenter.aka.idf.il B ock Np Al Net drop 1
84.228. 199. 122 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
173. 234. 39. 194 Lhited Sates 147. 237. 76. 198 e.yohal an.idf il Block Np All Net drop 1




03-01-2016-15:04:08 to 03-01-2016-16:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
37. 26. 149. 240 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 14
91.231.192. 149 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 13
89. 138. 83. 19 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.0l in the LR B ock 9
109. 67. 132. 203 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 8
94.159. 153. 82 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 8
212.199. 112. 144 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 6
62.210. 170. 165 France 147. 237.72. 166 aka.idf.il CL000074: HTTP. maj estic bot B ock 4
109. 186. 154. 22 I srael 147.237.0. 34 tikshuv.idf.il |Cl1000138: HTTP. prefix 1.0l in the URL B ock 2
188. 120. 134. 15 I srael 147. 237. 72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent Bl ock 2
5. 29. 86. 179 I srael 147.237.0. 34 tikshuv.idf.il [ClL000138: HITP. prefix 1.01 in the LR B ock 2




03-01-2016-15:04:08 to 03-01-2016-16:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
89. 138. 127. 134 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
82. 166. 16. 174 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
80. 178. 198. 73 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
79.183. 99. 33 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
79. 181. 190. 156 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
208.52. 144. 78 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS w ndow 1024 1
79.178. 15. 113 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
185. 5. 220. 42 147. 237.77. 216 Pal estinian Territory, Gccupied dover.idf.il portscan: TCQP D stributed Portscan 1
46.117. 60. 88 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
176.13.23.78 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
37.26.147. 196 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
89. 138. 185. 173 147.237.77.216  |Israel dover.idf.il portscan: TGP D stributed Portscan 1
2.52.180. 142 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
84. 94. 205. 215 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
82. 81. 102. 43 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
79.183. 152. 111 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
79.182. 172. 42 147.237.77.216  |Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.235.119. 176  [147.237.72.166  |[Israel aka.idf.il portscan: TCQP D stributed Portscan 1
79.179. 235. 222 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.72.166  |China aka.idf.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 147.237.77.227 |india ehanaz.idf.il |ET SCAN NVAP -sS w ndow 3072 1
46.19. 85. 75 147.237.72.166  |Israel aka.idf.il portscan: TGP D stributed Portscan 1
93. 173. 161. 200 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
2.54.129. 254 147.237.77.216  |Israel dover.idf.il portscan: TCQP D stributed Portscan 1




03-01-2016-15:04:08 to 03-01-2016-16:04:08

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
194. 218. 27. 162 [Sweden 147.237.72. 166 |aka. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 74
194. 218.27. 162 [Sweden 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 42
79.177.149.58 |israel 147.237.76.42 |refush.idf.il  |Bad TCP sequence SiNretransmt wih di fferent monitor |28
w ndow scal e
Sreanmng Engine: TCP Invalid i i ssi
109. 253. 156. 81 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 27
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.193  |Israel 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. dr op 27
Ret r ansni ssi on Packet dropped.
41.33.231.90  |Egypt 147.237. 77. 216 |dover.i df .il drop SAMrul e drop 23
212.235.98. 139 |[lsrael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 20
reaming BEngine: TCP Invali i i ssi
109. 253.137. 28 |Israel 147.237.77. 243 |rvit i1 | €AM NG Engine: TP Invalid invalid segnent retransissi on. drop 18
Ret r ansmi ssi on Packet dropped.
46.210.128. 179 |[Israel 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
62. 0. 197. 205 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 15
reanmn ine: TCP Invali i i ssi
213.151,53.59 | srael 147, 237.76. 200 [ei tan aka i o i1 || S2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.168.3.188  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
46.19.86.184  |Israel 147.237.77. 23 |rvit e i1 | AM NG Engine: TP Invalid - invalid segnent retransmissi on. drop 12
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.20.123  |israel 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
80. 246. 139. 107 |Israel 147.237.77. 243 |nobi 1 e i 11 | €M NG Engi ne: TP alid invalid segnent retransnission, drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 94 I srael 147.237. 77. 243 |robi | e i df . i | 9 =9 Invalid segnent retransmission drop 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
81.218.57.61  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
37.26.146.254 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
5.22.135. 118 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
217.194.204.92 |Israel 147. 237. 72. 166 |aka.i df . i | drop First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
213.8.95.106  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
84.228.59.118 |Israel 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.142.90 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
2.54.171.119  |israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segrent retransnission, drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.148.179 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
84.228.59.118 |[lIsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng BEngine: TCP Invalid i i ssi
109. 253. 145, 1691 sr ael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
2.54.184.8 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
79.181. 167. 215 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
46.19.85.245  |Israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TP Invalid - invalid segnent retransissi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
31.168.197.78 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
109. 66. 202. 189 I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
217.132.29.16 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
79.179.33.39  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.75  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi
2.54.154. 70 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
213.8.38.81  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i Ssi
2.54.7.227 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
79.179.56.24  |israel 147. 237. 72. 156 |anan. i f .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
62.0.244.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
. . SYWNretransmt wth different .
194. 90. 25. 90 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
2.52.18. 104 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 6
Ret r ansni ssi on Packet dropped.
. . SN retransmt wth different .
87.70. 38. 228 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence i ndow scal e noni t or 5
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature

46. 19. 86. 193 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invali d ACK nunber noni t or
5.102.242.253 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
89.139.177. 145 |Israel 147.237.77. 233 |atal .i .| Bad TCP sequence SNretransmt with i fferent monitor |4

w ndow scal e
193. 43. 245. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
s SWNretransmt wth different .

89. 139. 252. 170 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal e noni t or 4
84.228.199. 122 |lsrael 147.237. 77. 216 |dover.idf.il Bad TCP sequence noni t or
2.52.48. 243 | srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4




03-01-2016-15:04:08 to 03-01-2016-16:04:08

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.27.105 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 170
176.13.20.171 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 122
46.19. 85. 245 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 101
185.32.179.14 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 86
2.54.27.105 I srael 147.237.0.19 |nadi matal .idf. i |Suspici ous Response Code B ock 51
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 192. 115. 64. 250 B ock 17
84.94.184.191 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 14
79. 180. 96. 82 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in Mthod B ock 13
79. 180. 96. 82 I srael 147.237.72. 166 [aka. i df . i | D stributed Unknown HTTP Request Met hod B ock 12
79. 180. 96. 82 I srael 147.237.72. 166 [aka.i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 12
79. 180. 96. 82 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Abnormal |y Long Request from 79. 180. 96. 82 B ock 10
66. 249. 69. 26 g‘ialt:g 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 26 Bl ock 10
79. 180. 96. 82 | srael 147.237.72. 166 |aka. i df . i | Dstributed Ml formed LRL B ock 10
46.19. 85. 83 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 9
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf.il Mil tipl e Unauthori zed URL Access from 81.218. 241. 26 B ock 8
109. 253. 156. 81 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code B ock 8
79. 180. 96. 82 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Header Nane from 79. 180. 96. 82 B ock 7
79. 180. 96. 82 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from79. 180. 96. 82 B ock 7
79. 180. 96. 82 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP \ersion from?79. 180. 96. 82 B ock 7
79. 180. 96. 82 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal Iy Long Header Line from 79. 180. 96. 82 B ock 7
79. 180. 96. 82 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 79. 180. 96. 82 B ock 6
2.54.179. 94 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 6
31.168. 13. 41 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua. atal.idf.il/894-helrefuah. aspx - B ock 4
79. 180. 96. 82 I srael 147.237.72. 166 |aka. i df . i | Dstributed NILL Character in Mt hod B ock 4
79. 180. 96. 82 | srael 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nane from 79. 180. 96. 82 B ock 4
37.26.149.243 |[israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 4
84.94.184.191 | srael 147.237.77. 243 |nobi | e. i df . i | gasstsrvi\[%ed Paraneter Type Mol ation on nobile.idr.il/sachar/login paraneter g o |,
212.76.100. 116 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 212. 76. 100. 116 B ock
31. 154. 94. 50 I srael 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 31.154. 94. 50 B ock
176.13.20.123 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“é:;t'.zifﬁkﬁsfgf;ﬁ;gz/ {11 s/ O/ si 2622080/ 3410, | b, Sr ¢ Bock |3
2.52.143. 123 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 107 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
46.19. 86. 94 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 2
37.26.146. 144 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66. 102. 7. 240 LSthlatt:sd 147.237.77. 216 |dover.idf .i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 2
31. 154. 94. 50 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock
46. 19. 86. 178 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 192. 115. 64. 250 B ock
79.180.96.82  |israel 147.237.72. 166 |aka. i df . i | %gggﬂiﬁgﬁ&f‘iﬁﬂi&ﬂ&% 9.82 (Protocal violation None 2
212.76.100. 116 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock
46.19. 86. 184 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
46. 19. 85. 245 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock
87.70.38.228 |l srael 147.237.77. 234 |hal ag.i df . i | i;t 22392392;27?;2‘;2;2%%/ﬁﬁ? l(.Jr;]i . Bock |1
Illegal Byte Gode Character in Paraneter Nane @ 'oNazY9[[ ~'#20 ni +]] |
79. 180. 96. 82 I srael 147.237.72. 166 |aka. i df . i | Ky5TSCE b] [ #30] | YHECESF y>0d] [ #4]] [ [ #25] 1 ¥seYuosadZ T B ock 1
nml 1 #270 [ 11#30[ [1]#4[[1] #26[[°
192. 115. 64. 250 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il/nai n/ sachar/ paysl i ps. aspx Bl ock 1
79. 180. 96. 82 | srael 147.237.72. 166 |aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
169. 229. 3. 91 ;h;:ee: 147.237.77.233|atal .idf.il Illegal Byte Gode Character in LRL B ock 1
66. 102. 7. 233 gﬁ;ttg: 147.237.77.216|dover . i df .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
157. 55. 39. 85 g‘;ltee: 147.237.76.86 |navy.idf.il Wnaut hori zed URL Access to navy. i df . i1/ nai n/ haredi m nasl ul i i st. aspx Bock |1
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