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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
192. 118. 30. 102 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 177
173.234. 39. 194 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |Bock Np Al _Net drop 1
173.208. 176. 28 Lhited Sates 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 1
185. 40. 4. 45 147.237.77.178 e.natpash.idf.il |Bock Udp All Nets drop 1
39. 184. 139. 245 Chi na 147.237. 72. 166 aka.idf.il Bl ock Udp All _Nets drop 1
173. 208. 176. 28 Lhited Sates 147.237.76. 30 hi nush. i df.il Bl ock_Ulp Al _Nets drop 1
185. 40. 4. 45 147.237.77.179 e.nazi.idf.il Bl ock_Ulp Al _Nets drop 1
74.82. 47. 37 Lhited Sates 147.237.0. 200 ndu.idf.il Bl ock_Udp All _Nets drop 1
173.208. 176. 28 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock Udp All Nets drop 1
185.94.111.1 147.237.77. 179 e.mazi.idf.il Block Udp All Nets drop 1
118. 241.52. 182 Japan 147.237.8.50 e.tikshuv.idf.il |B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry arget Address ‘Site Devi ce Action ‘Oount
5. 29. 243. 118 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 32
84.109. 18. 197 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 11
77.125. 98. 137 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 8
85.250. 11. 71 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 5
37.26. 149. 240 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 4
87.69.67.9 | srael 147.237.0. 34 tikshuv.idf.il |CL000138: HITP. prefix 1.01 in the LR Bl ock 4
79.178. 137. 60 I srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
188. 120. 134. 15 I srael 147.237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
46.19. 86. 111 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 171. 122. 167|147. 237.77. 61 |thited Sates |e. cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
31.154.29.162 |147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
104.171. 122. 167|147.237.77.61 |lhited Sates [e. cogat.idf.il ET SCAN NVAP -f -sS 1
5.29. 243. 118 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.172.42.115  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
213.151.43.22 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
93.87. 16. 148 147.237.77.121 e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
212.25.105. 125 |147.237. 72. 156 | srael anan. i df. i SE?\/E?-APAO-E'Apache mod_ssl - non- S8 connection to SSL port 1
deni al of service attenpt
84.228.199. 61 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
188.120. 148. 61 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218. 164. 252 |[147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 226. 44. 156 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
79.180. 127. 149 |147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
109. 64.38. 131  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 139 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 47 147. 237. 72. 166 I srael akaidf.il portscan: TCP DO stri buted Portscan 1
104. 171. 122. 167|147. 237. 77. 61 |United Sates |e. cogat.idf.il ET SCAN NVAP -sS wi ndow 2048 1
31.154.16. 21 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
101. 187. 223. 67 |147.237.72.156 |Austraia aman. i df .i| ET SCAN NVAP -sS w ndow 1024 1
218.246. 0. 97 147.237.0.15 |China kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
93.113.125.11 |147.237. 76. 202 |Ronani a e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.199.57.199 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
89. 138. 91. 60 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
199. 203. 111. 46 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
142.54.171.178 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
80. 246. 140. 208 [147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 135. 204 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
77.127.44.183 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 64. 23. 90 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1




03-01-2016-14:04:04 to 03-01-2016-15:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
194. 218. 27. 162 |Sweden 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 84
132. 64.210. 116 |Israel 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 75
132. 64. 210. 116 |l srael 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 55
132.64.210. 116 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SINHAK retransmt with different oo vor a7
w ndow scal e
132. 64.210. 116 |Israel 147.237.72. 166 |aka.idf.il SYN Attack rej ect 46
194. 218.27. 162 |Sweden 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 41
. . SWNretransmit wth different .
84.109. 6. 54 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 38
132. 64. 210. 116 |l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 21
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 21
R SWNretransnmit wth different .
212.179.79. 250 |[lsrael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence i ndow scal e noni t or 20
46. 19.86.9 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 20
Sreaning BEngine: TGP Invalid i i ssi
46.19.86.241  |israel 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
2.54.5.3 I'sr ael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
109. 253. 144. 1081 sr ael 147. 237. 77. 243 |nubil e, i of . i1 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
132. 64. 210. 116 |l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST alert 14
reamn ine: TCP Invali i i Ssi
2.52.46. 93 | srael 147. 237. 72. 166 |aka. i df . | Strean 9 Er?g e T Invalid Invalid segent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
77.125.124. 248 |Israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g vl i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.12.182 |Israel 147.237.77. 243 |t 1o v i1 |2 €A g Engine P Invalid  ivalid segnent retransnissi on drop 12
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.177.171.25  |israel 147.237. 77. 243 |robi 1 e. i of . i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
79.180. 125. 189 |l srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
2.52.176.114  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
2.54. 33,192 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
37.26.148.195 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
46. 19. 86. 82 I'srael 147.237.77. 243 |nobil e, i df . i1 9 =g Inval i d segnent retransmssi on. dr op 9
Ret r ansm ssi on Packet dr opped.
62.219. 198. 6 I srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.210.205.23 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINWAK retransmt with different | oo o
W ndow scal e
Sreaning BEngine: TP Invalid i i ssi
46.19.86.36  |Israel 147.237. 77. 243 |nobi L e. i of . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
82.166.3.104 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
176.13.0.78 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
5.22.131. 79 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
77.125.75.66  |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
176.13.19. 8 I'srael 147. 237.77. 243 |nobi le.i df . i1 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
79.182. 147. 196 i srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
37.26.148.155 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
. . SWNretransmit wth different .
80.246.133.60 |lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi
79.181. 144. 121 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
185. 120. 125. 36 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 6
Sreaning BEngine: TQP Invalid i i ssi
37.26.147.145 |israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
66.249.78.223 |United Sates |147.237. 77. 243 |nobile.i df .i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i ssi
2.54.5.120 I'sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning BEngine: TP Invalid i i ssi
2.54.1.82 I'srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
212.150.62.56 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
176.13.0.78 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 5
79.181.177. 231 |israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
194.90. 99. 193 |Israel 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

66. 249. 66. 96 Lhited Sates |147.237.72.166 |aka.idf.il Ret r ansmi ssi on Packet dr opped. drop
84.109. 18. 197 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
199.203.215.1 |Israel 147.237.77. 170 |marachot. i df .il [Bad TCP sequence Inval i d ACK nunber noni t or
149. 78.198. 190 |lsrael 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 143. 45 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 53
46. 19. 86. 230 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 31
46.19. 85. 251 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 29
46. 19. 86. 212 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 10
37.26.147.155 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock

62. 90. 181. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method CPTIONS for aka.idf.il/ B ock

2.54. 20. 246 I sr el 147. 237.77. 243 |nobi | e. i df . i | ﬁbﬂf ?;Tﬁ’fs\;cﬂa?ﬁic?f;nggaigfjmrd in B ock 7
46.19. 86. 241 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
66. 249. 69. 26 Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 66.249. 69. 26 B ock 5
46.19. 85. 215 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
109. 253. 144. 108]I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
212.199. 134. 136l srael 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 4
109. 253.139. 52 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gode Character in LR B ock 4
79.177.171.25 |[israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
212.199. 134. 138/l srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 4
176.13.16.224 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed UR. Access from 176. 13. 16. 224 B ock 4
66. 102. 8. 243 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized URL Access on wwvidf.il/error. htm B ock 4
66. 102. 7. 226 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 3
2.54.54. 20 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 102. 7. 240 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized URL Access on wwvidf.il/error. htm B ock 3
2.54.172.178 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
79.177.1. 47 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df . i|/mai n/sachar/undefined |B ock 3
109. 253. 130. 110]I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.47.197 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 3
176.13.12.182 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
212.199. 134. 137/l srael 147.237.77. 216 |dover . i df . i | Distributed Waut horized URL Access on wwidf.il/error. htm B ock 2
46. 19. 86. 82 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 2
176.13.16. 76 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.5.79 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
192.0.82.52  |United Sates |147.237.72. 166 |aka. i df . | | Phaut hort zea /'\:;j'r‘]j’gi m;;lt.aspx Bl ock 2
77.125.124. 248 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock

195. 154. 173. 103|France 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/nazi B ock
213.151.53.4  |Israel 147. 237.72. 166 |aka. i df . i | m”;griid??”ﬁmhﬁ?rzgu: S asp Bl ock 2
31.44.133.30  [israel 147.237.72. 166 |aka. i df . i | m”;’k"‘; i?_?’:‘;ﬁ. n‘/’fgb;gut J general . aspx None 1
95.86.108.210 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/sip_storage/files/3/ Bl ock 1
81.218.241.26 | srael 147. 237.77. 216 |dover . i df . i | mult Qforl' sziljnal‘gne_sffl.:.cﬁzlsb;tot onback, pg B ock 1
54.183.138.211 |lhited Sates [147.237.0. 17 ][n inly- kosher -kravi . id D stributed Waut horized URL Access on 147.237.0. 17/ B ock 1
79.177.169.31 | srael 147.237.72. 166 |aka. i df . i | m“;grii dzfci"l ?‘;ﬂ?ﬁhmeffzjlt_aspx B ock 1
46. 19. 86. 36 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
185. 89. 217. 231 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
37.26.148. 147 |[israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.220. 145. 246 [lnited Sates [147.237.72.166|aka.idf.il Post Request - Mssing Content Type B ock 1
54.213.103.226 |Lhited Sates [147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
85.65.74.184  |Israel 147.237.72. 166 |aka. i df . i | m“;?;ri' d???li\kn;h:/dsaﬁ/‘;ggi trat i onvi zar st epd. aspx B ock 1
212.25.105. 125 |israel 147.237.72. 156 |aman. i df . i | \'\/? I(j ia‘t)li inﬁtgfgﬁ_iaﬁf&g; om?212.25.105. 125 (Protocol ;o 1
79. 182. 30. 87 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
46.19.85.145  |[Israel 147.237.76.42 |refuah.idf.il et rorized éﬁaﬁczﬁ on Bl ock 1
176.13.12.190 |Israel 147.237.77.233|atal . i df . i O ted auhorized W ,A§§§§S on Bl ock 1
66. 102. 7. 233 Uhited Sates |147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/images/ 1. he/trigger. png B ock
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